
Biometrics through retinal
detection of non-classical light

Gregory Magkos

Master’s Thesis

Thesis Advisor: I. Kominis

Department of Physics

University of Crete

Greece

September 2018



Abstract

It is known that retinal rod cells have the incredible ability to detect single photons.
In [1], a new and secure biometric identification method is proposed based on the
quantum-mechanical properties of human retinal photon detection. Measurements
of the detection statistics of weak light pulses by a conscious human subject can be
used to estimate the losses that the light pulses undergo as they propagate along a
certain path inside the subject’s eye until they are detected in the retina. A map of
the optical losses for various paths to the retina can then be constructed, and this
map has been shown to be unique to the individual. One can then employ various
strategies to efficiently and accurately identify the individual when this is required.
It is possible for the probabilities of false-negative and false-positive identification
to reach 10−4 and 10−10 respectively.

However, the method above has so far focused on using pulses of semi-classical
coherent light. Here, we focus on the most efficient strategy proposed, which is based
on pattern recognition, and expand the model of [1] to treat quantum states of light.
Then, we compare the efficiency of this method, as quantified by the false negative
probability pFN , between using coherent light pulses, as originally suggested, and
pulses consisting of a fixed number of photons. We find that the latter provide
consistently a better (lower) pFN . Next, we explore how such a scheme can be
experimentally realised, focusing on using a heralded single photon source based on
spontaneous parametric down-conversion (SPDC). We discuss a complication that
arises when using such a source, and derive some final estimations for the predicted
effectiveness of this method.
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Chapter 1

Introduction

In our world today, it is often necessary or convenient to biometrically identify an
individual. Popular methods of biometric identification include using fingerprints,
or performing a retina or iris scan. Currently available methods (see e.g. [2] for a
review) can generally be termed as “classical”, due to the fact that there is no law
of physics that excludes the possibility of them being foiled, their security resting
on the unlikelihood of an impostor possessing the means to foil them.

Recently, a new method of biometric identification has been proposed [1] utilizing
the ability of human rod photoreceptor cells to detect single photons. It is argued
that this method can be called “quantum” in the sense that (a) it is based on the
detection by a conscious observer of coherent laser light pulses containing only a
few photons, (b) the physics of the method is such that a potential impostor has to
respond randomly when interrogated by the biometric device and (c) if an impostor
attempts to make non-invasive measurements while the subject is interrogated in
order to infer the subject’s biometric information, the required energy resolution
can be quantified using the theory of quantum measurements.

In the present thesis, we investigate whether using pulses of non-classical light
containing a fixed number of photons instead of coherent light can enhance the
effectiveness of this method, as quantified by the probability of false-negative iden-
tification, and what kind of experimental setup is required to realize this proposal.

In Chapter 2, we will briefly review some basic properties of human light de-
tection, particularly in the presence of dim light, and present some landmark ex-
periments in that field. In Chapter 3, we will describe the method of biometric
identification presented in [1], expand the model used in this paper to treat quan-
tum states of light and present some initial results on whether using light with a
fixed number of photons can be more effective. Next, in Chapter 4, we will address
the question of how such a scheme is experimentally realizable. In Chapter 5, we will
derive some final estimations on the achievable effectiveness, based on our proposed
experimental realization. Finally, in Chapter 6, we will conclude by summarizing
our findings. The work is complemented by two appendices, to which we will refer
the reader in the relevant chapters.
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Chapter 2

Human Photodetection

2.1 Human photoreceptor cells

Evolution has endowed our eyes with remarkable capabilities. As humans, having
been required to hunt for food, gather resources and avoid predators in the pres-
ence of both intense sunlight (a flux of more than 108 photons µm−2 s−1) and dim
starlight during a moonless night (a flux of less than 10−2 photons µm−2 s−1), we
have developed mechanisms to process light over all this range of intensities. We
achieve this using photoreceptor cells of two types, called rod and cone cells. Cones
are sensitive to light intensity covering the upper 7-8 orders of magnitude, while
rods cover the lower range of intensities. [3, 4]

Cones are responsible for colour vision and come in three different varieties, each
with different spectral sensitivity range. The sensitivities of the three types of cone
reach their peak at 564 nm (red colour), 534 nm (green colour) and 420 nm (blue
colour), as can be seen in fig. 2.1. Comparison of the signal strengths produced by
cones of each type gives rise to colour vision. Cones have better spatial and temporal
resolution than rods, leading to sharpness of vision in well-lit environments. They
are more densely concentrated in the center of the visual field, making colour vision
less pronounced away from the center.

In contrast, rod cells, which will be the main focus of this work, cannot provide
colour information. This is because they are all of a single type, with the peak of
their spectral sensitivity near 500 nm (which corresponds to a blue-green colour), as
shown in fig. 2.1. However, they have evolved distinct capabilities that make them
ideal for night vision. As we will see below in more detail, it has been found that
rods are able to detect single photons (for some details on the quantum nature of
light see appendix A.1). They also rely on summation of signals from nearby rods
in order to further increase their sensitivity, which has the side effect of reducing the
spatial and temporal resolution of their images. Other properties that enhance their
efficiency as detectors are their low dark noise, the reproducibility of their response
to single photon events, the amplification that leads to a single photon event being
detectable, and the relatively high probability of absorbing a photon and producing
a signal. These properties make their performance comparable to contemporary
man-made photodetectors.

Rods and cones are located in the retina, an area at the back of the eye (see
fig. 2.2 for a schematic of the human eye). A light beam incident on the eye enters
through the cornea and then the pupil, is guided by the lens and propagates through
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Figure 2.1: Spectral sensitivity of rod and cone cells. Image adapted from https://

commons.wikimedia.org/wiki/File:Cone-response-en.svg (Creative Commons
license).

the vitreous humour until it reaches the retina. There, some photons are absorbed
by the rods and cones and converted into electric signals through a process called
visual phototransduction.

Figure 2.2: Schematic of the human eye. Image adapted from https:

//commons.wikimedia.org/wiki/File:Schematic_diagram_of_the_human_

eye_en-edit.png (Creative Commons license).

Visual phototransduction is a complicated process involving a number of steps.
Here we will cover its basic function in rod cells (see e.g. [3] for a more detailed
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discussion).
A rod cell can be divided into three parts (see fig. 2.3): the outer segment, where

∼ 109 photosensitive rhodopsin molecules can be found packed in membrane disks,
the inner segment, which contains the cell’s organelles, and the synaptic terminal (or
synaptic body), which is responsible for communicating the rod’s signals to other
neurons by producing neurotransmitters.

Figure 2.3: Schematic of a rod cell. Image adapted from https://commons.

wikimedia.org/wiki/File:Rod%26Cone.jpg (public domain).

While in darkness, a steady flow of cations (mainly Na+) enters the rod’s outer
segment, creating an electric current that is then completed by K+ ions flowing
out of the inner segment. This current creates a voltage difference of −40 mV
between the inside and the outside of the cell’s membrane, which causes a chemical
neurotransmitter to be emitted from the synaptic terminal of the cell at a steady
rate, communicating the absence of light to other cells.

When light hits the outer segment, rhodopsin molecules sometimes absorb a
photon and become activated. When this happens, a chemical cascade is triggered
which ultimately leads to the reduction of cGMP (cyclic guanosine monophosphate)
in the outer segment. cGMP is a chemical messenger responsible for opening chan-
nels in the outer segment which allow the circulation of the current of ions mentioned
above. Thus, a reduction of cGMP causes some of the channels to close and the
current to reduce. It is interesting to note that the cascade triggered by a photon
hitting a single rhodopsin molecule heavily amplifies the initial signal by blocking
more than 106 cations from entering the outer segment. This is what allows so small
a signal to be detectable by the rod. When the current drops, the voltage difference
also changes, changing the rate of neurotransmitter emission, and thus creating a
signal sent to other cells that process the information.

The first step of processing happens at the rod bipolar cell, where signals of
15-30 rods are pooled. After some further stages of processing, the signal reaches
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the ganglion cells, which send it to the brain via the optic nerve.

2.2 Experiments on single-photon vision

We have seen briefly how individual rods are able to detect single photons. Now,
we will mention several experiments that support this conclusion, and examine the
question of whether conscious observers are also able to detect individual photons.

The first indication that rod cells might be able to detect single photons came
from the work of Hendrik Lorentz, who, in 1920, calculated the number of photons
that corresponds to a light flash of intensity barely detectable to the human eye.
He found that the beam contained approximately 25-150 photons and, suggested
that, because of losses as the light propagates inside the eye and because the beam
illuminated an area in the retina containing many rod cells, a rod cell must be able
to detect just a few photons or maybe an individual photon. [5]

The next major step happened with the work of Hecht, Shlaer and Pirenne (1942)
[6] and van der Velden (1944) [7, 8]. Hecht and coauthors exposed human subjects
to dim light flashes of varying intensities. The light was ordinary thermal light, and
thus obeyed poissonian statistics, as the detection took place at a time longer than
the coherence time of the light (see appendix A.1). By asking the subjects if they
can see the flash and repeating for many times, the researchers were able to create a
plot showing the relationship between the probability of seeing the flash Psee versus
the logarithm of the mean photon number I.

They then performed a fit using the formula for Poisson statistics and assuming
that a parameter a describes the losses that light experiences during its propagation
inside the eye on its way to the retina. Thus light with a mean number of photons I
before it enters the eye has a mean number of aI photons at the retina. They further
assumed that there is a threshold of K photons, with flashes of light containing less
than K photons at the retina not being detectable. Thus their formula for the
probability to see the flash was

Psee =
∞∑
n=K

pn(n̄) ≡
∞∑
n=K

e−n̄
n̄n

n!
, (2.1)

where n̄ = aI is the mean number of photons at the retina, and pn(n̄) is the proba-
bility that the flash contains n photons at the retina.

Because the shape of the plot (see fig. 2.4) depends only on the threshold K
and not on a, the researchers were able to determine the threshold to be at 5-
7 photons. However, an independent study by van der Velden, who performed
a similar experiment, found the threshold to be at 2 photons. This difference is
probably because, while Hecht and coauthors asked subjects to strictly avoid giving
false positive responses (reporting seeing a flash when there was none), van der
Velden’s instructions were more lenient. This brings to attention the fact that the
instructions given to the subjects in such experiments can significantly influence the
results.

In any case, as subjects were consistently able to see flashes containing about
100 photons, these experiments strengthened the hypothesis that a rod cell is able
to respond to a single photon.
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Figure 2.4: The probability Psee to see a flash of poissonian light as a function of the
logarithm of the mean photon number I, calculated from eq. 2.1 for three different
values of the visual threshold K. The value of K determines the shape of the plot.

In 1956, Barlow [9] suggested that false positive events in experiments such as
the above were because of thermal motions sometimes causing the spontaneous ac-
tivation of rhodopsin, leading to an identical cascade as one produced by a photon
detection. Because it would be impossible to distinguish such spontaneous signals
from real signals, this could create a problem in the presence of dim light, as sponta-
neous signals might outnumber the real ones. Thus, Barlow assumed that, after the
initial rod detections, there was a pooling of signals from many nearby rods and a
cutoff was imposed, such that the information of the light flash would only be trans-
mitted to the conscious mind if a minimum number of signals was detected. He also
suggested that this cutoff might even change depending on the instructions given to
the subjects, explaining the discrepancy between the two above experiments.

Inspired by Barlow’s idea, Sakitt (1972) [10] performed a similar experiment
to the two above, but with the difference that instead of demanding a yes / no
response, she asked the subjects to rate the strength of each flash on a scale from
0 to 6 and experimented with three different flash strengths, with mean numbers of
0 (blank trials to look for false positive responses), 55 and 66 photons. Her results
strengthened the idea that the cutoff might be adjusted by the brain depending on
the task and her analysis suggested that somehow subjects were able to discriminate
between the absorption of 1, 2 or 3 photons. However, her results are not conclusive,
because they do not have enough statistical strength and rely on an estimated value
for the losses that light undergoes during its propagation through the eye, which
could in reality vary among individuals [4].

Aside from psychophysical experiments such as the above, another line of investi-
gation is to measure the response of rod cells in vitro. Yau, Lamb and Baylor (1977)
[11] managed to isolate individual rod cells (from toads) and measure the changes in
the extracellular current produced by the detection of light (the changes were found
to be of the order of a pA). This and later experiments delivering poissonian light to
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animal rod cells demonstrated that individual rods are capable of detecting a single
photon, and thus do not impose a cutoff by themselves.

These experiments, however, had to rely on statistical arguments, because the
actual number of photons delivered to the rod in each trial is not known (due to
poissonian statistics). This can have for example the effect that some trials thought
to be containing one or more photons were in fact blank trials, and thus it is impos-
sible to distinguish false positive signals from real signals [12]. To deal with this, a
similar experiment was performed more recently by Phan et al (2014) [13] using a
light source that is capable of producing a fixed number of single photons, based on
spontaneous parametric down-conversion (SPDC) (we will see more about this type
of source in later chapters). This experiment provided unambiguous evidence that
rods are indeed capable of responding to a single photon.

After the initial detection of a photon performed by a rod cell, a signal is pro-
duced that is transmitted to other neurons for processing. As noted in §2.1, the first
level of processing occurs when signals are sent to the rod bipolar cells. These initial
signals are affected by noise of two different types. One type of noise is, as first no-
ticed by Barlow, due to the spontaneous activation of rhodopsin. However, as this
is indistinguishable from real photon signals, the next levels of processing cannot do
something to correct it. The other type of noise is due to continuous thermal noise,
creating random changes in the extracellular current that are in general smaller than
those caused by rhodopsin activation, although there is some non-negligible overlap
between the two. To deal with continuous noise, a cutoff is placed to distinguish
true rod signals (or perhaps signals due to spontaneous rhodopsin activation) from
noise. In order, though, to completely extinguish the continuous noise, which is
desirable because it could flood the visual system in dim light, the cutoff needs to
be placed so high that some (about 50%) of the true rod signals are sacrificed. This
has been found to happen at the first synapse between the rods and the rod bipolar
cell, before the signals have been pooled together [14, 15]. The analysis of Nelson
(2016) [12] suggests that after this first step, the rest of the neural processing is
much more efficient.

Returning to a recent psychophysical experiment, a study by Tinsley et al. (2016)
[16] claims that it demonstrated that conscious observers are sometimes able to see
single photons. This experiment used a single photon source based on SPDC to
create “true” single photons to be sent to the subjects. It also used a more modern
instruction design, called the two-alternative forced-choice design (2AFC), which is
meant to eliminate completely the subjective threshold set by the observer. This
is achieved by, instead of asking for a yes / no response, or even a rating, giving
the observer a choice of two alternatives that are correlated with whether the light
was detected. For example, in this study, the photon was delivered randomly at
one of two time intervals (marked with a sound sent to the subject) and the subject
is then asked during which interval they believe the photon was sent. This way,
even a small bias towards a correct response (e.g. if the observer is correct 51% of
the time) can with enough statistics demonstrate that sometimes a single photon
is visible. However, results of this study are debated (see e.g. [4]), primarily on
the basis of inadequate statistics. Thus, the question of whether humans are able
to detect single photons still remains open, and is likely to require a large number
of experimental trials to be resolved (the number could be of the order of 100,000
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trials, while some optimization might be possible [4]).

Finally, a recent study by Holmes et al. (2017) [17], which will be of particular
interest to us in later chapters, used a similar single photon source, together with
a 2AFC design, in order to measure in detail the temporal summation window
of dim-light human vision. The temporal summation window is the time interval
during which signals from nearby rods are added together to produce a larger total
signal. For example, 10 consecutive single photons arriving at the retina within the
summation window would be perceived as 10-photon pulse.

The study included two different experiments. In experiment 1, photons were
sent to the subjects at a constant rate for varying durations, in order to measure
the mean integration time. The researchers found a mean integration time of ≈ 650
ms, but this could be a lower bound, as this time was found assuming that a simple
linear function describes the summation. This time is larger than was previously
thought. They also found that the integration window can vary significantly between
individuals (one subject had an integration window of 400 ms, another of 600 ms
and another appeared to have a window larger than 960 ms).

However, experiment 1 could only measure the temporal summation at any level
of efficiency, not only the time during which the summation was perfect. Thus,
experiment 2 was designed to measure the efficiency of temporal summation. For
that purpose, photons were sent for the same duration (two different durations
of 100 ms and 30 ms were used), but with different rates, in order to determine
whether there was difference with the results of experiment 1, which would indicate
a difference in the summation efficiency after some time. The constant durations
were chosen to be relatively short, so that a perfectly efficient summation was to
be expected (as found from previous studies). The results showed no significant
difference between the 100 ms and 30 ms durations, which means that temporal
summation remains efficient for at least 100 ms. There was a small but still not
significant difference between the results of experiments 1 and 2, indicating that the
efficiency might not change for about 400 ms, although this might differ with the
individual.

In the following chapters, we will see how some of these facts about human
photodetection can be used for the purposes of biometric identification.
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Chapter 3

Biometric identification through
retinal photon detection

As seen in chapter 2, rod cells are extremely sensitive, being able to detect a single
photon, thus allowing humans to detect very faint pulses light. Here, we will see how
these properties of human physiology can be used for the biometric identification of
an individual, as noted in [1], the ideas of which we will describe briefly below.

Then, we will expand the model used in this paper to treat quantum states of
light (see appendix A), in order to establish whether using pulses of non-classical
light can improve the effectiveness of the biometric recognition process, as quantified
by the false negative probability, which will be defined later. Finally, we will attempt
to provide a physical explanation for our results.

3.1 Biometrics using pattern recognition

The idea presented in [1] is based on the results of the experiment by Hecht et al.
[6], which is described in §2.2. As noted there, the probability Psee for a subject to
see a pulse of poissonian light with mean photon number I before it enters the eye
was fitted using the equation

Psee =
∞∑
n=K

pn(n̄) ≡
∞∑
n=K

e−n̄
n̄n

n!
, (3.1)

where pn(n̄) is the probability of detecting n photons, n̄ = aI is the mean number
of photons detected, while K is a visual perception threshold such that a pulse
containing less than K photons upon detection cannot be detected by the conscious
mind of the observer. Here, the parameter a includes the losses that light undergoes
during its propagation inside the eye, as well as during its detection (as noted in
§2.2, light can experience losses after the initial detection by the rods, especially at
the first synapse).

An equivalent model describing this formula would be a pulse of poissonian light
going through a filter with power transmission coefficient a (thus reducing an initial
mean photon number I to aI after transmission) and being detected by a single-
photon counter, sending the output to the conscious brain (see fig. 3.1).

The authors then suggest that, using this formula and performing an experiment
where coherent laser light of varying intensities is sent to the eye of a conscious sub-
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Figure 3.1: Schematic of the model describing the transmission and detection of
a coherent light pulse. The light is assumed to pass through a filter with power
transmission coefficient a, representing the losses during propagation inside the eye
as well as during detection, until it is detected by a single-photon counter, modelling
the detection by the rods and the processing of their signals. If the number of
detected photons is larger than or equal to the visual threshold K, then a signal is
sent to the conscious brain. Image adapted from [1].

ject (hereafter also called Alice), it is possible to use measurements of the probability
Psee in order to estimate the value of the parameter a along a certain path to Alice’s
retina. As seen in fig. 3.2, the parameter a can affect the shape of the curve of Psee
versus the mean photon number I (and not its logarithm as shown in fig. 2.4). The
measurement of a is essentially a quantum parameter estimation problem (see e.g.
[18]). By repeating the experiment for many different regions of the retina, one can
then construct an a-map of Alice’s retina.

Because there is significant variation in the values of a between different regions
of the retina, and also between individuals for similar retinal regions, it is argued
that a map of a-values can be used to identify an individual.

After having measured an a-map, one needs to use a specific biometric strategy
each time that Alice needs to be identified. In [1], three different possible biometric
strategies are presented and evaluated in terms of their efficiency. The efficiency
can be quantified by three (related) quantities: the number of interrogations, the
false positive probability pFP and the false negative probability pFN . The false
positive probability is the probability that an impostor (call her Eve) is positively
identified as Alice. The false negative probability is the probability that Alice fails
to be identified. Clearly, it is desirable that all three of these quantities are as low
as possible. There is, however, a trade-off between the number of interrogations,
and the false positive and false negative probabilities, which further depends on the
identification strategy used.

Here we focus on the most efficient of the three biometric strategies presented,
which is based on pattern recognition. We now briefly describe the concept of this
strategy, and refer the reader to the original paper for further details.
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Figure 3.2: The probability Psee to see a pulse of coherent light as a function of the
mean number of photons I, assuming a visual threshold K = 6 and transmission
coefficients a = 0.05 (blue curve), a = 0.1 (yellow curve) and a = 0.2 (green curve).

Having measured Alice’s a-map, we bin the values of a received for different
retinal spots into three sets: low a (amin ≤ a ≤ aL), intermediate a (aL < a < aH),
and high a (aH ≤ a ≤ amax), where amin and amax are respectively the minimum and
maximum values of a found, while aL and aH are freely chosen parameters. From
the set of high-a spots, we pick small subsets that form recognizable patterns, such
as letters, numbers and symbols. We then randomly choose one of these subsets and
illuminate the corresponding retinal spots. At the same time, we also illuminate a
number of low-a spots, where Alice is unlikely to see the light, so that Eve is unable
to recognize the pattern intended for Alice. All retinal spots are illuminated with
light of the same average photon number. See fig. 3.3 for an illustration of this
method.

Alice is then presented with M different patterns and asked to pick the one
that she can see. Eve, however, without access to Alice’s a-map, is forced to pick
randomly. For m consecutive trials, the false positive probability is then pFP =
(1/M)m. We see that pFP is independent of the intensity and state of the light.

To estimate the false negative probability, the authors use a simple model de-
scribing the process of pattern recognition. Assume we illuminate a pattern of nH
high-a spots, while simultaneously illuminating nL low-a spots. The probability that
Alice does not see a high-a spot is bounded above by pH , and the probability that
she sees an illuminated low-a spot is bounded above by pL. The values of pH and
pL depend on the free parameters aL and aH , and also on the state of the light, as
will be shown below. The authors assume that Alice fails to recognize the pattern
if she does not see at least k > nHpH of the pattern spots or sees at least l > nLpL
low-a spots. Then, the probability P that Alice does not recognize the pattern is
found to obey the inequality (see the original paper for details)

P ≤ e−nHH(k/nH |pH) + e−nLH(l/nL|pL) ≡ Pmax, (3.2)
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(a) (b) (c)

(d) (e)

Alice’s retinal α-matrix
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Figure 3.3: Illustration of the biometric strategy based on pattern recognition. (a)
Alice’s a-map, assumed to consist of a 100×100 grid of retinal spots (“pixels”) that
do not overlap with each other. The light path to each spot has losses corresponding
to an a coefficient, which is here given a random value. White pixels represent
high-a spots, grey intermediate-a spots, and black low-a spots. A set of white
pixels is chosen so that it forms a recognizable pattern, such as 2 or Y. These
pixels are illuminated, together with a number of black pixels (noise spots). Ideally,
Alice will perceive only the illuminated pattern spots and recognize the pattern
(b),(d). In contrast, Eve, without access to Alice’s a-map, even in possession of an
ideal photodetector, will see both the white and black spots and will be unable to
determine the pattern (c),(e). In reality, though, Alice might miss some pattern
spots and perceive some noise spots. Simulations of this are shown in (f1)-(f6).
(g1)-(g18) show some of the possible patterns that can be found in (c), highlighting
that Eve is unlikely to choose the correct pattern if presented with these 18 choices.
In this way a false positive probability pFP ≈ 10−10 can be achieved with m = 8
interrogations. Figure adapted from [1].

where H(x|y) = x ln(x/y) + (1 − x) ln ((1− x)/(1− y)) is the relative Shannon
entropy.

Alice is assumed to fail the test if she wrongly replies at least one of the m
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questions. Thus the false negative probability obeys the inequality

pFN ≤ 1− (1− Pmax)m. (3.3)

From now on when we refer to the value of pFN , we mean its upper limit.
To calculate the value of pFN , we need to calculate pH and pL. This calculation

will be carried out below, after we introduce some changes to the model described
in fig. 3.1 in order to include quantum states of light.

3.2 Expanding the model to include quantum states

of light

The model used in [1] to describe the losses that light experiences during its propa-
gation and detection is essentially classical, as losses are treated as a filter of trans-
mission a. This is not a problem for coherent laser light, which can be treated
classically in some respects, but using this model we cannot describe how quantum
states of light are affected during propagation. Here, we expand this model to treat
quantum states.

We do this by using, instead of a filter, a beam splitter of transmission a (details
on the beam splitter formalism can be found in appendix A.2). The beam splitter
formalism is often used in quantum mechanics to model any loss channel. In our
case, we will use it to model the losses that a quantum state of light experiences
during its propagation inside the eye up until its detection by the conscious mind.
The effects of our beam splitter can be described by the matrix:

M =

( √
a i

√
1− a

i
√

1− a
√
a

)
. (3.4)

We assume that the light we send to the beam splitter is in state |ψ〉, and
enters from port 1 of the beam splitter, with port 2 being the other input port and
containing the vacuum |0〉. We are interested in the state of the light at the output
port 3, where the input state |ψ〉 is transmitted. Finally, the output port 4 is where
the input state |ψ〉 is reflected. See fig. A.1 for a schematic of the beam splitter
ports.

After the beam splitter, we have, as in the original model, a perfect detector
capable of counting single photons. If the number of photons detected is greater
than or equal to the cutoff K, then a signal is sent to the conscious mind of the
observer.

Here, we will use this model to compare what happens when the light is in a
number state and in a coherent state. Similar calculations can be performed for any
initial state |ψ〉.

If |ψ〉 = |n〉, where |n〉 is an n-photon number state, the total state of the light
is found to be (see calculations in appendix A.2):

|Ψ〉 = |n〉1 |0〉2 =
n∑
k=0

√
n!

k!(n− k)!

√
a
k
(i
√

1− a)n−k |k〉3 |n− k〉4 . (3.5)
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The probability to detect k photons in port 3 then is

pk = 〈Ψ| (|k〉3 〈k|3 ⊗ 14) |Ψ〉 =
n!

k!(n− k)!
ak(1− a)n−k. (3.6)

If now |ψ〉 = |α〉, where |α〉 is a coherent state, then the total state of the light
is (again, see appendix A.2):

|Ψ〉 = |α〉1 |0〉2 = |
√
a α〉3 |i

√
1− a α〉4 . (3.7)

The probability to detect k photons at port 3 is

pk = e−a|α|
2 (a|α|2)k

k!
. (3.8)

The results for the coherent state are equivalent to those of the original model, with
I = |a|2.

Returning now to the simple model describing the pattern recognition process,
we wish to calculate pH and pL for both number and coherent states. To do this,
we first extend eq. 3.1 to refer to an arbitrary state of light:

Psee(a) =
∞∑
n=K

pn(a) = 1−
K−1∑
n=0

pn(a), (3.9)

where again K is the light perception threshold, and pn(a) is the probability that
the eye detects n photons. This probability depends on the state of the light and
on the transmission coefficient a.

Using this notation, we have

pH = 1− Psee(aH) =
K−1∑
n=0

pn(aH), (3.10)

because pH is the upper bound of the probability that Alice does not see a high-a
spot (and the easiest high-a spot to miss is that with the lowest value of a, which is
aH), and

pL = Psee(aL) = 1−
K−1∑
n=0

pn(aL), (3.11)

as pL is the upper bound of the probability that Alice sees a low-a spot (and the
most likely low-a spot to see is that with the highest possible a, which is aL).

Thus, to calculate pH and pL for number and coherent states, we only need to
substitute the probabilities in eqs. 3.6 or 3.8 into eqs. 3.10 and 3.11.

Knowing the values of pH and pL, we can substitute them to eq. 3.2 to find
the probability that Alice does not recognize the pattern, and then use eq. 3.3 to
find the false negative probability pFN . As we are interested in making pFN as low
as possible, we then find the photon number n (for number states) or the average
photon number I = |a|2 (for coherent states) that minimize pFN .

Below, we will compare the values of pFN received using number states and
coherent states, in order to see which of the two types of states provides the lowest
pFN , thus improving the efficiency of the biometric identification.
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3.3 Results

Following an example described in [1], suppose we choose to illuminate nH = 25
high-a spots forming a pattern and nL = 75 low-a spots providing noise. We assume
that Alice does not recognize the pattern if she fails to see k = 5 pattern spots or
if she sees l = 5 noise spots (20% of the total high-a spots illuminated). This is
repeated for m = 6 interrogations. The visual threshold is set at K = 6.

By choosing aH = 0.2 and aL = 0.02, we find that, for a number state |n〉, the
false negative probability is minimized at n = 65 and is pFN = 2.3 · 10−5. For a
coherent state |α〉, the minimum of pFN is found at I ' 67.6 and is pFN = 10−4.
We thus see that by using a number state, we have an improvement of pFN by more
than a factor of 4 (the ratio r of pFN for a coherent state over that for a number
state is r ≈ 4.3).

The achieved minimum pFN heavily depends on the values of aH and aL. In fig.
3.4 (a) we show the dependence of the minimum pFN on aH , while keeping aL = 0.02,
for number states (blue points) and coherent states (yellow points). Number states
provide consistently a lower pFN , while, as aH increases, the difference between
number and coherent states also increases. Fig. 3.4 (b) shows how the ratio r of
pFN for coherent states over pFN for number states depends on aH . Similarly, fig.
3.5 (a) shows the dependence of pFN on aL, while keeping aH = 0.2, and fig. 3.5 (b)
shows the ratio r as a function of aL. Again we see that for all values we have lower
pFN for number states and that the ratio r increases as aL decreases.

0.15 0.16 0.17 0.18 0.19 0.20
aH

5.×10-5
1.×10-4

5.×10-4
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pFN

(a)
0.16 0.17 0.18 0.19 0.20
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3.0

3.5

4.0

4.5

r

(b)

Figure 3.4: (a) The minimum false negative probability pFN as a function of aH for
number states (blue points) and coherent states (yellow points). (b) The ratio r of
the minimum pFN for coherent states over that for number states, as a function of
aH .

3.4 Physical Explanation

We have established that number states consistently provide a lower pFN than coher-
ent states. To understand why this happens, we note that, as explained in appendix
A.2, the mean and the variance of the photon number N3 at output port 3 of a beam
splitter of transmission a with an arbitrary state at input port 1 and the vacuum at
input port 2 follow the relations
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Figure 3.5: (a) The minimum false negative probability pFN as a function of aL for
number states (blue points) and coherent states (yellow points). (b) The ratio r of
the minimum pFN for coherent states over that for number states, as a function of
aL.

〈N3〉 = a〈N1〉, (3.12)

(∆N3)2 = a2(∆N1)2 + a(1− a)〈N1〉, (3.13)

where N1 is the photon number at input port 1.
For number states, we have ∆N1 = 0 (see appendix A.1) and eq. 3.13 becomes

(∆N3)2 = a(1− a)〈N1〉. (3.14)

For coherent states, we have (∆N1)2 = 〈N1〉 (see appendix A.1) and thus

(∆N3)2 = a〈N1〉. (3.15)

We see that number states always have less variance in the transmitted photon
number, while for small a the two variances are very close, and thus number states
exhibit statistics similar to coherent states.

To intuitively understand why we have found number states to be more efficient,
we see from eq. 3.9 that, effectively, calculations for pH and pL depend only on the
probabilities to detect up to K − 1 photons given aH , aL and the initial state.

We return to our example of choosing aH = 0.2 and aL = 0.02. First, we examine
what happens for pH , which is the probability not to see a spot with a = aH , i.e. to
detect up toK−1 = 5 photons. Fig. 3.6 shows the probability pn to detect n photons
for a beam splitter with transmission a = aH , for number states (blue points) and
coherent states (yellow points). The number state has 65 photons and the coherent
state has average photon number Ĩ ' 67.6, which are the values that minimize the
false negative probability pFN found above. We see that the distribution for number
states is more narrow, as predicted from eq. 3.13. Thus, it has a shorter “tail” and
the values of pn for n up to 5 are lower, and so is pH .

Similarly, fig. 3.7 shows the same probability for transmission a = aL. Again,
we can see that the distribution for number states is somewhat more narrow, which
leads to a lower probability to detect K = 6 or more photons and so to a lower pL.
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Of course, there is a slight complication when trying to explain our results using
eq. 3.13, as the number and coherent states have somewhat different intensities,
chosen to minimize pFN , but the difference is usually quite small. Especially for low
a, this can lead to more pronounced differences between the two states, because,
if they had exactly the same intensity, the number states would produce similar
variance for the transmitted photon number to coherent states.
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n

0.02
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0.08
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Figure 3.6: The probability pn to detect n photons for number states (blue points)
and coherent states (yellow points) for transmission a = aH . Numerical values used
are mentioned in the text. A vertical line is placed at the assumed visual detection
threshold K = 6.
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Figure 3.7: The probability pn to detect n photons for number states (blue points)
and coherent states (yellow points) for transmission a = aL. Numerical values used
are mentioned in the text. A vertical line is placed at the assumed visual detection
threshold K = 6.
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Chapter 4

Possible experimental realisation

We have established that, using number states, it is possible to achieve lower false
negative probabilities for the pattern recognition method than those using coherent
states. However, photon number states of a large number of photons are currently
very difficult to generate in the laboratory, while there are several sources available
that can produce bursts of consecutive single photons (see e.g. [19]). Specifically,
here we will focus on heralded single photons produced by the process of spontaneous
parametric down-conversion (SPDC), which is perhaps the most widely used method
of single photon production and has already been used for experiments in the visual
system (see §2.2).

In this chapter we will address the following questions:

1. Does using bursts of consecutive single photons require our model presented
in chapter 3 to be modified?

2. In reality, will firing bursts of single photons have the same effect as that
described by the model? Specifically, will the consecutive photons be perceived
as a single pulse, or as individual photons?

3. What does an SPDC single photon source for use in vision experiments look
like? What are its basic components?

4. Do other complications arise when attempting to use such a source for our
purposes?

4.1 Integration time

First, we will show that the simple model presented in chapter 3, where the total
optical losses are described by a beam splitter of transmission a, does not discrimi-
nate between using a number state of n photons and a burst of n consecutive single
photons, provided that we make some extra assumptions about our photon detector.

If we substitute n = 1 into eq. 3.5, we find the final state for a single photon
being transmitted through the beam splitter:

|Ψ〉 = |1〉1 |0〉2 =
√
a |1〉3 |0〉4 + i

√
1− a |0〉3 |1〉4 , (4.1)

and thus the probability of a single photon being detected after transmission is

p(detect) = a. (4.2)
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Now, if we assume that the detector has an integration time (the time during
which the signal arriving at the detector is integrated to produce a total signal) that
is larger than the duration of the burst of n photons, then the number of photons
that finally arrive at the detector will be registered as a single pulse. The probability
pk of a pulse of k photons being detected in total follows the binomial distribution
with

pk =
n!

k!(n− k)!
ak(1− a)n−k, (4.3)

which is the same as eq. 3.6.
Thus, we find that, with the extra assumption of a large integration time, the

simple model of chapter 3 predicts the same statistics for a number state of n photons
and for a burst of n consecutive single photons.

For the feasibility, therefore, of this proposed scheme to be established, we need
to know the integration time of the human eye, as well as the rate that a single
photon burst can have.

Fortunately, a recent experiment by Holmes et al. [17], described in chapter
2, studies in detail the integration time (or, as it is also called in the paper, the
temporal summation window) of human faint-light vision, by using a single photon
source based on SPDC.

Specifically, the mean temporal summation window (also possibly including im-
perfect summation) for a number of subjects was found to be ∼ 650 ms and the
results suggest that the summation might remain perfect for about 400 ms. For
comparison, an SPDC single-photon source can produce more than 100,000 pho-
tons per second [4], which is more than enough for our purposes. Additionally, the
summation window was found to vary significantly among individuals, which could
perhaps provide further opportunities for biometric identification.

In total, the experiment and results of this study provide unambiguous evidence
for the feasibility of our scheme. Below, we will describe in more detail the single
photon source used in this study, and compare it to other sources that have been
used in vision experiments.

4.2 An SPDC single-photon source

In SPDC, a strong “pump” laser beam is used to illuminate an anisotropic crystal.
Occasionally, a photon of the pump beam (called the pump photon) is converted
to a pair of photons while inside the crystal. The two created photons are called
the trigger and signal photons. In a heralded photon source, the trigger photon
is subsequently sent to a detector, “heralding” when detected the presence of the
signal photon, which can then be used for the purposes of the experiment. The
created photons can have different wavelengths and emerge in different directions,
depending on their wavelength. Appendix B describes the SPDC process in more
detail.

Here, we will focus on describing the basic components of such a single-photon
source. We will use as our main example the source used in [4, 17] (a schematic
is shown in fig. 4.1), closely following [4]. Then, we will compare it to two other
sources used in recent experiments on single-photon vision.
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Figure 4.1: Schematic of the single photon source used in [17] and [4]. The com-
ponents of this source are described in the text. Image adapted from [17] with
permission.

4.2.1 Production of the photon pairs

A frequency-quadrupled Nd:YAG pump laser is used to produce UV light at 266
nm. The laser is pulsed with varying repetition rate up to 100 kHz, with the pulse
width varying from 5 to 20 ns and increasing for higher repetition rates. A variable
attenuator (VA) is placed in front of the beam to control the pump laser power.
The VA consists of two polarizing beam splitters (PBS) with a motorized half-wave
plate placed in between (not shown in figure).

Then, the beam passes through a spatial filter to be focused to a 500-µm spot on
a 600-µm slice of a beta-barium borate (BBO) crystal. The crystal is cut for type II
phase matching (see appendix B), so that degenerate photon pairs are created at a 3◦

angle relative to the pump beam. The wavelengths of the signal and trigger photons
are chosen to be 505 and 562 nm respectively. The signal photon is chosen at this
wavelength to match the peak of the rod spectral sensitivity (see chapter 2). Two
lenses placed at the directions that correspond to the desired wavelengths collimate
the photons and bandpass interference filters select the chosen wavelengths from
the different wavelength combinations that are physically realizable. Two collection
lenses then guide the photons into single-mode optical fibers.

4.2.2 Detection and heralding efficiency

The trigger photon is then sent to a single-photon avalanche diode (SPAD) to be
detected. The detection is made in coincidence with a photodiode placed at the
path of the pump laser beam, so as to reduce background noise and dark counts.

A detection of the trigger photon (in coincidence with the pump laser beam)
would herald the presence of a signal photon. It is possible, however, that the signal
photon might not actually be transmitted, e.g. due to losses during its propagation
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and the coupling with the optical fiber. This is measured by the heralding effi-
ciency: the probability that a signal photon is transmitted when a trigger photon is
detected. To maximize the heralding efficiency, it is necessary to carefully perform
an alignment procedure.

The heralding efficiency up to this point of the experimental setup was measured
to be ∼ 0.55. As the SPAD detectors used have a finite detector efficiency of ∼ 0.7
(the detector efficiency counts the probability of a photon incident on the detector
being actually detected), the measured value of the heralding efficiency needs to be
corrected for the detector efficiency. This correction has been included in the above
value.

4.2.3 Pockels cell switch

Much as signal photons might be lost during their propagation when a trigger photon
is detected, it is also possible that a trigger photon might not be detected, but a
signal photon might still have been produced. To avoid the possibility of uncounted
signal photons being transmitted, a switch needs to be placed in the path of the
signal photons so that a signal photon is allowed to pass only when a trigger photon
is detected.

In this experiment, the switch consists of a Pockels cell and a polarizing beam
splitter. A Pockels cell can be thought of as a voltage-controlled wave plate. Its
principle of operation is based on the Pockels effect, an induced birefringence pro-
portional to an applied electric field that appears only in crystals without inversion
symmetry (for a simple description see [20] p.369). For a certain voltage (the “half-
wave voltage”), the Pockels cell can act effectively as a half-wave plate. Then, an
incident photon that is polarized linearly at a 45◦angle relative to the fast axis of
the wave plate has its polarization rotated by 90◦. In the experiment, when a trigger
photon is detected, the Pockels cell is activated by applying the half-wave voltage
and the polarization of the signal photon is rotated. A PBS is placed after the
Pockels cell to transmit only photons with the rotated polarization. Because there
is a 125-ns time delay between the detection of a trigger photon and the response of
the Pockels cell, signal photons are also delayed using a 25-m optical fiber so that
they arrive at the Pockels cell only after its response.

4.2.4 FPGA

The purpose of such a heralded photon source is to be able to produce a certain
average number of signal photons in real time. This is achieved using a fast field-
programmable gate array (FPGA). An FPGA is an integrated circuit that contains
various logic blocks and is designed to be programmable “in the field”, in contrast
to application-specific integrated circuits (ASICs), which are constructed only for
a single task (see e.g. [21]). The FPGA is programmed so that it reads a target
herald count (number of intended trigger photon detections), turns on the pump
laser, counts the number of trigger photon detections and immediately turns off the
laser when the target count is reached, so that no more photons are produced.
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4.2.5 Source operation

Summarising, the basic method of operation of the source can be described in the
following way. First, the pump laser is activated and photons arrive at the BBO
crystal. Due to SPDC, photon pairs are sometimes created inside the crystal and
the source is set up so that it selects the desired modes for the trigger and signal
photons. The trigger photons are guided using a single-mode fiber to a SPAD
to be detected. When a detection takes place, it is counted by the FPGA and
simultaneously an electrical pulse is sent to the Pockels cell so that it allows the
signal photon to pass through. When the number of detections reaches the target
count, the FPGA deactivates the laser. Finally, each signal photon is delivered to
either the left or right side of the subject’s eye trough a few-mode fiber. The side
of the eye illuminated is chosen at random, using a computer-controlled half-wave
plate (HWP) placed before a PBS.

4.2.6 Total heralding efficiency

Including the Pockels switch and coupling with the few-mode fiber, the best herald-
ing efficiency achieved was measured as 0.385, while, as stated above, the heralding
efficiency before these elements was 0.55.

To increase the heralding efficiency, it is suggested that the efficiency of the
coupling with the final fiber could be improved. This could be achieved either
through improving the alignment or by using a multi-mode fiber. The latter solution,
however, would also have the effect that the spot in the subject’s retina that is
illuminated would increase in size, which would be potentially undesirable for some
applications.

It is also possible to increase the effective heralding efficiency by increasing the
power of the pump laser. This would increase the rate of photon pairs being produced
as well as the probability of production of two or more photon pairs at the same time.
As the detector has a dead time of ∼ 50 ns, an additional photon arriving within
the dead time after a photon detection would not produce an additional signal.
The number H of trigger photons counted would therefore be underestimated. The
heralding efficiency η is calculated from the formula

N = ηH, (4.4)

where N is the mean number of signal photons transmitted. Thus, for the same
N , the heralding efficiency η has to effectively increase. In [4], it is shown that the
effective heralding efficiency can reach in this way η ∼ 0.6 or higher.

Of course, the possibility of more than one signal photons arriving simultaneously
would be undesirable for experiments where the generation of strictly single-photon
states is required, e.g. in tests of single-photon vision.

4.2.7 Comparison with other sources

For comparison, here we briefly describe two additional source designs that have
been used in recent experiments on single-photon vision. As we will see, the main
features of these sources are quite similar to the one presented above.

First, we will outline the source design used in the experiment of Tinsley et al.
[16], the purpose of which, as noted in chapter 2, was to establish whether humans
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are able to see a single photon. In this setup, a 266-nm pulsed laser was used to
illuminate a BBO crystal. Unlike the above source, the crystal was cut for type-I
phase matching and the chosen wavelengths for the signal and trigger photons were
respectively 504 and 561 nm (very similar to the previous source). Low pump powers
were required, because multi-photon events were highly undesirable. Instead of a
SPAD, an electron-multiplying charge-coupled device (EMCCD) camera was used as
a detector, as it allowed the detection of more than one photon simultaneously. This
way, the trials where only one trigger photon was detected could be post-selected.
This experiment did not utilize a switch to allow signal photons to pass through
only when a trigger photon is detected. The signal photons were sent to a single-
mode fiber with a coupling efficiency of ∼ 40%, much less compared to the ∼ 82%
coupling efficiency of the few-mode fiber used in the previous source. Finally, the
total heralding efficiency was ∼ 0.2, much less than that of the source above. This
was not a problem for the experiment and it was taken into account during the
analysis.

The other source that we will describe was used in an experiment (also mentioned
in chapter 2) by Phan et al. [13] intending to measure the responses of individual
rod cells to pulses of a fixed photon number. Again, a pulsed Nd:YAG laser at 266
nm and a 5-mm slice of a BBO crystal were used. The photons produced were both
at 532 nm, chosen to match the photon absorption peak for the rod cells used (the
rod cells were obtained from Xenopus laevis frogs and had a different absorption
spectrum than human rod cells). A SPAD was used to detect the trigger photon.
Upon detection, an acousto-optical modulator (AOM) functioning as a switch was
activated to allow the signal photon to enter an optical fiber guiding it to the rod
cell. Before reaching the AOM, the signal photon was delayed by a 45-m fiber. The
total heralding efficiency was measured to be ∼ 0.22.

4.2.8 Conclusions

We have outlined the basic components that make up a single photon source based
on SPDC. This kind of source would be ideal for our purposes, although some
additional modification would be required so that photons can be sent to different
regions of the retina, in order to implement the pattern recognition method.

However, as noted above, this design presents a complication: even though a
number of trigger photons might be detected, some of their twin signal photons
might not reach the eye, due to losses during their propagation. This is quantified
by the heralding efficiency η. In the following chapter, we will see how the heralding
efficiency can affect our method and present some final results after taking it into
account.
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Chapter 5

Final Results

In the previous chapter, we established that a single-photon source based on SPDC
can be used for our purpose of realising the biometric identification method presented
in chapter 3. We saw, however, that this kind of source presents the complication
that the number of signal photons delivered to the subject is not certain, because
some might be lost during their propagation, as quantified by the heralding efficiency.

In this chapter, we will see how the heralding efficiency can affect the effective-
ness of our proposed method, and then we will present some final results on what
improvement of the false negative probability pFN can be achieved using such a
setup.

5.1 Heralding efficiency

Again, the heralding efficiency η for our purposes is defined by the formula

N = ηH, (5.1)

where N is the mean number of signal photons delivered to the subject’s eye (before
entering it), and H is the number of trigger photons counted. Thus, the heralding
efficiency quantifies the probability that a signal photon will arrive at the subject’s
eye, given that a trigger photon has been detected.

Essentially, the heralding efficiency is a transmission parameter, and the propa-
gation of the signal photon from the source (the non-linear crystal) to just outside
of the subject’s eye can be modelled as the light going through an additional beam
splitter of transmission η. Effectively, then, for our simple model of chapter 3, the
propagation of the light from the source to the subject’s retina can be described
with a beam splitter of transmission aeff = η a, where a again describes the losses
as the light propagates through the eye up until its detection. What the heralding
efficiency does in our model is, therefore, to reduce the transmission coefficient of
the beam splitter.

To see how this could affect our results for the false negative probability, we
return to the example in §3.3. We assume a heralding efficiency of η = 0.37, as
found in the experiment of [17], and aH = 0.2, aL = 0.02, as before. We find that
the false negative probability is minimized for n = 180 (much larger than before)
and is pFN = 6.2 · 10−5, which is larger than before by a factor of ∼ 3. Comparing
with the false negative probability for a coherent state as found before (pFN = 10−4)
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we see that now the ratio r of pFN for a coherent state over that for a burst of single
photons is r = 1.7, which is less than r = 4.3 found before.

Fig. 5.1 shows in more detail the dependence of the ratio r on the heralding
efficiency η (left panel) and the photon number n that minimizes pFN as a function of
η (right panel). As the heralding efficiency decreases, the ratio r also decreases. This
can be understood by remembering that, as the transmission coefficient decreases,
the statistics of a number state (or equivalently of a burst of single photons) become
more similar to a coherent state, as explained in §3.4.
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Figure 5.1: (a) The ratio r of the minimum pFN for coherent states over that for
number states as a function of the heralding efficiency η. (b) The number of photons
n that minimizes pFN as a function of η.

As we found that a low heralding efficiency can make our method less effective,
it is clearly of interest to increase it. As noted in §4.2.6, two ways to increase it
are presented in [4]. The first is to improve the coupling with the final fiber, either
through better alignment or by using a multi-mode fiber. Use of a multi-mode fiber,
however, would increase the diameter of the spot in the retina that is illuminated,
which is generally undesirable for our purposes, as it would reduce the number of
“pixels” that can be used to create a pattern. In any case, the possible improvement
would be relatively small (the final coupling already was ∼ 82%, thus assuming even
a 100% coupling, the heralding efficiency would increase to 0.45 at most).

The second way to increase the (effective) heralding efficiency is to increase the
pump laser power. This would increase the probability of production of multiple
photon pairs, but, for our purposes, where we only require generating a number of
photons to hit the eye, this is not a problem, and the increase in effective heralding
efficiency (to η ∼ 0.6 or perhaps even higher) can be exploited.

5.2 Parameter Study

Having introduced the heralding efficiency and accounted for its effects, we now turn
our attention back to the parameters of the simple model that describes the process
of pattern recognition (see §3.1). Aside from aL and aH , used to bin the values of a
into low-a and high-a spots, we use four other parameters: the numbers nH and nL
of illuminated high-a and low-a spots respectively, as well as the numbers k and l,
which describe respectively how many high-a spots Alice has to miss and how many
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low-a spots she has to see in order to fail to recognize the pattern. So far, we have
used everywhere the same values for these parameters (given in §3.3). Now we will
examine how our results change for different values.

To reduce the number of independent parameters, we make the following as-
sumptions. First, Alice fails to recognize the pattern if she does not see 20% of
the pattern (high-a) spots or if she sees 20% of the noise (low-a) spots, that is,
k = l = 0.2 nH . Second, in order for the pattern to be well “hidden” from Eve, the
number of noise spots illuminated needs to be larger than that of the pattern spots.
We assume nL = 3 nH . We are thus left with only one independent parameter out
of the initial four: the number nH of high-a spots illuminated.

First, we examine in fig. 5.2 how the number nH affects our results assuming a
perfect heralding efficiency (η = 1). The left panel shows the false negative prob-
ability pFN for number states (blue points) and coherent states (yellow points) as
a function of nH , while the right panel shows the ratio r of the pFN for coherent
states over that for number states, again as a function of nH . For the other param-
eters, we have used the same values as in the example of §3.3, namely aH = 0.2,
aL = 0.02 and the number of interrogations is m = 6. For nH = 25, we recover the
example presented in §3.3. We see that, as the number of illuminated pattern spots
increases, the false negative probability decreases exponentially, reaching a value of
pFN ∼ 4.4 · 10−11 for number states and nH = 50, while the ratio r increases signifi-
cantly, becoming 21 for the same nH . The exponential decrease can be understood
if we return to eq. 3.2, where we see that the probability P for Alice not to recognize
the pattern in a single interrogation depends exponentially on nH and nL, while the
fractions k/nH and l/nL remain constant given our assumptions. The increase of
the ratio r shows that, as more pattern spots become illuminated, the difference
between number states and coherent states becomes more pronounced. Thus, it is
highly desirable to increase as much as possible the number of illuminated pattern
spots (and accordingly the number of noise spots).
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Figure 5.2: (a) The minimum false negative probability pFN as a function of nH for
number states (blue points) and coherent states (yellow points). (b) The ratio r of
the minimum pFN for coherent states over that for number states, as a function of
nH . A heralding efficiency η = 1 is assumed. Other parameter values are mentioned
in the text.

Now, we introduce again the effects of a lower heralding efficiency. We assume
that, as in the experiment of [17], we have η = 0.37. Our results are shown in fig.
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5.3. Now, the values of pFN for number states are closer to these for coherent states,
leading to much lower ratios r, which imply an improvement by a factor of 2-3 when
using number states. Next, we suppose that we significantly increase the pump laser
power and now have an effective heralding efficiency η = 0.6, obtaining the results
shown in fig. 5.4, where we see that we now have a factor of 2-6 improvement when
using number states.
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Figure 5.3: As in fig. 5.2, but for a heralding efficiency η = 0.37.
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Figure 5.4: As in fig. 5.2, but for a heralding efficiency η = 0.6.

Finally, we show that we can use the exponential dependence of pFN on nH in
order to extend the range of values accepted in the low-a and high-a sets, that is,
change the values of aL and aH beyond what would have been possible without
increasing nH . As we are interested in the best improvement that is realistically
achievable, we keep η = 0.6. In fig. 5.5, we show our results if we reduce aH
to aH = 0.15. We see that, while for low nH the false negative probability is
prohibitively large, for higher nH we have perfectly acceptable results. Number
states still provide an improvement of a factor of 2-3. In fig. 5.6, we have increased
aL to aL = 0.03. Again, we find acceptable results for higher nH , and number states
still provide an advantage by a factor of 2-4. We should note that this method does
not work if we wish to increase the value of aL further, say to aL = 0.04.
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Figure 5.5: As in fig. 5.4, but for aH = 0.15.
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Figure 5.6: As in fig. 5.4, but for aL = 0.03.
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Chapter 6

Summary and conclusions

Summarizing, after briefly describing the mechanism of human dim-light vision and
several landmark experiments in this field, we went on to show how the single-
photon sensitivity of rod photodetectors can be used for the purposes of biometric
identification, following the work of [1]. We focused on the most efficient biometric
strategy described in this study, which is based on pattern recognition.

Then, we expanded the model used in this work to treat the propagation of
quantum states of light, and then used our new model to calculate the effectiveness
of this method, when using pulses of coherent laser light (as originally proposed) and
light with a certain number of photons. The effectiveness was quantified based on
the false negative probability pFN (the probability that the subject fails to be iden-
tified). The false positive probability (the probability that an impostor is wrongly
identified as the subject) and the number of interrogations, which also determine
the effectiveness of the method, do not depend on the state of the light used (at least
for the pattern recognition method). Our initial results showed that, using number
states of light, one can achieve an improvement (reduction) of pFN by about a factor
of 4, also depending on several other parameters.

However, number states containing many photons are very difficult to exper-
imentally realize. To circumvent this difficulty, we proposed using a source that
can deliver bursts of single heralded photons using the process of spontaneous para-
metric down-conversion (SPDC). Based on the results of a recent study [17], we
demonstrated that this is feasible, as, for short enough time intervals, the consecu-
tive photons sent to the eye will be registered as a single pulse. We then went on to
describe the basic components and function of such a single-photon source, primar-
ily based on the source used in the above study, and also comparing it to two other
sources recently used for vision experiments. We found that such sources present a
complication, as produced photons are not certain to arrive at the subject’s eye due
to losses during their propagation. The probability that a photon will reach the eye
is called the heralding efficiency.

We then included the heralding efficiency in our model, and updated our pre-
dictions for the expected improvement of pFN . The improvement reduces for a
lower heralding efficiency. Finally, taking the heralding efficiency into account, we
performed a parameter study for the simple model used to describe the process of
pattern recognition, and found that the number of illuminated retinal spots can
significantly affect our results of pFN . An increase in that number produces an ex-
ponential decrease in pFN and also an approximately linear increase in the expected
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improvement over using coherent states. Thus, increasing the heralding efficiency
and the number of illuminated spots are highly desirable for our proposed method.
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Appendix A

Elements of Quantum Optics

A.1 Quantum states of the electromagnetic field

When the electromagnetic field is quantized (see e.g. [22–24]), the Hamiltonian can
be written as a sum of harmonic oscillator Hamiltonians:

Ĥ =
∑
k,λ

h̄ωk

(
â†k,λâk,λ +

1

2

)
, (A.1)

where the sum is over all modes with wave numbers k and polarizations λ, ωk is the
frequency corresponding to each mode, and â†k,λ, âk,λ are the creation and annihi-
lation operators respectively for each mode and polarization. The term containing
1/2 is known as the vacuum energy or zero-point energy. It is often omitted because
it diverges and in most cases is not necessary, as we are only interested in energy
differences between states.

The electromagnetic field can be excited to a wide array of quantum states. For
our purposes, we will focus on number states and coherent states. We will confine
our discussion to single-mode states (states that contain only a single frequency ω).
The Hamiltonian can then be simplified to (omitting the vacuum energy)

Ĥ = h̄ωâ†â. (A.2)

The operator n̂ = â†â, contained in the Hamiltonian, is known as the number
operator, as it describes the number of photons present in a quantum state.

Number States

A number state |n〉 is an eigenstate of the Hamiltonian and the number operator,
with

â†â |n〉 = n |n〉 . (A.3)

Thus, this number state contains exactly n photons. A measurement of the photon
number will always yield n with zero uncertainty.

As in the harmonic oscillator, creation and annihilation operators trasform a
number state as

â |n〉 =
√
n |n− 1〉 , (A.4)

and
â† |n〉 =

√
n+ 1 |n+ 1〉 , (A.5)
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while for the vacuum |0〉 (as in the ground state of the harmonic oscillator)

â |0〉 = 0. (A.6)

Coherent States

A coherent state, symbolized as |α〉, where α is a complex number, is defined as the
right eigenstate of the annihilation operator, with

â |α〉 = α |α〉 . (A.7)

If one writes this state as a superposition of number states and uses the above
equation, one finds that

|α〉 = e−
1
2
|α|2

∞∑
n=0

αn√
n!
|n〉 . (A.8)

Thus, coherent states do not contain a definite number of photons. The mean photon
number for a coherent state is

n̄ = 〈α|â†â|α〉 = |α|2, (A.9)

with variance
(∆n)2 = 〈α|

(
â†â
)2 |α〉 − 〈α|â†â|α〉2 = n̄. (A.10)

A measurement of the photon number will yield n photons with probability

pn = | 〈n|a〉 |2 = e−|a|
2 |α|2n

n!
= e−n̄

n̄n

n!
. (A.11)

This is the Poisson probability distribution.
Coherent states can be written as the result of a displacement operator D̂(α)

acting on the vacuum:

D̂(α) |0〉 ≡ eαâ
†−α∗â |0〉 = |α〉 . (A.12)

In this way, the displacement operator can be seen as the equivalent to the creation
operator for number states.

Coherent states can be used to describe the light produced by a laser. Further,
ordinary thermal light observed over timescales larger than its coherence time (for
thermal light that is to a large degree monochromatic, the coherence time is ∼ 10−8 s
[22]) approaches poissonian statistics, same as coherent states (see e.g. [22], §14.8.2).

It should be noted that coherent states (e.g. laser light) are fundamentally
different from number states and thus it is not possible for laser light to be easily
converted to a number state (although as we will see in appendix B, it is possible to
illuminate a non-linear crystal with laser light and, after some further manipulation,
produce single-photon states). In other words, one cannot for example greatly reduce
the intensity of a laser (and thus reduce the mean number of photons n̄ = |α|2) to
produce a true single-photon state, as the state produced will still obey poissonian
statistics and have a finite probability of containing 0, 2 or even a higher number of
photons.
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A.2 The quantum-mechanical beam splitter

A beam splitter is an optical instrument often used in quantum optics experiments,
usually made of thin layers of metal or dielectric deposited on glass. Essentially, it
is a semi-transparent mirror, which splits an incoming light beam into a reflected
and a transmitted part [25]. However, the beam splitter formalism, which we will
develop below, can also be used to represent any loss channel. In the present thesis,
we use it to describe the losses that light undergoes when it is transmitted through
the eye up until its detection by a conscious observer.

𝑎 1 

𝑎 2 

𝑎 3 

𝑎 4 

Figure A.1: Schematic of a beam splitter, with each port marked by the respective
annihilation operator.

To treat the beam splitter quantum-mechanically (see e.g. [22–25]), one has to
take into account both input ports and both output ports, even when the second
input port is “empty”, as it still contains the vacuum. When a photon state is sent
to one input port of the beam splitter, it is converted into a linear superposition of
output states. This can be described as a linear transformation of the corresponding
annihilation operators, which are shown in the schematic of figure A.1. The general
transformation is (

â3

â4

)
=

(
t′ r
r′ t

)(
â1

â2

)
≡M

(
â1

â2

)
, (A.13)

where r, r′, t, t′ are complex numbers.
Requiring that the commutation relations

[âi, â
†
j] = δi,j, [âi, âj] = 0, [â†i , â

†
j] = 0 (A.14)

are satisfied, we arrive at the reciprocity relations
|r′| = |r|
|t′| = |t|

|r|2 + |t|2 = 1
r∗t′ + r′t∗ = 0
r∗t+ r′t′∗ = 0

 . (A.15)
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These relations can also be found through energy conservation requirements.
The reciprocity relations constrain the form of the matrix M . However, even

with these constraints, there are many equivalent ways to write the matrix M . We
choose

M =

( √
u i

√
1− u

i
√

1− u
√
u

)
, (A.16)

where u is the transmission parameter of the beam splitter.
Now we can calculate the transformation of the annihilation operators using eqs.

A.13 and A.16:{
â3 =

√
uâ1 + i

√
1− uâ2

â4 = i
√

1− uâ1 +
√
uâ2

}
↔
{
â1 =

√
uâ3 − i

√
1− uâ4

â2 = −i
√

1− uâ3 +
√
uâ4

}
. (A.17)

These transformations, together with the fact that a vacuum in both input ports is
transformed to vacuum in both output ports

|0〉1 |0〉2 = |0〉3 |0〉4 , (A.18)

allow us to calculate how any incoming photon state is transformed.

As an example, let us consider the transformation of a number state |n〉 entering
one input port of the beam splitter (while the other input port contains the vacuum).

|n〉1 |0〉2 =
1√
n!

(
â†1

)n
|0〉1 |0〉2 =

1√
n!

(√
uâ†3 + i

√
1− uâ†4

)n
|0〉3 |0〉4 . (A.19)

Expanding using the binomial theorem, we find

|n〉1 |0〉2 =
n∑
k=0

√
n!

k!(n− k)!

√
u
k (
i
√

1− u
)n−k |k〉3 |n− k〉4 . (A.20)

Thus, the initial number state transforms into a linear superposition of number
states which conserve the total photon number.

Let us also study how an incoming coherent state |α〉 is transformed by the beam
splitter, using eq. A.12.

|α〉1 |0〉2 = D̂1(α) |0〉1 |0〉2 = exp(αâ†1 − α∗â1) |0〉1 |0〉2 =

exp
[
α(
√
uâ†3 + i

√
1− uâ†4)− α∗(

√
uâ3 − i

√
1− uâ4)

]
|0〉3 |0〉4 =

D̂3(
√
uα)D̂4(i

√
1− uα) |0〉3 |0〉4 , (A.21)

and thus
|α〉1 |0〉2 = |

√
uα〉3 |i

√
1− uα〉4 . (A.22)

This time, we notice that there is no superposition, contrary to the case of a number
state.

Finally, in the case where there is incoming light only in one input port (say port
1), there are some simple general relations for the mean and variance of the photon
number. These are

〈n3〉 = u〈n1〉, (A.23)

and
(∆n3)2 = u2(∆n1)2 + u(1− u)〈n1〉, (A.24)

where n1, n3 are the photon numbers in ports 1 and 3 respectively. These relations
can be easily proven by calculating the mean and variance of the number operator
n̂3 = â†3â3 using eq. A.17 and assuming that port 2 contains the vacuum |0〉.
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Appendix B

Spontaneous parametric
down-conversion

Spontaneous parametric down-conversion (SPDC) [26–31] is a process in which a
photon produced from a pump laser is converted to a pair of lower-energy photons
as it propagates inside certain crystals. The initial photon is known as the pump
photon, while the generated twin photons are known, historically, as signal and idler
photons, or, in more modern terms (which we use in this work), as trigger and signal
photons. In a heralded single photon source based on SPDC, the trigger photon is
sent to a detector and, when detected, it “heralds” the presence of the signal photon.

SPDC is a non-linear optical process. Non-linear optics (see e.g. [32, 33]) studies
what happens when the induced polarization P of a material is not proportional to
the electric field E, but also depends on its higher powers. Then, in tensor notation
we have

Pi = ε0

(
χ

(1)
i,j Ej + χ

(2)
i,j,kEjEk + χ

(3)
i,j,k,lEjEkEl + ...

)
, (B.1)

where repeated indices imply summation. The tensor χ(n) is called the n-th order
electric susceptibility tensor.

SPDC occurs due to the second order susceptibility tensor χ(2). The correspond-
ing Hamiltonian is

H = ε0

∫
V

d3rχ
(2)
i,j,kEiEjEk, (B.2)

where the integration is over the volume V of a non-linear crystal, where the SPDC
interaction happens, and

E = Ep + Et + Es, (B.3)

as the total electric field is the sum of the contributions of the pump field Ep, the
trigger field Et and the signal field Es.

By Fourier decomposing the electric field,

E(r, t) =

∫
d3k

[
E(+)(k)e−i(ω(k)t−k·r) + E(−)(k)ei(ω(k)t−k·r)

]
, (B.4)

assuming that the pump field is monochromatic with wavevector kp and that the
integration in eq. B.2 is over an infinite volume, and keeping only the terms relevant
to the SPDC process, we find that the interaction Hamiltonian becomes
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Hint ∝
∫ ∫

d3ksd
3kt χ

(2)
i,j,kE

(+)
p,i E

(−)
s,j E

(−)
t,k δ

(3)(kp−ks−kt)e
i(ωs(ks)+ωt(kt)−ωp(kp))t + h.c.

(B.5)
We can quantize the above Hamiltonian, by quantizing the electric field using

the relations

Ê(+)(k) = i

√
h̄ω(k)

2ε0V
â(k), (B.6)

Ê(−)(k) = −i

√
h̄ω(k)

2ε0V
â†(k), (B.7)

where now V is the quantization volume (assumed to be very large) and â(k), â†(k)
are the annihilation and creation operators for the mode k respectively. Because
the efficiency of the SPDC process is very low (usually somewhere in the range of
10−7 to 10−11 [26]), the pump field needs to be very strong, and thus we can treat
it as classical.

Using the quantized interaction Hamiltonian, we can find the state |ψ〉 of the
photon pair with first-order perturbation theory

|ψ〉 = − i
h̄

∫
dtĤint(t) |0〉 . (B.8)

Assuming an infinite interaction time and neglecting the slow
√
ω dependence, we

find the state to be

|ψ〉 = A

∫ ∫
d3ksd

3ki δ(ωp(kp)− ωs(ks)− ωt(kt))δ(3)(kp − ks − kt)â
†
s(ks)â

†
t(kt) |0〉 ,

(B.9)
where A is simply a normalization constant.

We see that each of the produced photons does not have a well-defined energy or
momentum, as the two-photon state is in a superposition of different combinations
of momenta, the only constraint being that the pair of photons satisfies the so-called
phase-matching conditions (imposed by the two delta functions):{

ωp = ωs + ωt
kp = ks + kt

}
, (B.10)

which essentially describe energy and momentum conservation (inside the crystal).
If we take the crystal dimensions into account (instead of assuming it to be of infinite
volume), the delta function for the momenta becomes a sinc-like function, but the
conditions still approximately hold.

These conditions generally cannot be satisfied in an isotropic crystal. We thus
need to use an anisotropic crystal, i.e., a crystal with different refractive indices
depending on the polarization of the electric field. Then, two types of SPDC are
possible: in type-I SPDC, the two produced photons have the same polarization,
which is orthogonal to the pump field polarization, while in type-II SPDC, the two
photons have orthogonal polarizations to each other.

Because of the phase-matching conditions, different photon wavelengths emerge
in different directions, forming cones because of rotational symmetry. These direc-
tions are affected by the way the crystal is cut relative to its optic axis. To select
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the desired wavelengths out of all the possible combinations, one needs to use spec-
tral filters. For more details and calculations on the phase-matching conditions as
related to the crystal geometry, see e.g. [26, 29].
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