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H metaptuqiak  aut  ergasÐa katatèjhke to Noèmbrio tou 2004 sto Pa-
nepist mio Kr thc. Thn epitrop  axiolìghs c thc apotèlesan, ektìc tou e-
piblèponta kajhght  k.Jeìdoulou Garefal�kh, oi k.Nikìlaoc Tzan�khc kai
k.Alèxandroc Koubid�khc.

EuqaristÐec
H per�twsh thc metaptuqiak c mou ergasÐac den eÐnai mìno apotèlesma pro-
swpik c mou ergasÐac all� kai sunergasi�c me anjr¸pouc pou me bo jhsan
polÔ. Ja  jela na euqarist sw ton epiblèponta kajhg th mou k.Jeìdoulo
Garefal�kh gia thn �yogh sunergasÐa mac kai thn susthmatik  prosp�jei�
tou na mou metad¸sei lÐgec apo tic gn¸seic tou, ton k.Gi�nnh Miqì gia thn
bo jeia tou sto Gap 4 pou qrhsimopoi jhke gia tic pr�xeic sta paradeÐg-
mata kai gia thn yuqik  st rixh pou mou pareÐqe. EpÐshc, polla euqarist¸
qrwst¸ stouc sumfoithtèc mou sth G114, ton Andrèa Tsilif¸nh, Elènh Mh-
l�kh, Baggèlh L�to, K¸sta Rampal�ko kai Gi¸rgo Z�raka gia thn bo jei�
touc sta maj mata, ta euq�rista dialeÐmata kata thn di�rkeia twn aperiì-
ristwn wr¸n melèthc kai thn upomon  touc stic dÔskolec ¸rec. Tèloc, èna
meg�lo euqarist¸ stouc goneÐc mou K¸sta kai Aggelik  kai tic aderfèc
mou Nikolètta kai StauroÔla gia thn aperiìristh st rix  touc ìla aut� ta
qrìnia.
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Kef�laio 1

Eisagwg 

H klasik  kruptografÐa qrhsimopoieÐ th mèjodo secret key   symmetric cry-
ptography gia thn kruptogr�fhsh kai apokruptogr�fhsh mhnum�twn, h opoÐa
basÐzetai sthn qr sh enìc koinoÔ mustikoÔ kleidioÔ an�mesa ston aposto-
lèa kai ston paral pth tou mhnÔmatoc. To kÔrio prìblhma pou emfanÐzetai
eÐnai sthn sumfwnÐa tou mustikoÔ kleidioÔ metaxÔ twn qrhst¸n, diadikasÐa
pou kajÐstatai dÔskolh ìtan o arijmìc twn qrhst¸n eÐnai meg�loc   brÐ-
skontai se diaforetikèc topojesÐec, opìte eÐnai aparaÐthth h qr sh mèswn
epikoinwnÐac kai sunepwc eÐnai se kÐnduno h asf�leia tou mustikoÔ kleidioÔ.

H idèa tou dhmosÐou kleidioÔ sthn kruptografÐa parousi�sthke to 1976
apì touc Whitfield Diffie kai Martin Hellman, prokeimènou na epilÔsoun to
prìblhma diaqeÐrishc tou mustikoÔ kleidioÔ. SÔmfwna me aut n, k�je qr -
sthc diajètei èna zeug�ri kleidi¸n, to dhmìsio kleidÐ pou to dhmosiopoieÐ kai
to idiwtikì tou kleidÐ, pou paramènei krufì. 'Olec oi epikoinwnÐec k�noun
qr sh twn dhmosÐwn kleidi¸n, en¸ kanèna idiwtikì kleidÐ den metafèretai po-
tè   moir�zetai. H kruptografÐa me dhmìsio kleidÐ mporeÐ na qrhsimopoihjeÐ
ìqi mìno gia antallag  mhnum�twn all� kai gia pistopoÐhsh yhfiak¸n upo-
graf¸n, se antÐjesh me thn kruptografÐa krufoÔ kleidioÔ ìpou h ènnoia thc
yhfiak c upograf c den ufÐstatai.

Kruptogr�fhsh-Apokruptogr�fhsh
'Otan h AlÐkh jèlei na steÐlei èna krufì m numa sto BÐktora qrhsimopoieÐ to
dhmìsio kleidÐ tou, kruptografeÐ to m numa kai tou to stèlnei. O BÐktorac
sthn sunèqeia qrhsimopoi¸ntac to idiwtikì tou kleidÐ apokruptografeÐ to m -
numa kai to diab�zei. Opoiosd pote mporeÐ na steÐlei èna kruptografhmèno
m numa ston BÐktora all� mìno o teleutaÐoc mporeÐ na to apokruptograf -
sei.
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Yhfiak  upograf 
H AlÐkh gia na upogr�yei èna m numa k�nei ènan upologismì qrhsimopoi¸-
ntac to mustikì thc kleidÐ kai to m numa kai to apotèlesma tou upologismoÔ
(upograf ) stèlnetai ston BÐktora. O BÐktwrac gia na epalhjeÔsei thn
upograf  k�nei ènan upologismì pou emplèkei to m numa, thn dhloÔmenh u-
pograf  kai to dhmìsio kleidÐ thc AlÐkhc kai e�n to apotèlesma eÐnai alhjèc
tìte h upograf  gÐnetai dekt  alli¸c h upograf  aporrÐptetai.

Par� to gegonìc ìti ta sust mata dhmosÐou kleidioÔ den apaitoÔn thn
metafor� kai thn apok�luyh twn idiwtik¸n kleidi¸n kai pro�goun mejìdouc
yhfiak¸n upograf¸n, to meionèkthm� touc eÐnai ìti h mèjodoc kruptogr�-
fhshc me aut� eÐnai pio arg  apì opoiad pote �llh up�rqousa mèjodo kru-
ptogr�fhshc mustikoÔ kleidioÔ. Gia kruptogr�fhsh h kalÔterh lÔsh eÐnai o
sunduasmìc twn susthm�twn krufoÔ kleidioÔ kai dhmìsiou kleidioÔ ¸ste na
èqoume thn asf�leia pou exasfalÐzei to dhmìsio kleidÐ ìso kai thn taqÔthta
pou dÐnei to krufì kleidÐ. To sÔsthma dhmosÐou kleidioÔ mporeÐ na qrhsi-
mopoihjeÐ gia na kruptograf sei arqik� to krufì kleidÐ ¸ste sthn sunèqeia
na qrhsimopoihjeÐ to kruptosÔsthma krufoÔ kleidioÔ prokeimènou na kru-
ptografhjeÐ èna meg�lo m numa. 'Ena tètoio prwtìkollo kaleÐtai Yhfiakìc
f�keloc ( Digital envelope).

Sthn sugkekrimènh metaptuqiak  ergasÐa parousi�zontai kruptosust -
mata dhmosÐou kleidioÔ, twn opoÐwn to dhmìsio kleidÐ eÐnai èna sÔsthma po-
luwnumik¸n exis¸sewn kai to idiwtikì kleidÐ eÐnai, eÐte èna sÔnolo paramè-
trwn gia thn kataskeu  twn exis¸sewn, eÐte èna polu¸numo sugkekrimènhc
morf c. Sto deÔtero kef�laio perigr�fetai to kruptosÔsthma krummènwn
monwnÔmwn pou prot�jhke apì touc Imai kai Matsumoto sto Eurocrypt’88
[MI] kai oi beltiwmènec ekdìseic tou, ta Little Dragon kai Big Dragon pou
prìteine o Patarin, afoÔ kat�fere sto Eurocrypt’95 [NK], [P95] na sp�sei
to kruptosÔsthm� touc. Sthn sunèqeia perigr�foume èna nèo kruptosÔsth-
ma krummènwn poluwnÔmik¸n exis¸sewn to HPE tou Ilia Toli [IT1] ìpou to
idiwtikì kleidÐ eÐnai èna polu¸numo duo metablht¸n me suntelestèc apì èna
peperasmèno s¸ma. Mia parallag  autoÔ tou kruptosust matoc èdwse o
Patarin [P96] to HFE, o opoÐoc qrhsimopoÐhse wc idiwtikì kleidÐ èna polu¸-
numo miac metablht c.

Sto trÐto kef�laio anafèroume duo sq mata yhfiak¸n upograf¸n pr¸-
ton, to Sflashv3 [CGP], to opoÐo sqedi�sthke gia sugkekrimènh qr sh afoÔ to
kìstoc twn klassik¸n algorÐjmwn (RSA, DSA, elleiptikèc kampÔlec) eÐnai
polÔ meg�lo kai qrhsimopoieÐtai, tìso gia paragwg  upograf c, ìso kai gia
pistopoÐhsh upograf c. DeÔteron, èna sÔsthma upograf c pou prokÔptei
apì to kruptosÔsthma HPE tou Ilia Toli [IT1].

To dhmìsio kleidÐ twn parap�nw kruptosusthm�twn, ìpwc anafèrame, eÐ-
nai sÔsthma deuterob�jmiwn poluwnumik¸n exis¸sewn poll¸n metablht¸n.
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Gia thn kruptan�lush aut¸n twn kruptosusthm�twn apaiteÐtai h epÐlush au-
t¸n twn susthm�twn pou eÐnai gnwstì wc èna dÔskolo prìblhma p�nw apì
opoiod pote s¸ma. Sto tètarto kef�laio perigr�foume k�poiec mejìdouc
epÐlushc aut¸n twn susthm�twn ìpwc oi b�seic Gröbner [JGJG], [CLO], h
teqnik  thc epanagrammikopoÐhshc, h opoÐa prot�jhke apì touc Aviad Ki-
pnis kai Adi Shamir sto [KS] kai qrhsimopoeÐtai gia thn epÐjesh tou HFE
kruptosust matoc kai tèloc ènac nèoc algìrijmoc, o XL (eXtended Lineari-
zation) algìrijmoc, [SPCK], [SKI] pou ousiastik� aplopoieÐ thn mèjodo thc
epanagrammikopoÐhshc.

Sto par�rthma parousi�zetai èna par�deigma basismèno sto HFE kru-
ptosÔsthma, perigr�fetai h diadikasÐa paragwg c tou dhmosÐou kleidioÔ, h
kruptogr�fhsh kai apokruptogr�fhsh enìc mhnÔmatoc kaj¸c kai h krupta-
n�lush tou sust matoc me tic b�seic Gröbner, thn teqnik  thc epanagram-
mikopoÐhshc kai tèloc ton XL algìrijmo.
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Kef�laio 2

Kruptosust mata

2.1 To kruptosÔsthma twn Imai, Matsumoto.

KruptosÔsthma krummènwn monwnÔmwn
Oi Imai, Matsumoto sto [MI] prìteinan èna kruptosust mata dhmosÐou klei-
dioÔ krummènwn monwnÔmwn (Hidden Monomial Cryptosystem), to opoÐo u-
p rxe h aparq  gia thn an�ptuxh autoÔ tou eÐdouc twn kruptosusthm�twn.
Ta qarakthristik� tou eÐnai ìti to dhmìsio kleidÐ eÐnai èna sÔsthma poluw-
numik¸n, mh grammik¸n exis¸sewn en¸ to idiwtikì kleidÐ apoteleÐtai apì èna
sÔnolo paramètrwn pou epilègei o qr sthc gia na kataskeu�sei tic exis¸seic.

'EstwK epèktash bajmoÔ n p�nw apì to s¸ma Fq, ìpou q eÐnai dÔnamh tou
2 kai β1,β2,. . .,βn ∈ K mia b�sh tou K wc Fq− dianusmatikoÔ q¸rou. Tìso
ta kajar� mhnÔmata ìso kai ta kruptografhmèna mhnÔmata parist�nontai
wc n-�dec p�nw apì to Fq. Ja qrhsimopoioÔme x̄ = (x1, x2, . . . , xn) ∈ Fq

n

gia to kajarì m numa kai ȳ = (y1, y2, . . . , yn) ∈ Fq
n gia to kruptografhmèno

m numa.
Gia thn kruptogr�fhsh enìc mhnÔmatoc ja douleÔoume me duo endi�me-

sa dianÔsmata, ū = (u1, u2, . . . , un) ∈ Fq
n kai v̄ = (v1, v2, . . . , vn) ∈ Fq

n.
Dosmènou dianÔsmatoc tou Fq

n ja qrhsimopoioÔme èntona gr�mmata gia na
dhl¸soume to antÐstoiqo stoiqeÐo tou K wc proc thn b�sh βj. Gia par�deigma
e�n ū = (u1, u2, . . . , un) ∈ Fq

n tìte jètoume u = u1β1+u2β2+. . .+unβn ∈ K.
H AlÐkh, h opoÐa jèlei na kruptograf sei èna m numa, epilègei èna h,

0 < h < qn thc morf c:
h = qθ + 1

pou ikanopoieÐ thn sunj kh M.K.D.(h, qn − 1) = 1.
Profan¸c, afoÔ to q èqei epilegeÐ wc dÔnamh tou 2, isqÔei M.K.D.(h, qn −
1) = 1 kai apì th sqèsh aut  prokÔptei ìti h apeikìnish u 7→ uh eÐnai
amfimonos manth (en¸ h antÐstrof  thc apeikìnish orÐzetai wc u 7→ uh′ ,
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ìpou h′ eÐnai o pollaplasiastikìc antÐstrofoc tou h (mod qn−1)). H AlÐkh
mporeÐ na mh dhmosiopoi sei to h, all� efìson up�rqoun mìno lÐgec epilogèc
gia to h, mporeÐ na jewrhjeÐ ìti eÐnai gnwstì.

Epiplèon, epilègei duo krufèc afinikèc apeikonÐseic, gia par�deigma duo
antistrèyimouc n × n-pÐnakec A = {aij}1≤i,j≤n kai B = {bij}1≤i,j≤n me stoi-
qeÐa apì to Fq kai duo stajer� dianÔsmata c̄ = (c1, c2, . . . , cn) kai d̄ =
(d1, d2, . . . , dn). O lìgoc Ôparxhc twn duo afinik¸n apeikonÐsewn eÐnai na
krÔyoun thn apeikìnish monwnÔmwn u 7→ uh (gia to lìgo autì kai to ìnoma
hidden monomial cryptosystem).

Arqik�, gia na metatrèyei h AlÐkh to kajarì m numa x̄ ∈ Fq
n se krupto-

grafhmèno ȳ ∈ Fq
n jètei

ū = Ax̄ + c̄

Sth sunèqeia jèlei to v ∈ K na eÐnai Ðso me thn h-ost  dÔnamh tou u ∈ K
(v = uh) kaj¸c epÐshc

ȳ = B−1(v̄ − d̄),

(dhlad  v̄ = Bȳ + d̄), ìpou v̄ ∈ Fq
n eÐnai to di�nusma pou antistoiqeÐ sto

v ∈ K. Prokeimènou na anaptÔxei mia mèjodo ¸ste na pern� apeujeÐac apì
to x̄ sto ȳ, h AlÐkh qrhsimopoieÐ ìti v = uh kai h = qθ + 1, opìte kai èqei:

v = uqθ · u. (2.1)

O telest c Ôywshc sthn qk-ost  dÔnamh stoK gia opoiod pote k = 1, 2, . . . , n
eÐnai mia Fq-grammik  apeikìnish kai èstw P k = {pk

ij}1≤i,j≤n o pÐnakac aut c
thc apeikìnishc wc proc thn b�sh β1,. . .,βn gia par�deigma,

βqk

i =
n∑

j=1

p
(k)
ij βj, p

(k)
ij ∈ Fq, (2.2)

me 1 ≤ i, k ≤ n. H AlÐkh, epiplèon, gr�fei ìla ta paragìmena stoiqeÐa thc
b�shc sunart sei twn stoiqeÐwn thc, gia par�deigma

βiβj =
n∑

l=1

mijlβl, mijl ∈ Fq (2.3)

gia k�je 1 ≤ i, j ≤ n. Opìte h ExÐswsh (2.1) gr�fetai wc,

∑

1≤l≤n

vlβl =
( n∑

i=1

uiβ
qθ

i

)( n∑
j=1

ujβj

)

=
( ∑

1≤i,µ≤n

p
(θ)
iµ uiβµ

)( n∑
j=1

ujβj

)
(2.4)
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Qrhsimopoi¸ntac thn ExÐswsh (2.3) kai sugkrÐnontac touc suntelestèc twn
βl sto dexiì kai aristerì mèloc thc ExÐswshc (2.4) gia k�je l prokÔptoun
exis¸seic thc morf c:

vl =
∑

1≤i,j,µ≤n

p
(θ)
iµ mµjluiuj, (2.5)

oi opoÐec eÐnai pr¸tou bajmoÔ wc proc to v1, . . . , vn kai deutèrou bajmoÔ wc
proc to u1, . . . , vn. QrhsimopoieÐ sth sunèqeia sthn ExÐswsh (2.5) tic duo
sqèseic,

ū = Ax̄ + c̄, v̄ = Bȳ + d̄

opìte kai èqei n exis¸seic, grammikèc wc proc to y1, . . . , yn kai deutèrou baj-
moÔ wc proc to x1, . . . , xn. Qrhsimopoi¸ntac grammik  �lgebra prokÔptei
èna sÔsthma n exis¸sewn ìpou k�je yi ekfr�zetai wc polu¸numo sunolik�
deutèrou bajmoÔ wc proc ta x1, x2, . . . , xn. H AlÐkh dhmosiopoieÐ autèc tic
exis¸seic.

Kruptogr�fhsh
O BÐktorac gia na thc steÐlei èna m numa (x1, x2, . . . , xn), antikajist� ta xi

stic dhmìsiec exis¸seic kai paÐrnei èna sÔsthma exis¸sewn grammikì wc proc
ta yi. To lÔnei kai stèlnei sthn AlÐkh to ȳ = (y1, y2, . . . , yn). AntÐjeta o
wtakoust c, gnwrÐzontac mìno to kruptografhmèno m numa kai tic dhmìsiec
exis¸seic, antikajist� ta (y1, y2, . . . , yn) stic exis¸seic kai èqei na lÔsei èna
mh-grammikì sÔsthma me agn¸stouc ta xi.

Apokruptogr�fhsh:
Gia na apokruptograf sei h AlÐkh to m numa gnwrÐzontac ta A,B, c̄, d̄ kai
to h mporeÐ na upologÐsei to x̄ qwrÐc na qrei�zetai na lÔsei tic dhmìsiec
exis¸seic wc proc ta xi. To parak�tw di�gramma perigr�fei thn diadikasÐa
apokruptogr�fhshc thc AlÐkhc:

y1, y2, . . . , yn

⇓
v̄ = Bȳ + d̄

⇓
v =

∑
viβi

⇓
u = vh′

⇓
x̄ = A−1(ū− c̄).
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To parak�tw par�deigma perigr�fei thn diadikasÐa paragwg c enìc tè-
toiou kruptosust matoc me polÔ mikrèc timèc stic paramètrouc.

Par�deigma 2.1.1 'Estw q = 2, n = 5 kai f(X) = X5 +X4 +X3 +X +1 ∈
F2[X] an�gwgo polu¸numo pèmptou bajmoÔ.'Estw K epèktash bajmoÔ pènte
p�nw apì to F2 kai mia b�sh tou {β1, β2, . . . , βn} = {1, X, X2, X3, X4}. Epi-
plèon, θ = 3, h = 9, h′ = 7 kai c̄ = (1, 0, 1, 1, 1), d̄ = (1, 0, 1, 0, 0),

A =




1 0 1 1 0
0 1 1 0 1
1 1 0 0 1
0 1 0 1 0
0 0 0 1 1




, B =




1 0 0 1 1
0 0 1 1 0
1 1 0 0 1
1 1 0 0 0
1 0 0 0 0




.

Tìte,

A−1 =




0 0 1 1 1
1 1 1 1 0
0 1 0 1 1
1 1 1 0 0
1 1 1 0 1




, B−1 =




0 0 0 0 1
0 0 0 1 1
1 1 1 1 1
1 0 1 1 1
0 0 1 1 0




.

Jètoume, ū = Ax̄ + c̄ opìte prokÔptoun oi parak�tw exis¸seic:

u1 = x1 + x3 + x4 + 1,

u2 = x2 + x3 + x5,

u3 = x1 + x2 + x5 + 1,

u4 = x2 + x4 + 1,

u5 = x4 + x5 + 1.

Epiplèon èqoume,
v = u9 = (u1+u2X+u3X

2+u4X
3+u5X

4)(u1+u2X
8+u3X

16+u4X
24+u5X

32)
an�goume to dexiì mèloc modulo f(X), opìte ekfr�zoume to v̄ sunart sei tou
x̄ :

v1 = 1 + x2
1 + x1x3 + x1x2 + x4 + x4x5 + x1x4 + x2x4 + x1 + x2 + x3x5 + x2

2.

v2 = x5x1 + x3x2 + x2
1 + x2x5 + x2

5 + x4 + x1x4 + x1 + x2
3 + x2 + x3x5.

v3 = x1x3 + x1 + x1x2 + x3x2 + x3x4 + x2 + x3 + x2
4 + x3x5 + x2

2.

v4 = x3x4 + x2
1 + x2

5 + x3 + 1 + x1x3 + x1x4 + x2x4 + x2
4 + x2

2.

v5 = x3x2 + 1 + x5x1 + x3 + x5 + x2
5 + x1x3 + x1x2 + x4 + x1x4 + x2

3 + x2 + x2
4 + x3x5.
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Tèloc, oi exis¸seic pou sqetÐzoun to ȳ me to x̄ kai gÐnontai dhmìsiec eÐnai:

y1 = x3x2 + 1 + x5x1 + x3 + x5 + x2
5 + x1x3 + x1x2 + x4 + x1x4 + x2

3 + x2 + x2
4 + x3x5.

y2 = x3x4 + x2
1 + x2x4 + x2

2 + x3x2 + x5x1 + x5 + x1x2 + x4 + x2
3 + x2 + x3x5.

y3 = 1 + x2
1 + x1 + x3 + x4 + x5 + x2

4 + x1x2 + x4x5 + x3x2 + x2
2 + x2x5 + x2

5.

y4 = 1 + x1x4 + x2
3 + x2 + x3 + x5 + x2

4 + x3x5 + x5x1 + x1x2 + x4x5 + x2
2.

y5 = x1 + x1x2 + x3x2 + x2 + x3x5 + x2
1 + x2

5 + x1x4 + x2x4.

Kruptan�lush
O Jacques Patarin sto [P95] èdeixe p¸c mporeÐ kaneÐc eÔkola na sp�sei to
kruptosÔsthma. Parat rhse ìti, e�n p�rei thn exÐswsh v = uqθ+1 uy¸sei
kai ta dÔo mèlh thc sthn (qθ−1) dÔnamh kai sthn sunèqeia ta pollaplasi�sei
me uv, tìte ja èqei:

uvqθ

= uq2θ

v (2.6)

h opoÐa odhgeÐ se exis¸seic grammikèc wc proc ta x1, x2, . . . , xn, y1, y2, . . . , yn.
O wtakoust c qrhsimopoi¸ntac grammik  �lgebra mporeÐ na brei autèc

tic exis¸seic akìma kai an den gnwrÐzei tic paramètrouc thc AlÐkhc. Pijanìn
autèc oi exis¸seic na mhn epitrèpoun na prosdioristeÐ monos manta to kaja-
rì m numa apì to kruptografhmèno all� mia diexodik  anaz thsh ja eÐnai
apodotik .

O wtakoust c gnwrÐzontac ìti h AlÐkh èqei qrhsimopoi sei to parap�nw
kruptosÔsthma, xèrei ìti h ExÐswsh (2.6) krÔbetai kai ìti odhgeÐ se exis¸seic
thc morf c:

(
∑

1≤i,j≤n

aijlxiyj) + (
∑

1≤i≤n

(βilxi + γilyi)) + δl = 0, (2.7)

l = 1, . . . , n. Stìqoc tou eÐnai na agno sei tic dhmìsiec exis¸seic kai na breÐ
kainoÔriec kalÔterec exis¸seic (2.7) pou ja eÐnai grammikèc kai wc proc tic
duo metablhtèc x̄, ȳ. Arqik�, den gnwrÐzei touc suntelestèc aut¸n twn exi-
s¸sewn epeid  den xèrei oÔte thn b�sh β1, . . . , βn oÔte touc suntelestec twn
(2.2),(2.3), mporeÐ ìmwc na par�gei èna meg�lo arijmì apì zeÔgh kajar¸n
kai kruptografhmènwn mhnum�twn x1, x2, . . . , xn, y1, y2, . . . , yn qrhsimopoi¸-
ntac apl� tic dhmìsiec exis¸seic thc AlÐkhc. K�je tètoiec 2n-�dec antika-
jÐstantai sthn (2.7) kai dÐnoun mia grammik  exÐswsh me (n + 1)2 �gnwstouc
suntelestèc aij, βi, γi, δ se mia ExÐswsh tou tÔpou (2.7). Me autìn ton trìpo
ja mporeÐ na breÐ èna mègisto sÔnolo apì L grammik� anex�rthtec exis¸seic
pou ikanopoioÔntai apì ìla ta zeÔgh twn kajar¸n kai kruptografhmènwn
mhnum�twn.
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Sthn sunèqeia epilègei èna kruptografhmèno m numa ȳ0 kai antikajist�
tic suntetagmènec tou se ìlec tic Exis¸seic (2.7), opìte kai èqei L grammikèc
exis¸seic me n agn¸stouc x1, . . . , xn. 'Estw ìti apì tic L autèc exis¸seic
oi Λ eÐnai anex�rthtec. Apì thn grammik  �lgebra o q¸roc lÔsewn tou
sust matoc aut¸n twn exis¸sewn eÐnai (n− Λ)-di�statoc upìqwroc tou Fn

q .
Me �lla lìgia an doÔme tic exis¸seic (2.7) wc sÔsthma grammik¸n exis¸sewn
me agn¸stouc ta x1, . . . , xn, met� thn antikat�stash ȳ = ȳ0, tìte autì ja
èqei akrib¸c qn−Λ lÔseic.

Apì thn �llh meri�, autèc oi exis¸seic eÐnai isodÔnamec me thn ExÐswsh
(2.6), opìte up�rqei èna proc èna antistoiqÐa metaxÔ twn lÔsewn thc (2.6) kai
twn lÔsewn tou sust matoc (2.7). Gia kajorismèno v = v0 h (2.6) ektìc apì
thn tetrimmènh lÔsh u = 0, èqei kai monadik  lÔsh u0 = vh′

0 thc exÐswshc
u = vh pou ìtan uywjeÐ sthn (qθ − 1)-ost  dÔnamh prokÔptei h (2.6). E�n u
eÐnai mia akìmh mh mhdenik  lÔsh thc (2.6) me v = v0, tìte isqÔei:

vqθ−1
0 = u

h(qθ−1)
0 και vqθ−1

0 = uh(qθ−1)

Uy¸nontac kai ta dÔo mèlh thc u
h(qθ−1)
0 = uh(qθ−1) sthn h′-ost  dÔnamh

prokÔptei ìti uqθ−1
0 = uqθ−1. Autì shmaÐnei ìti h u diafèrei apì thn u0

kat� ènan par�gonta, o opoÐoc eÐnai h (qθ − 1)-ost  rÐza thc mon�dac sto K.
Up�rqoun tìsec rÐzec thc mon�dac sto K ìsec o M.K.D(qθ − 1, qn − 1) =
qd − 1, ìpou d =M.K.D.(θ, n). An upologÐsoume kai thn mhdenik  lÔsh tìte
up�rqoun akrib¸c qd lÔseic wc proc u thc (2.6) (me v = v0) kai epomènwc qd

lÔseic wc proc x̄ thc (2.7) ìtan ȳ = ȳ0. Epomènwc,

n− Λ = d = M.K.∆.(θ, n). (2.8)

O arijmìc sthn (2.8) dhl¸nei ìti o wtakoust c qrei�zetai na y�xei metaxÔ qd

dianusm�twn prokeimènou na breÐ to kajarì m numa. AfoÔ to θ èqei epilegeÐ
ètsi ¸ste M.K.D.(qθ + 1, qn − 1) = 1 eÐnai pijanìn na eÐnai to d = n kai
d = n/2 all� kai d = n/3. Epomènwc, o wtakoust c èqei na y�xei sto 1/3
thc di�stashc tou sunolikoÔ q¸rou twn pijan¸n mhnum�twn. Autì shmaÐnei
ìti to parap�nw kruptosÔsthma den eÐnai kajìlou asfalèc.

2.2 To kruptosÔsthma Little Dragon.

O Patarin [NK] met� thn kruptan�lush tou sust matoc twn Imai,Matsumoto
prìteine èna nèo kruptosÔsthma to opoÐo faÐnetai pio anjektikì sthn para-
p�nw tÔpou kruptan�lush.

'Opwc kai prin, èstwK epèktash bajmoÔ n p�nw apì to peperasmèno s¸ma
Fq kai β1,β2,. . .,βn ∈ K mia b�sh tou K wc Fq dianusmatikoÔ q¸rou. H AlÐkh
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blèpei k�je stoiqeÐo tou K wc mia n-�da p�nw apì to Fn
q kai qrhsimopoieÐ to

x̄ = (x1, . . . , xn) ∈ Fn
q gia to kajarì m numa kai to ȳ = (y1, . . . , yn) ∈ Fn

q

gia to kruptografhmèno m numa. DouleÔei me duo endi�mesa dianÔsmata
ū = (u1, . . . , un) ∈ Fn

q kai v̄ = (v1, . . . , vn) ∈ Fn
q kai gia dosmèno di�nusma

tou Fn
q dhl¸nei me èntona gr�mmata to antÐstoiqo stoiqeÐo tou K wc proc

thn mustik  b�sh βj.
Sto kruptosÔsthma Little Dragon o ekjèthc h èqei mia mikr  diafor�

apì autìn tou sust matoc twn Imai, Matsumoto. H AlÐkh epilègei ènan
ekjèth h, 0 ≤ h ≤ qn, tètoioc ¸ste o h + 1 na gr�fetai wc �jroisma duo
diaforetik¸n dun�mewn tou q,

h = qθ + qϕ − 1, (2.9)

kai epiplèon na isqÔei ìti o M.K.D.(h, qn − 1) = 1. Den eÐnai aparaÐthto pia
to q na eÐnai �rtioc en¸ oi akèraioi θ kai ϕ epilègontai aujaÐreta apì to
sÔnolo {1, . . . , n − 1}, ètsi ¸ste to h na eÐnai pr¸to proc to qn − 1. To h
mporeÐ kai na mhn gÐnei gnwstì, all� sÐgoura h asf�leia tou sust matoc
den mporeÐ na basisjeÐ se autì.

Epiplèon, epilègei duo krufèc afinikèc apeikonÐseic, gia par�deigma duo
antistrèyimouc n×n-pÐnakec A = {aij}1≤i,j≤n kai B = {bij}1≤i,j≤n me stoiqeÐa
apì to Fq. Arqik�, jètei

ū = Ax̄, και ȳ = B−1v̄,

jèlei to v ∈ K na eÐnai Ðso me thn h-ost  dÔnamh tou u ∈ K, (v = uh)
opìte apì thn (2.9) h sqèsh aut  gÐnetai:

uv = uqθ

uqϕ (2.10)

Sthn sunèqeia qrhsimopoieÐ to gegonìc ìti gia opoiad pote k = 1, . . . , n h
Ôywsh sthn qk-ost  dÔnamh sto K eÐnai Fq-grammik  apeikìnish. P�li, èstw
P k = {p(k)

ij }1≤i,j≤n o pÐnakac aut c thc apeikìnishc wc proc thn b�sh β1,. . .,βn

(2.2) kai èstw mijl oi suntelestèc ìtan ta βiβj gr�fontai wc grammikìc
sunduasmìc twn βl (2.3). Opìte h (2.10) dÐnei ìti:

∑
1≤i,j≤n

uivjβiβj = (
n∑

i=1

uiβ
qθ

i )(
n∑

j=1

ujβ
qϕ

j )

= (
∑

1≤i,µ≤n

p
(θ)
iµ uiβµ)(

∑
1≤j,ν≤

p
(ϕ)
jν ujβν), (2.11)
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e�n qrhsimopoi soume thn ExÐswsh (2.3) kai sthn sunèqeia sugkrÐnoume
touc suntelestèc twn βl sto dexiì kai aristerì mèloc thc (2.11), paÐrnoume
gia k�je l: ∑

1≤i,j≤n

mijluivj =
∑

1≤i,j,µ,ν≤n

p
(θ)
iµ p

(ϕ)
jν mµνluiuj. (2.12)

H AlÐkh gnwrÐzei touc suntelestèc mijl kai pk
ij, qrhsimopoieÐ sthn sunèqeia

tic sqèseic
ū = Ax̄, v̄ = Bȳ,

gia na antikatast sei ta ui me
∑

ρ aiρxρ kai ta vj me
∑

σ bjσyσ sthn (2.12),
opìte prokÔptoun n exis¸seic thc morf c:

∑
1≤i,j≤n

cijxiyj +
∑

1≤i≤j≤n

dijxixj = 0 l = 1, . . . , n. (2.13)

H AlÐkh dhmosieÔei thn ExÐswsh (2.13).

Kruptogr�fhsh
O BÐktorac gia na steÐlei èna m numa x̄ antikajist� ta xi sthn ExÐswsh
(2.13) opìte èqei èna sÔsthma n exis¸sewn grammikì wc proc ta yi, to opoÐo
sunèqeia lÔnei me apaloif  Gauss wc proc ta yi. Apì thn �llh, o wtakou-
st c èqei na lÔsei èna mh grammikì sÔsthma wc proc touc agn¸stouc xi.
Apokruptogr�fhsh
HAlÐkh l�mbanei to kruptografhmèno m numa ȳ kai gnwrÐzontac ta A, B και h
prospajeÐ na anakt sei to x̄ qwrÐc na qrei�zetai na lÔsei thn ExÐswsh (2.13)
wc proc ta xi. 'Estw h′ o pollaplasiastikìc antÐstrofoc tou h modulo qn−1
ètsi ¸ste h apeikìnish u = vh′ na eÐnai h antÐstrofh thc apeikìnishc u = vh

p�nw apì to K. Arqik� upologÐzei to v̄ = Bȳ, uy¸nei to v =
∑

viβi ∈ K
sthn h′-ost  dÔnamh to opoÐo isoÔtai me u kai telik� upologÐzei to x̄ = A−1ū.
To parak�tw di�gramma perigr�fei thn diadikasÐa apokruptogr�fhshc:

y1, y2, . . . , yn

⇓
v̄ = Bȳ

⇓
v =

∑
viβi

⇓
u = vh′

⇓
x̄ = A−1ū.
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2.3 To kruptosÔsthma Big Dragon

'Estw K epèktash bajmoÔ n p�nw apì to peperasmèno s¸ma Fq qarakthri-
stik c 2 kai β1, β2, . . . , βn ∈ K mia b�sh tou K wc Fq-dianusmatikoÔ q¸-
rou. 'Opwc kai prin me x̄ = (x1, . . . , xn) ∈ Fn

q dhl¸noume to kajarì
m numa, me ȳ = (y1, . . . , yn) ∈ Fn

q to kruptografhmèno m numa kai me
ū = (u1, . . . , un) ∈ Fn

q v̄ = (= v1, . . . , vn) ∈ Fn
q duo endi�mesa dianÔsma-

ta ta opoÐa sqetÐzontai me ta x̄ kai ȳ me tic exis¸seic:

ū = Ax̄ + c̄, v̄ = Bȳ + d̄,

ìpou oi pÐnakec A kai B kai ta kajorismèna dianÔsmata c̄ kai d̄ jewroÔntai
kruf�.

H AlÐkh epilègei ènan akèraio h thc morf c:

h = qθ1 + qθ2 − qϕ1 − qϕ2 (2.14)

tètoio ¸ste o M.K.D.(h, qn − 1) = 1. Sthn sunèqeia epilègei mia kruf  Fq-
grammik  apeikìnish (mporeÐ na eÐnai kai afinik ) ψ : K −→ K. H sqèsh
an�mesa sta u kai v eÐnai:

uh =
ψ(v)

v
για u,v ∈ K,v 6= 0. (2.15)

IsodÔnama, èqoume:
uqθ1+qθ2v = uqϕ1+ϕ2ψ(v) (2.16)

Efìson jèlei na up�rqei mia èna proc èna antistoiqÐa metaxÔ twn u kai v, h ψ
ja prèpei na epilegeÐ ètsi ¸ste h apeikìnish v −→ ψ(v)/v na eÐnai èna proc
èna p�nw apì to sÔnolo K∗ twn mh-mhdenik¸n stoiqeÐwn tou K. Epanalamb�-
nontac thn diadikasÐa pou èkane kai sta duo parap�nw kruptosust mata gia
na par�gei tic dhmìsiec exis¸seic xekin� apì thn ExÐswsh (2.16) kai me an�-
logo trìpo katal gei se n poluwnumikèc exis¸seic sunolik� trÐtou bajmoÔ
wc proc tic metablhtèc {x1, . . . , xn, y1, . . . , yn} all� mìno pr¸tou bajmoÔ wc
proc yi kai tic dhmosiopoieÐ.

Kruptogr�fhsh
O BÐktorac, o opoÐoc jèlei na steÐlei èna m numa x̄ sthn AlÐkh antikaji-
st� tic suntetagmènec tou mhnÔmatoc x̄ stic exis¸seic kai lÔnei to grammikì
sÔsthma wc proc ta yi gia na anakt sei to kruptografhmèno m numa ȳ.
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Apokruptogr�fhsh
H AlÐkh mporeÐ na qrhsimopoi sei thn ExÐswsh (2.15) gia na apokrupto-
graf sei to m numa. Arqik�, apì thn sqèsh v̄ = Bȳ + d̄ brÐskei to v kai
upologÐzei:

u = (ψ(v)/v)h′

ìpou h′ o antÐstrofoc tou h (mod qn−1). Telik� apì thn exÐswsh ū = Ax̄+ c̄
anakt� to x̄.

2.4 KruptosÔsthma krummènwn poluwnumik¸n
exis¸sewn (HPE)

O Ilia Toli sto [IT1] prìteine èna nèo kruptosÔsthma me dhmìsio kleidÐ èna
sÔsthma poluwnumik¸n exis¸sewn kai idiwtikì kleidÐ èna polu¸numo duo
metablht¸n. Stìqoc thc AlÐkhc eÐnai na krÔyei apì ton wtakoust  autì to
polu¸numo.

H AlÐkh epilègei duo peperasmèna s¸mata Fq < K kai mia b�sh β1, β2, . . . , βn

tou K wc Fq dianusmatikoÔ q¸rou. Sun jwc eÐnai q = 2, all� mporeÐ na eÐ-
nai opoiod pote pr gia k�je p pr¸to kai r ∈ N. Sthn sunèqeia paÐrnei èna
polu¸numo dÔo metablht¸n thc morf c:

f(x,y) =
∑
ij

aijx
iyj ∈ K[x,y] (2.17)

ètsi ¸ste na mporeÐ na breÐ ìlec tic rÐzec sto K wc proc x,∀ y ∈ K, e�n
up�rqoun. Gia thn kruptogr�fhsh enìc mhnÔmatoc h AlÐkh ja doulèyei me
dÔo endi�mesa dianÔsmata, ū = (u1, . . . , un) kai v̄ = (v1, . . . , vn), me ū, v̄ ∈ Fn

q

kai u,v ta antÐstoiqa stoiqeÐa tou K, opìte jètei:
∑
ij

aiju
ivj = 0. (2.18)

Gia aij 6= 0 èqei:

i =

ni∑

k=1

qθik και j =

nj∑

k=1

qθjk , (2.19)

Sthn sunèqeia h AlÐkh antikajist� thn ExÐswsh (2.19) stouc ekjètec thc
ExÐswshc (2.18) kai paÐrnei:

∑
ij

(aij exp(u,

ni∑

k=1

qθik) exp(v,

nj∑

k=1

qθjk)) = 0 (2.20)
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h opoÐa eÐnai:
∑
ij

(aij

ni∏

k=1

uqθij

nj∏

k=1

vq
θjk

) = 0 (2.21)

Dedomènou ìti o telest c Ôywshc sthn qk-ost  dÔnamh eÐnai Fq grammik  a-
peikìnish isqÔoun oi Exis¸seic (2.2) kai (2.3). Sthn sunèqeia antikajist� ta
ū = (u1, u2, . . . , un), aij = (aij1, aij2, . . . , aijn), v̄ = (v1, v2, . . . , vn) kai tic exi-
s¸seic (2.2), (2.3) sthn (2.21) kai anaptÔssei. 'Etsi prokÔptei èna sÔsthma
n exis¸sewn bajmoÔ t wc proc u, v, ìpou

t = max{ni + nj : aij 6= 0}. (2.22)

Epomènwc o sunolikìc bajmìc tou uivj eÐnai ni + nj. Skopìc autoÔ tou
kruptosust matoc eÐnai na par�gei èna sÔnolo poluwnÔmik¸n exis¸sewn,
grammik¸n wc proc to èna sÔnolo metablht¸n kai mh grammik¸n wc proc
to �llo. Gia to lìgo autì susqetÐzoume tic Exis¸seic (2.18), (2.19) ¸ste
na èqoume: aij 6= 0 ⇒ {ni > 1, nj = 1}. Apì thn �llh meri� to mègejoc
tou dhmosÐou kleidioÔ PK eÐnai O(nt+1), dhlad  aux�netai poluwnumik� wc
proc n kai ekjetik� wc proc t. Jèlei na krat sei to t arket� mikrì, dhlad 
t = 2, 3, perÐpou, opìte epilègei ta i, j sthn ExÐswsh (2.19) prokeimènou na
krat sei to t k�tw apì èna kajorismèno fr�gma.

Sthn sunèqeia paÐrnei c̄, d̄ ∈ Fn
q kai jètei:

ū = x̄ + c̄ και v̄ = ȳ + d̄ (2.23)

ìpou x̄ = (x1, x2, . . . , xn), ȳ = (y1, y2, . . . , yn) eÐnai ta dianÔsmata twn meta-
blht¸n. Antikajist� thn ExÐswsh (2.23) stic parap�nw exis¸seic twn u,v
kai anaptÔssei, opìte kai paÐrnei èna sÔsthma n-exis¸sewn grammikì wc proc
y kai mh-grammikì wc proc x.

To dhmìsio kleidÐ eÐnai:
• To sÔsthma twn exis¸sewn wc proc x, y.
• To s¸ma Fq.
• To alf�bhto: èna sÔnolo stoiqeÐwn tou Fq   sumboloseirèc aut¸n.

To idiwtikì kleidÐ eÐnai:
• To polu¸numo (2.17).
• Oi Exis¸seic (2.18) ewc (2.23).
• H b�sh {β1, . . . , βn}.
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Kruptogr�fhsh:
O BÐktorac antikajist� to m numa x̄ = (x1, x2, . . . , xn) stic dhmìsiec exis¸-
seic, brÐskei mia lÔsh ȳ = (y1, y2, . . . , yn) kai stèlnei to ȳ sthn AlÐkh.

Apokruptogr�fhsh:
H AlÐkh upologÐzei to v̄ = ȳ + d̄ ∈ K > Fq, upologÐzei to v, antikajist�
sthn (2.18) kai brÐskei ìlec tic lÔseic sto K, up�rqei toul�qiston mia. E�n
eÐnai x̄ to kajarì m numa kai to ū ìpwc sthn ExÐswsh (2.23), antikajist�
to x̄ = ū− c̄ kai me pijanìthta ' 1 ìla ta apotelèsmata, ektìc apì èna tou
BÐktora, den èqoun kammia sqèsh me to alf�bhto.

2.5 To kruptosÔsthma dhmosÐou kleidioÔ
(HFE)

O Patarin sto [P96] èdwse mia parallag  tou kruptosust matoc HPE, to
kruptosÔsthma HFE (Hidden Field Equation). 'Opwc kai prin douleÔei p�nw
apì èna peperasmèno s¸ma K ⊃ Fq me [K : Fq] = n kai {β1, β2, . . . , βn} mia
b�sh tou K wc Fq dianusmatikoÔ q¸rou.
Epilègei èna krufì polu¸numo miac metablht c thc morf c:

f(x) =
∑
ij

βijx
qθij +qϕij

+
∑

i

aix
qξi + µ0,

to opoÐo mporeÐ na ekfrasjeÐ wc sÔsthma n poluwnumik¸n exis¸sewn P1, . . . , Pn

me n metablhtèc x1, . . . , xn. H austhr  epilog  twn ekjet¸n tou P diasfa-
lÐzei ìti ìla ta Pi eÐnai omogen  deuterob�jmia polu¸numa.

Sthn sunèqeia qrhsimopoioÔntai duo krufèc tuqaÐec antistrèyimec gram-
mikèc apeikonÐseic S kai T p�nw apì n-�dec stoiqeÐwn tou Fq.
H diadikasÐa paragwg c tou dhmosÐou kleidioÔ perigr�fetai sto parak�tw
di�gramma:

x̄ = (x1, x2, . . . , xn)

⇓
S(x̄) = ū

βi= u

⇓
f(u) = v

βi= v̄

⇓
T (v̄) = ȳ
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Epomènwc an x̄ eÐnai to kajarì m numa kai ȳ to kruptografhmèno tìte isqÔei:

ȳ = T (f(S(x̄))) και





y1 = G1(x1, . . . , xn)
...

yn = Gn(x1, . . . , xn)

Oi n poluwnumikèc exis¸seic G1, . . . , Gn pou prokÔptoun, oi opoÐec eÐnai deu-
tèrou bajmoÔ wc proc ta xi kai grammikèc wc proc ta yi, apoteloÔn to dhmìsio
kleidÐ.

Ta kruf� kleidi� eÐnai:
• H b�sh tou K wc Fq-dianusmatikìc q¸roc.
• To polu¸numo f(x) ∈ K[x].
• Oi grammikèc antistrèyimec apeikonÐseic S, T.

Kruptogr�fhsh
H kruptogr�fhsh enìc mhnÔmatoc apaiteÐ mìno thn epÐlush enìc grammikoÔ
sust matoc wc proc ta yi.

Apokruptogr�fhsh:
Gia na apokruptograf sei h AlÐkh to m numa akoloujeÐ thn ex c diadikasÐa:
• Efarmìzei thn T−1 sto ȳ.
• Anaparist� to T−1(ȳ) wc stoiqeÐo tou K.
• Me dexiì mèloc autì to stoiqeÐo paragontopoieÐ to krufì polu¸numo miac
metablht c pou epèlexe sthn arq .
• Efarmìzei thn S−1 stic sunist¸sec thc lÔshc kai paÐrnei to x̄ = (x1, . . . , xn).

To parak�tw di�gramma perigr�fei thn diadikasÐa apokruptogr�fhshc:

ȳ = (y1, y2, . . . , yn)

⇓
T−1(ȳ)

βi= Y

⇓
f(x)− Y

⇓ (παραγoντoπoὶηση)

S−1(x) = x̄

O wtakoust c den mporeÐ na qrhsimopoi sei aut n thn diadikasÐa efìson den
gnwrÐzei tic apeikonÐseic S, T. 'Ena par�deigma me b�sh to HFE kruptosÔ-
sthma brÐsketai sto par�rthma.

21



22



Kef�laio 3

Sq mata Yhfiak¸n Upograf¸n

3.1 Sq ma upograf c me b�sh to kruptosÔsth-
ma HPE.

O Ilia Toli sto [IT1] èdwse èna sq ma yhfiak c upograf c basismèno sto
kruptosÔsthma HPE. O BÐktorac, gia na mporèsei na upogr�yei èna m nu-
ma, fti�qnei èna kruptosÔsthma HPE ìpwc parap�nw me [KB : FqB

] = nB.
Upojètoume ìti oi sunart seic “kìftec ”(Hash Functions) eÐnai dhmìsia do-
smènec kai stèlnoun ta mhnÔmata se n-�dec me stoiqeÐa apì to FqB

.
O BÐktorac upogr�fei èna m numa wc ex c:

• UpologÐzei to H(M) = (y1, y2, . . . , ynB
) = ȳB kai jètei v̄B = ȳB + d̄B.

• UpologÐzei to vB ∈ KB kai brÐskei mia lÔsh uB tou krufoÔ poluwnÔmou
fB(uB,vB) = 0 sto KB.
• UpologÐzei to ūB kai jètei x̄ = ūB − c̄B.
• To (x1, x2, . . . , xnB

) eÐnai h upograf  tou mhnÔmatoc M.

Gia na pistopoi sei h AlÐkh thn upograf  upologÐzei to H(M) = (y1, y2, ..
. . . , ynB

). E�n (x1, x2, . . . , xnB
), (y1, y2, . . . , ynB

) eÐnai lÔsh tou dhmosÐou klei-
dioÔ tou BÐktora tìte apodèqetai to upogegrammèno m numa, alli¸c katala-
baÐnei ìti èqei epèmbei o wtakoust c kai to aporrÐptei.

E�n o wtakoust c jèlei na upodujeÐ ton BÐktora gia na steÐlei sthn AlÐkh
to dikì tou m numa me tim  'kìfth' y = (y1, y2, . . . , ynB

), tìte gia na breÐ
mia upograf  (x1, x2, . . . , xnB

) prèpei na lÔsei tic exis¸seic tou sust matoc
tou BÐktora wc proc (x1, x2, . . . , xnB

). H duskolÐa autoÔ tou probl matoc
exasfalÐzei kai thn asf�leia thc aujentikìthtac thc upograf c. Me ìmoio
trìpo douleÔei kai to sq ma upograf c tou kruptosust matoc HFE.
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3.2 Sq ma upograf c Sflashv3.

Oi N.Courtois, L.Goubin kai J.Patarin sto [CGP] prìteinan èna sq ma upo-
graf c dhmosÐou kleidioÔ to Sflashv3 to opoÐo apoteleÐ mia nèa èkdosh twn
Sflashv1 kai Sflashv2. To Sflashv3 èqei sqediasteÐ gia sugkekrimènec apait -
seic, gia tic opoÐec to kìstoc twn klassik¸n kruptografik¸n algorÐjmwn
(RSA, DSA, elleiptikèc kampÔlec) eÐnai polÔ meg�lo, eÐte eÐnai polÔ argoÐ,
eÐte to mègejoc thc upograf c eÐnai meg�lo. AntÐjeta to Sflashv3 eÐnai èna
polÔ gr goro sq ma upograf c tìso gia thn paragwg  upograf c ìso kai
gia thn epal jeus  thc. Epiplèon, to epÐpedo asf�lei�c tou eÐnai 280 pr�xeic
me ta up�rqonta dedomèna sthn ikanìthta kruptan�lushc, en¸ h kalÔterh
epÐjesh pou èqei gÐnei apaiteÐ 2100 pr�xeic.

Ja dhl¸noume me ‖ thn diadikasÐa sunarmog c, dhlad  e�n λ = (λ0, . . . , λm)
kai µ = (µ0, . . . , µn) duo sÔnola stoiqeÐwn enìc dosmènou s¸matoc, tìte me
λ‖µ ja èqoume to ex c sÔnolo stoiqeÐwn:

λ‖µ = (λ0, . . . , λm, µ0, . . . , µn).

EpÐshc, gia dosmèno λ = (λ0, . . . , λm) kai duo akèraiouc r, s tètoiouc ¸ste
0 ≤ r ≤ s ≤ m, orÐzoume to [λ]r→s na eÐnai:

[λ]r→s = (λr, λr+1, . . . , λs−1, λs).

Par�metroi tou AlgorÐjmou.
O algìrijmoc qrhsimopoieÐ tria peperasmèna s¸mata.
• To K = F128, to opoÐo eÐnai orismèno wc K = F2[X]/ mod (X7 + X + 1).
OrÐzoume thn apeikìnish π : {0, 1}7 → K ètsi ¸ste:

∀ b = (b0, . . . , b6) ∈ {0, 1}7, π(b) = b6X
6 + . . . + b1X + b0 mod (X7 + X + 1).

• To L = K[X]/(X67 + X5 + X2 + X + 1). OrÐzoume thn apeikìnish ϕ :
K67 → L tètoia ¸ste:

∀ ω = (ω0, . . . , ω6) ∈ K67, ϕ(ω) = ω66X
66+. . .+ω1X+ω0 mod (X67+X5+X2+X+1).

O algìrijmoc qrhsimopoieÐ duo afinikèc apeikonÐseic s kai t apì to K67

sto K67, kajemi� apoteleÐtai apì èna krufì grammikì mèroc SL antÐstoiqa
TL kai apì èna stajerì mèroc SC antÐstoiqa TC .
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Krufèc par�metroi.
• MÐa kruf  grammik  apeikìnish apì to K67 sto K67 parist�netai me ènan
67× 67 tetragwnikì pÐnaka me stoiqeÐa apì to K grammèna wc proc thn ka-
nonik  b�sh tou K67. Dhl¸noume me SL autìn ton pÐnaka.
• MÐa akìmh grammik  apeikìnish apì to K67 sto K67 parist�netai me ènan
67× 67 tetragwnikì pÐnaka me stoiqeÐa apì to K, o opoÐoc dhl¸netai me TL.
• MÐa 80-bit kruf  sumboloseir� pou dhl¸netai me ∆.

Hmi-dhmìsiec par�metroi.
Ta stajer� mèrh twn s kai t orÐzontai wc:
• 'Ena di�nusma apì to K67, to opoÐo parist�netai apì ènan pÐnaka st lh
67× 1 ton SC .
• 'Allo èna di�nusma apì to K67, to opoÐo parist�netai apì ton pÐnaka st lh
TC .

Den èqei nìhma na krat soume kruf� ta stajer� mèrh twn s kai t giatÐ
kai na gÐnoun gnwst� den ephre�zetai h asf�leia tou Sflash, apl� den sunÐ-
statai na dhmosieÔontai prokeimènou na glit¸soume q¸ro kai qrìno di�doshc
tou dhmìsiou kleidioÔ.

Dhmìsiec par�metroi.
To dhmìsio kleidÐ apoteleÐtai apì mia sun�rthsh G : K67 → K56 tètoia ¸ste:

G(X) =
[
t
(
ϕ−1

(
F (ϕ(s(X)))

))]
0→391

ìpou F : L → L, eÐnai mia sun�rthsh pou orÐzetai wc:

∀A ∈ L, F (A) = A12833+1

kai to 0→391 mac epitrèpei na p�roume 56 apì tic 67 exis¸seic.
Apì thn kataskeu  tou algorÐjmou, h G eÐnai mia deuterob�jmia apeikì-

nish p�nw apì to K, dhlad  e�n (Y0, . . . , Y55) = G(X0, . . . , X66) tìte mporeÐ
isodÔnama na grafeÐ wc:





Y0 = P0(X0, . . . , X66)
...

Y55 = P55(X0, . . . , X66)

ìpou k�je Pi eÐnai èna deuterob�jmio polu¸numo thc morf c:

Pi(X0, . . . , Xn) =
∑

0≤j<k<67

ζi,j,kXjXk +
∑

0≤j<67

νi,jXj + ρi,

kai ìla ta stoiqeÐa ζi,j,k, νi,j kai ρi eÐnai mèsa apì to K.
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Paragwg  Upograf c MhnÔmatoc.
To m numa M dÐnetai san akoloujÐa apì bits kai h upograf  tou S lamb�netai
k�nontac thn parak�tw diadikasÐa:

1. 'Estw M0,M1, M2 και M3 na eÐnai treic akoloujÐec 160-bit orismènec
wc:

M0 = SHA− 1(M),

M1 = SHA− 1(M0‖0x00),

M2 = SHA− 1(M0‖0x01),

M3 = SHA− 1(M0‖0x02),

me 0x00 èwc 0x02 dhl¸noume ènan qarakt ra 8-bit pou prostÐjetai sto
M0.

2. 'Estw V mia 392-bit tuqaÐa akoloujÐa pou orÐzetai wc:

V = [M1]0→159 ‖ [M2]0→159 ‖ [M3]0→71.

3. 'Estw W mia akoloujÐa apì 77-bit orismènh wc:

W = [SHA− 1(V ‖ ∆)]0→76.

4. 'Estw Y mia akoloujÐa 56 stoiqeÐwn tou K pou orÐzontai wc:

Y =
(
π([V ]0→6, π([V ]7→13), . . . , π([V ]385→391)

)
.

5. 'Estw R mia akoloujÐa apì 11-bit orismènh wc:

R =
(
π([W ]0→6, π([W ]7→13), . . . , π([W ]70→76)

)
.

6. 'Estw B stoiqeÐo tou L pou orÐzetai wc:

B = ϕ(t−1(Y ‖ R)).

7. 'Estw A stoiqeÐo tou L pou orÐzetai wc:

A = F−1(B).

H sun�rthsh F èqei oristeÐ parap�nw opìte to A = F−1(B) mporoÔme
na to p�roume apì thn sqèsh A = Bh ìpou h eÐnai o antÐstrofoc tou
12833 + 1 modulo (12867 − 1).
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8. 'Estw X = (X0, . . . , X66) mia akoloujÐa apì 67 stoiqeÐa tou K:

X = (X0, . . . , X66) = s−1(ϕ−1(A)).

9. Tèloc, h upograf  S eÐnai h 469-bit sumboloseir� pou dÐnetai wc:

S = π−1(X0) ‖ . . . ‖ π−1(X66).

PistopoÐhsh Upograf c.
O parak�tw algìrijmoc, gia dedomèno m numa M kai upograf  S, apofasÐzei
thn egkurìthta   ìqi thc upograf c.

1. 'Estw M0,M1, M2 και M3 na eÐnai treic akoloujÐec 160-bit orismènec
wc:

M0 = SHA− 1(M),

M1 = SHA− 1(M0‖0x00),

M2 = SHA− 1(M0‖0x01),

M3 = SHA− 1(M0‖0x02),

me 0x00 èwc 0x02 dhl¸noume ènan qarakt ra 8-bit pou prostÐjetai sto
M0.

2. 'Estw V mia 392-bit tuqaÐa akoloujÐa pou orÐzetai wc:

V = [M1]0→159 ‖ [M2]0→159 ‖ [M3]0→71.

3. 'Estw Y mia akoloujÐa apì 56 stoiqeÐa tou K pou orÐzetai wc:

Y =
(
π([V ]0→6, π([V ]7→13), . . . , π([V ]385→391)

)
.

4. 'Estw Y ′ mia akoloujÐa apì 56 stoiqeÐa tou K pou orÐzetai wc:

Y ′ =
(
π([S]0→6, π([S]7→13), . . . , π([S]385→391)

)
.

5. • E�n Y = Y ′ tìte h upograf  gÐnetai dekt .
• Alli¸c, h upograf  aporrÐptetai .

H asf�leia tou Sflash basÐzetai kurÐwc sto NP -prìblhma epÐlushc su-
sthm�twn deuterob�jmiwn exis¸sewn p�nw apì èna peperasmèno s¸ma. An
kai oi epijèseic pou gÐnontai se autì to prìblhma èqoun shmei¸sei meg�lh
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prìodo ta teleutaÐa qrìnia, entoÔtoic faÐnetai ìti periorÐzontai apì algebri-
kèc idiìthtec tou ide¸douc pou par�goun aut� ta dhmìsia polu¸numa kaj¸c
kai apì thn taqÔthta twn algorÐjmwn.

Genik� Qarakthristika tou Sflashv3.

• M koc upograf c: 469 bits.
• M koc dhmosÐou kleidioÔ: 112, 3 Kbytes.
• M koc krufoÔ kleidioÔ: 7, 8 Kbytes.
• Qrìnoc upograf c mhnÔmatoc: ligìtero apì 1 ms.
• Qrìnoc pistopoÐhshc upograf c: ligìtero apì 1 ms.
• Qrìnoc paragwg c enìc zeÔgouc dhmosÐou\idiwtikoÔ kleidioÔ: ligìtero a-
pì 1 ms.
• KalÔterh epÐjesh: perissìteroi apì 290 upologismoÐ.
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Kef�laio 4

Kruptan�lush

4.1 Perigraf  twn b�sewn Gröbner.

H kruptan�lush twn susthm�twn dhmosÐou kleidioÔ pou perigr�yame sthrÐ-
zetai sthn epÐlush enìc sust matoc deuterob�jmiwn exis¸sewn poll¸n me-
tablht¸n p�nw apì èna peperasmèno s¸ma. 'Enac trìpoc epÐlushc eÐnai oi
b�seic Gröbner [JGJG],[CLO], oi opoÐec stoqeÔoun sthn eÔresh miac b�shc
gia to ide¸dec pou par�goun oi exis¸seic tou sust matoc me apotèlesma na
anagìmaste sthn epÐlush enìc eukolìterou sust matoc.

'Estw F s¸ma, R = F[x1, . . . , xn] ènac poluwnumikìc daktÔlioc me n me-
tablhtèc p�nw apì to F kai f1, . . . , fs ∈ R. Ta polu¸numa f1, . . . , fs ∈ R
par�goun to ide¸dec

I = 〈f1, . . . , fs〉 = {
∑

1≤i≤s

qifi : qi ∈ R},

en¸
V (I) = {u ∈ Fn : f(u) = 0 για oλα τα f ∈ I}

eÐnai to algebrikì sÔnolo pou orÐzetai apì to I, to opoÐo ja sumbolÐzoume
me V (f1, . . . , fs) antÐ tou V (< f1, . . . , fs >).

Merik  di�taxh < enìc sunìlou S eÐnai mia mh-anaklastik  kai metabatik 
sqèsh:

óχι (α < α) και α < β < γ ⇒ α < γ για óλα τα α, β, γ,∈ S.

Oi sunj kec upodhl¸noun ìti den eÐnai summetrik . Mia merik  di�taxh lège-
tai kai olik  di�taxh e�n, gia k�je zeÔgoc (α, β) ∈ S × S isqÔei: α = β,
eÐte α < β, eÐte α > β kai kal  di�taxh e�n, epiprìsjeta, k�je mh kenì
uposÔnolo tou S èqei èna el�qisto stoiqeÐo.
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TautopoioÔme to di�nusma α = (α1, . . . , αn) ∈ Nn me to mon¸numo

xα = xα1
1 . . . xαn

n

Orismoc 4.1.1 Mia di�taxh monwnÔmwn sto R = F[x1, . . . , xn] eÐnai mia
sqèsh ≺ sto Nn tètoia ¸ste:

1. H ≺ eÐnai olik  di�taxh,

2. α ≺ β ⇒ α + γ ≺ β + γ gia ìla ta α, β, γ ∈ Nn,

3. H ≺ eÐnai kal  di�taxh.

Par�deigma 4.1.1 Treic diaforetikèc diat�xeic monwnÔmwn eÐnai oi ex c:
'Estw α = (α1, . . . , αn), β = (β1, . . . , βn) ∈ Nn. Tìte:

1. Lexikografik  di�taxh:
α ≺lex β ⇐⇒ to pio aristerì mh-mhdenikì stoiqeÐo tou α − β eÐnai
arnhtikì.

2. Bajmwt  lexikografik  di�taxh:

α ≺grlex β ⇐⇒
∑

1≤i≤n

αi <
∑

1≤i≤n

βi ή
( ∑

1≤i≤n

αi =
∑

1≤i≤n

βi και α ≺lex β
)
.

3. AntÐstrofh bajmwt  lexikografik  di�taxh:

α ≺grevlex β ⇐⇒
∑

1≤i≤n

αi <
∑

1≤i≤n

βi ή
( ∑

1≤i≤n

αi =
∑

1≤i≤n

βi και

to pio dexiì stoiqeÐo tou α− β ∈ Zn eÐnai jetikì.
)

Je¸rhma 4.1.2 Oi ≺lex,≺grlex και ≺grevlex, eÐnai diat�xeic monwnÔmwn.

Apìdeixh:
Gia thn apìdeixh tou parap�nw jewr matoc apl� elègqetai e�n isqÔoun oi
sunj kec 1, 2, 3 tou orismoÔ 4.1.1 gia k�je mia apì tic diat�xeic xeqwrist�.
Sugkekrimèna, gia thn bajmwt  antÐstrofh lexikografik  di�taxh, ≺grevlex,
xèroume ìti eÐnai merik  di�taxh kai gia k�je α, β ∈ Nn me α 6= β, èqoume eÐte∑

1≤i≤n αi <
∑

1≤i≤n βi  
∑

1≤i≤n βi <
∑

1≤i≤n αi  
∑

1≤i≤n αi =
∑

1≤i≤n βi

kai sthn teleutaÐa perÐptwsh eÐte to pio dexiì mh-mhdenikì stoiqeÐo tou α−β
eÐnai jetikì, eÐte to pio dexiì mh-mhdenikì stoiqeÐo tou β − α eÐnai jetikì.
Epomènwc, h ≺grevlex eÐnai olik  di�taxh.
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Gia thn sunj kh 2 èqoume:
∑

1≤i≤n

αi <
∑

1≤i≤n

βi ⇐⇒
∑

1≤i≤n

(αi + γi) <
∑

1≤i≤n

(βi + γi),

omoÐwc gia “ = ”kai α − β = (α + γ) − (β + γ). Tèloc gia thn sunj kh 3,
e�n S ⊆ Nn èna mh kenì sÔnolo kai T ⊆ S to sÔnolo twn monwnÔmwn tou
S me sunolik� mikrìtero bajmì, tìte to T eÐnai peperasmèno (efìson gia
opoiod pote m ∈ N up�rqoun peperasmèna mon¸numa sunolikoÔ bajmoÔ m)
kai min T = min S.2

Orismoc 4.1.3 'Estw f =
∑

α∈Nn cαxα ∈ R èna mh-mhdenikì polu¸numo me
cα ∈ F kai ≺ mia di�taxh monwnÔmwn. Tote:

1. K�je cαxα me cα 6= 0 eÐnai ìroc tou f.

2. O polubajmìc tou f eÐnai: mdeg(f) = max≺{α ∈ Nn : cα 6= 0}, ìpou
max≺ eÐnai to maximum wc proc thn ≺ .

3. O epikefal c suntelest c tou f eÐnai: lc(f) = cmdeg(f) ∈ F \ {0}.
4. To epikefal c mon¸numo tou f eÐnai: lm(f) = xmdeg(f) ∈ R.

5. O epikefal c ìroc tou f eÐnai: lt(f) = lc(f) · lm(f) ∈ R.

L mma 4.1.4 'Estw ≺ mia di�taxh monwnÔmwn p�nw apì to R kai f, g ∈
R\{0}. IsqÔei:

1. mdeg(fg) = mdeg(f) + mdeg(g).

2. E�n f +g 6= 0 tìte mdeg(f +g) ¹ max{mdeg(f), mdeg(g)}, me isìthta
e�n mdeg(f) 6= mdeg(g).

Stìqoc mac eÐnai na d¸soume ènan algìrijmo diaÐreshc me upìloipo sto R.
E�n f, f1, . . . , fs ∈ R polu¸numa jèloume na gr�youme f = q1f1+. . .+qsfs+r
me q1, . . . , qs, r apì to R.
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Algìrijmoc diaÐreshc poluwnÔmwn poll¸n metablht¸n me
upìloipo.

EÐsodoc: Mh mhdenik� polu¸numa f, f1, . . . , fs ∈ R = F[x1, . . . , xn], ìpou
to F eÐnai s¸ma kai ≺ eÐnai di�taxh monwnÔmwn p�nw apì to R.
'Exodoc: q1, . . . , qs, r ∈ R. tètoia ¸ste f = q1f1 + . . . + qsfs + r kai kanèna
mon¸numo tou r den diaireÐtai apì ta lt(f1), . . . , lt(fs).

1. r ←− 0, p ←− f
Gia i = 1, . . . , s jèse qi ←− 0

2. 'Oso to p 6= 0 k�ne

3. E�n to lt(fi) diaireÐ to lt(p) gia k�poio i ∈ {1, . . . , s}
tìte epèlexe k�poio i, qi ←− qi + lt(p)

lt(fi)
, p ←− p− lt(p)

lt(fi)
fi

alli¸c r ←− r + lt(p), p ←− p− lt(p)

4. epÐstreye q1, . . . , qs, r.

E�n k�noume ton algìrijmo aitiokratikì, epilègontac k�je for� to mikrì-
tero i sto b ma 3, tìte ta phlÐka q1, . . . , qs kai to upìloipo r eÐnai monadik�
orismèna.

Orismoc 4.1.5 'Ena ide¸dec monwnÔmwn I ⊆ R eÐnai to ide¸dec pou pa-
r�getai apì ta mon¸numa tou R, gia ta opoÐa up�rqei uposÔnolo A ⊆ Nn

me:
I = 〈xA〉 = 〈{xα : α ∈ A}〉.

L mma 4.1.6 'Estw I = 〈xA〉 ⊆ R èna ide¸dec monwnÔmwn kai β ∈ Nn.Tìte:

xβ ∈ I ⇐⇒ ∃α ∈ A xα | xβ.

Apìdeixh
“⇐= ”E�n to xβ eÐnai pollapl�sio tou xα gia k�poio α ∈ A, tìte to xβ ∈ I
ex orismoÔ tou ide¸douc.
“=⇒ ”E�n xβ ∈ I, tìte xβ =

∑
i qix

αi me α1, . . . , αs ∈ A kai q1, . . . , qs ∈ R.
K�je mon¸numo tou dexioÔ mèlouc diaireÐtai apì k�poio xα me α ∈ A, opìte
autì ja isqÔei kai gia to aristerì mèloc, to xβ.2
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L mma 4.1.7 'Estw I ⊆ R èna ide¸dec monwnÔmwn kai f ∈ R. Tìte ta
parak�tw eÐnai isodÔnama:

1. f ∈ I,

2. K�je ìroc tou f eÐnai sto I,

3. To f eÐnai F-grammikìc sunduasmìc twn monwnÔmwn tou I.

Je¸rhma 4.1.8 To l mma tou Dickson
K�je ide¸dec monwnÔmwn par�getai apì èna peperasmèno sÔnolo monwnÔmwn.
Sugkekrimèna, gia k�je A ⊆ Nn up�rqei peperasmèno uposÔnolo B ⊆ A
tètoio ¸ste: 〈xA〉 = 〈xB〉.

Gia k�je uposÔnolo G ⊆ R diaforetikì tou Ø kai tou {0} orÐzoume lt(G) =
{lt(g) : g ∈ G}. 'Ean I ⊆ R eÐnai èna ide¸dec, tìte up�rqei peperasmèno
uposÔnolo G ⊆ R tètoio ¸ste 〈lt(G)〉 = 〈I〉 (apì to l mma tou Dickson).
MporeÐ ìmwc na sumbeÐ to peperasmèno sÔnolo G na par�gei to I all�
〈lt(G)〉 ⊂ 〈I〉.
L mma 4.1.9 'Estw I èna ide¸dec tou R = F[x1, . . . , xn]. E�n G ⊆ I èna
peperasmèno uposÔnolo tètoio ¸ste: 〈lt(G)〉 = 〈lt(I)〉, tìte 〈G〉 = I.

Apìdeixh
'Estw G = {g1, . . . , gs}. E�n to f eÐnai èna aujaÐreto polu¸numo tou I, tìte
apì ton algìrijmo diaÐreshc me upìloipo èqoume, f = q1g1 + . . .+qsgs +r, me
q1, . . . , qs, r ∈ R tètoio ¸ste, eÐte r = 0, eÐte kanènac ìroc tou r den diaireÐtai
apì kanèna pr¸tisto ìro twn gi. 'Omwc, r = f − q1g1 − . . .− qsgs ∈ I, opìte
lt(r) ∈ lt(I) ⊆ 〈lt(g1), . . . , lt(gs)〉. Autì mazÐ me to L mma 4.1.6 prokÔptei
ìti r = 0. 'Ara, f ∈ 〈g1, . . . , gs〉 = 〈G〉.2
Je¸rhma 4.1.10 (Je¸rhma b�shc tou Hilbert)
K�je ide¸dec I tou R = F[x1, . . . , xn] eÐnai peperasmèna paragìmeno. Ei-
dikìtera, up�rqei peperasmèno uposÔnolo G ⊆ I tètoio ¸ste 〈G〉 = I kai
〈lt(G)〉 = 〈lt(I)〉.

Orismoc 4.1.11 'Estw ≺ mia di�taxh monwnÔmwn kai I ⊆ R èna ide¸dec.
'Ena peperasmèno sÔnolo G ⊆ I eÐnai b�sh Gröbner tou I wc proc thn ≺, e�n
〈lt(G)〉 = 〈lt(I)〉.

Pìrisma 4.1.12 K�je ide¸dec I tou R = F[x1, . . . , xn] èqei b�sh Gröbner.
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L mma 4.1.13 'Estw G mia b�sh Gröbner enìc ide¸douc I ⊆ R kai f ∈ R.
Tìte up�rqei monadikì polu¸numo r ∈ R me

1. f − r ∈ I,

2. kanènac ìroc tou r den diaireÐtai apì kanèna mon¸numo tou lt(G).

Apìdeixh
O algìrijmoc diaÐreshc dÐnei ìti f = α1g1 + . . .+αtgt +r ìpou to r ikanopoieÐ
thn sunj kh 2 kaj¸c kai thn sunj kh 1 afoÔ f − r = α1g1 + . . . + αtgt ∈ I.
Autì apodeiknÔei thn Ôparxh tou r. Gia na apodeÐxoume thn monadikìthta
upojètoume ìti up�rqoun duo tètoia polu¸numa r1, r2 tètoia ¸ste f = g1 +
r1 = g2 +r2 me g1, g2 ∈ I kai kanènac ìroc twn r1, r2 den diaireÐtai apì kanèna
ìro tou lt(G). Tìte r1 − r2 = g2 − g1 ∈ I kai to lt(r1 − r2) ja diaireÐtai apì
k�poio lt(gi) me gi ∈ G apì to l mma 4.1.6. Tìte prokÔptei ìti r1− r2 = 0.2

Je¸rhma 4.1.14 'Estw G mia b�sh Gröbner enìc ide¸douc I ⊆ R wc proc
thn di�taxh monwnÔmwn ≺ kai f ∈ R. Tìte, to f ∈ I e�n to upìloipo thc
diaÐreshc tou f me to G eÐnai mhdèn.

To je¸rhma b�shc tou Hilbert den mac dÐnei ton trìpo upologismoÔ miac
b�shc Gröbner enìc ide¸douc I apì mia dosmènh b�sh G. Prokeimènou na
kataskeu�soume mia b�sh Gröbner ereunoÔme pìte h G ja apotÔgqane na
eÐnai b�sh Gröbner. 'Enac pijanìc lìgoc eÐnai ìti o grammikìc sunduasmìc
axαg+bxβh duo poluwnÔmwn g, h me a, b ∈ F kai α, β ∈ Nn mporeÐ na odhg sei
se èna polu¸numo tou opoÐou o pr¸tistoc ìroc na mhn diaireÐtai apì kanèna
lt(G) me apaloif  twn prwtÐstwn or¸n.

Orismoc 4.1.15 'Estw g, h ∈ R mh mhdenik�,α = (α1, . . . , αn) = mdeg(g), β =
(β1, . . . , βn) = mdeg(h) kai γ = (max{α1, β1}, . . . , max{αn, βn}). To S-
polu¸numo twn g, h eÐnai:

S(g, h) =
xγ

lt(g)
g − xγ

lt(h)
h ∈ R

IsqÔei ìti, S(g, h) = −S(h, g) kai efìson xγ/lt(g), xγ/lt(h) ∈ R tìte S(g, h) ∈
〈g, h〉.
Je¸rhma 4.1.16 'Ena peperasmèno sÔnolo G = {g1, . . . , gs} ⊆ R eÐnai b�sh
Gröbner tou ide¸douc 〈G〉 an kai mìnon an to upìloipo thc diaÐreshc tou
S(gi, gj) me to (g1, . . . , gs) eÐnai Ðso me mhdèn gia 1 ≤ i < j ≤ s.

Sthn sunèqeia perigr�foume ton algìrijmo tou Buchberger, o opoÐoc mac
epitrèpei na upologÐzoume b�seic Gröbner.
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Algìrijmoc upologismoÔ b�sewn Gröbner

EÐsodoc: Ta polu¸numa f1, . . . , fs ∈ R = F[x1, . . . , xn] kai h di�taxh monw-
nÔmwn ≺ .
'Exodoc: Mia b�sh Gröbner G ⊆ R gia to ide¸dec I = 〈f1, . . . , fs〉 wc proc
thn di�taxh ≺ me f1, . . . , fs ∈ G.

1. G ←− {f1, . . . , fs}
2. epan�labe

3. S ←− Ø
diètaxe me k�poio trìpo ta stoiqeÐa tou G wc g1, . . . , gt

Gia 1 ≤ i < j ≤ t k�ne
r ←− upìloipo twn {S(gi, gj), (g1, . . . , gt)}
'Ean r 6= 0 tìte S ←− S ∪ {r}.

4. E�n S = Ø tìte epÐstreye to G alli¸c G ←− G ∪ S.

Par�deigma 4.1.2 Sto par�deigma autì ja upologÐsoume mia b�sh Gröbner
gia to ide¸dec I = 〈f1, f2〉. Ja dhl¸noume me f rem G to upìloipo thc
diaÐreshc tou f me to G.

'Estw ≺=≺grlex me y ≺ x, f1 = x3 − 2xy kai f2 = x2y − 2y2 + x ∈
Q[x, y]. To G = {f1, f2} den eÐnai b�sh Gröbner afoÔ S(f1, f2) = −x2 kai
lt(S(f1, f2)) = −x2 6∈ 〈x3, x2y〉 = 〈lt(G)〉. Sthn sunèqeia perilamb�noume to
f3 = S(f1, f2) rem(f1, f2) = −x2 sthn b�sh mac opìte ja èqoume:

S(f1, f2) rem(f1, f2, f3) = 0.

Akìmh,
S(f1, f3) = 1 · f1 − (−x) · f3 = −2xy,

S(f1, f3)rem(f1, f2, f3) = −2xy = f4,

to opoÐo prosjètoume sthn b�sh mac, ètsi ¸ste S(f1, f3) rem (f1, f2, f3, f4) =
0. 'Eqoume,

S(f1, f4) = y · f1 − (−1

2
x2) · f4 = −2xy2 = y · f4,

opìte S(f1, f4) rem (f1, f2, f3, f4) = 0 kai

S(f2, f3) = 1 · f2 − (−y)f3 = −2y2 + x.
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AfoÔ prosjèsoume kai to f5 = S(f2, f3) rem (f1, f2, f3, f4) = −2y2 + x,
elègqoume kai prokÔptei ìti:

S(fi, fj)rem(f1, . . . , f5) = 0 για 1 ≤ i < j ≤ 5,

epomènwc h b�sh Gröbner eÐnai {f1, . . . , f5}.

L mma 4.1.17 E�n G b�sh Gröbner tou I ⊆ R, g ∈ G kai lt(g) ∈ 〈lt(G\{g})〉,
tìte to G\{g} eÐnai b�sh Gröbner tou I.

Orismoc 4.1.18 'Ena uposÔnolo G ⊆ R kaleÐtai el�qisth b�sh Gröbner
tou I = 〈G〉, e�n autì eÐnai b�sh Gröbner tou I kai gia k�je g ∈ G isqÔei:

1. lc(g) = 1,

2. lt(g) 6∈ 〈lt(G\{g})〉.

'Ena stoiqeÐo g miac b�shc Gröbner eÐnai anhgmèno wc proc to G e�n
kanèna mon¸numo tou g den eÐnai sto 〈lt(G\{g})〉. Mia el�qisth b�sh Gröbner
G tou I ⊆ R kaleÐtai anhgmènh e�n ìla ta stoiqeÐa thc eÐnai anhgmèna wc
proc to G.

Je¸rhma 4.1.19 K�je ide¸dec èqei monadik  anhgmènh b�sh Gröbner.

Oi b�seic Gröbner qrhsimopoioÔntai prokeimènou na bohj soun sthn epÐlush
susthm�twn poluwnumik¸n exis¸sewn poll¸n metablht¸n. Sugkekrimèna,
brÐskontac thn b�sh Gröbner tou ide¸douc pou par�goun oi exis¸seic tou
sust matoc kai dedomènou ìti to algebrikì sÔnolo pou orÐzetai apì aut n
tautÐzetai me to algebrikì sÔnolo pou orÐzei to ide¸dec, suqn� eÐnai pio eÔ-
kolo na broÔme tic lÔseic tou sust matoc.

JewroÔme èna sÔsthma A deuterob�jmiwn exis¸sewn poll¸n metablht¸n
lj = 0, (1 ≤ j ≤ m) p�nw apì èna peperasmèno s¸ma K, ìpou k�je lj eÐnai
thc morf c fj(x1, . . . , xn)− bj me fj ∈ K[x] : K[x1, . . . , xn] kai bj ∈ K,

A :





l1(x1, . . . , xn) = 0
...

ln(x1, . . . , xn) = 0.

Tìte me thn bo jeia thc parak�tw prìtashc mporoÔme na broÔme th lÔsh
tou sust matoc, e�n aut  eÐnai monadik .
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Parat rhsh 4.1.1 H anhgmènh b�sh Gröbner tou ide¸douc pou par�getai
apì ìlec tic exis¸seic tou A kai tic xq

i − xi, i = 1, 2, . . . , n eÐnai h {x1 −
a1, . . . , xn − an}.
Prìtash 4.1.1 'Estw A èna sÔsthma poluwnumik¸n exis¸sewn apì to
Fq[x1, . . . , xn] kai IA to ide¸dec pou par�getai apì tic exis¸seic tou A kai
tic xq

i − xi, i = 1, 2, . . . , n. Tìte to A èqei wc lÔsh thn (x1, . . . , xn) =
(a1, . . . , an) ∈ Fn

q an kai mono an to {x1 − a1, . . . , xn − an} eÐnai h anhgmènh
b�sh Gröbner tou IA.

Par�deigma 4.1.3 Je¸roÔme to sÔsthma exis¸sewn:

x2 + y2 + z2 = 1

x2 + z2 = y

x = z

sto C3.
Autèc oi exis¸seic orÐzoun to I = 〈x2+y2+z2−1, x2+z2−y, x−z〉 ⊂ C[x, y, z].
Jèloume na broÔme ìla ta shmeÐa tou V (I). Arqik� upologÐzoume thn b�sh
Gröbner tou I, h opoÐa eÐnai G = {g1, g2, g3} me

g1 = x− z

g2 = −y + 2z2

g3 = z4 + (1/2)z2 − 1/4

ParathroÔme ìti to polu¸numo g3 exart�tai mìno apì to z, opìte eÔkola brÐ-
skoume tic tèsseric rÐzec tou,

z = ±1

2

√
±
√

5− 1.

Sthn sunèqeia antikajist�me tic timèc tou z stic exis¸seic g1 = 0, g2 = 0, oi
opoÐec epilÔontai monadik� wc proc x, y. Tèloc, prokÔptoun tèsseric lÔseic
gia tic exis¸seic g1 = g2 = g3 = 0 duo pragmatikèc kai duo fantastikèc.
Efìson, V (I) = V (g1, g2, g3) èqoume brei ìlec tic lÔseic tou arqikoÔ sust -
matoc.

To kìstoc upologismoÔ twn b�sewn Gröbner parousi�zei ekjetik  aÔ-
xhsh. 'Otan douleÔoume p�nw apì to s¸ma F2, tìte o mègistoc bajmìc D
twn poluwnÔmwn pou shmei¸nontai ston upologismì twn b�sewn Gröbner,
perilambanomènwn twn exis¸sewn tou s¸matoc x2

i = xi, eÐnai mikrìteroc a-
pì n. H poluplokìthta tou sunolikoÔ upologismoÔ eÐnai fragmènh apì èna
polu¸numo thc t�xewc 2n.

37



4.2 Kruptan�lush tou kruptosust matoc HFE

me b�sh thn teqnik  thc epanagrammiko-
poÐhshc.

Oi A.Kipnis, A.Shamir sto [KS] epiqeÐrhsan me thn teqnik  thc epanagram-
mikopoi shc na sp�soun to HFE kruptosÔsthma. H epÐjesh sthrÐzetai sthn
parat rhsh ìti opoiod pote sÔsthma n poluwnÔmwn me n metablhtèc p�nw
apì èna mikrì s¸ma F mporeÐ na parastajeÐ wc èna polu¸numo miac meta-
blht c, sugkekrimènhc morf c, p�nw apì mia epèktash K tou F bajmoÔ n.
QrhsimopoioÔme aut n thn anapar�stash prokeimènou na an�goume to arqikì
prìblhma epÐlushc sust matoc n deuterob�jmiwn exis¸sewn me n metablh-
tèc p�nw apì to mikrì s¸ma F, se èna nèo prìblhma εm2 deuterob�jmiwn
exis¸sewn me m metablhtèc p�nw apì to meg�lo s¸ma K ìpou ε > 0. H
klassik  teqnik  grammikopoÐhshc gia thn epÐlush tètoiwn susthm�twn a-
ntikajist� k�je ginìmeno metablht¸n thc morf c xixj me mia nèa metablht 
yij opìte prokÔptoun εm2 grammikèc exis¸seic me m2/2 nèec metablhtèc yij.

Sthn epÐjes  mac eÐnai anagkaÐo na eÐnai to ε < 1/2, all� tìte h teqnik 
thc grammikopoÐhshc par�gei pollèc �qrhstec lÔseic pou den antapokrÐno-
ntai stic pragmatikèc lÔseic twn arqik¸n deuterob�jmiwn exis¸sewn. To
prìblhma autì antimetwpÐzetai anaptÔssontac mia nèa teqnik , thn epana-
grammikopoÐhsh, h opoÐa anamènetai na lÔsei tuqaÐa sust mata deuterob�j-
miwn exis¸sewn se poluwnumikì qrìno gia opoiod pote ε > 0.

L mma 4.2.1 'Estw A mia grammik  apeikìnish apì n-�dec se n-�dec me
timèc apì to F. Tìte up�rqoun suntelestèc α0, . . . , αn−1 apì to K tètoioi
¸ste gia opoiesd pote duo n-�dec me stoiqeÐa apì to F, (x0, . . . , xn−1) (pou
antistoiqeÐ sto x =

∑n−1
i=0 xiωi sto K) kai (y0, . . . , yn−1) (pou antistoiqeÐ sto

y =
∑n−1

i=0 yiωi sto K), isqÔei: (y0, . . . , yn−1) = A(x0, . . . , xn−1) an kai mìno
an y =

∑n−1
i=0 αix

qi
.

L mma 4.2.2 'Estw P0(x0, . . . , xn−1), . . . , Pn−1(x0, . . . , xn−1) èna sÔnolo n
poluwnÔmwn me n metablhtèc p�nw apì to F. Tìte up�rqoun suntelestèc
α0, . . . , αqn−1 apì toK tètoioi ¸ste gia opoiesd pote duo n-�dec (x0, . . . , xn−1),
(y0, . . . , yn−1) me stoiqeÐa apì to F, yj = Pj(x0, . . . , xn−1) gia ìla ta 0 ≤ j ≤
n− 1 an kai mìno an y =

∑qn−1
i=0 αix

i, ìpou x =
∑n−1

i=0 xiωi kai y =
∑n−1

i=0 yiωi

eÐnai ta stoiqeÐa tou K pou antistoiqoÔn se duo dianÔsmata p�nw apì to F.

L mma 4.2.3 'Estw C mia sullog  apì n omogen  polu¸numa n metablht¸n
bajmoÔ d p�nw apì to F. Oi mìnec dun�meic tou x pou parathroÔntai me mh-
mhdenikoÔc suntelestèc sthn antÐstoiqh par�stash touc apì èna polu¸numo
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G(x) miac metablht c p�nw apì to K eÐnai ajroÐsmata akrib¸c d dun�mewn
tou q, ìqi aparait twc diaforetik¸n, qi1 + qi2 + . . . + qid . E�n to d eÐnai mia
stajer� tìte to G(x) eÐnai araiì kai oi suntelestèc tou mporoÔn na brejoÔn
se poluwnumikì qrìno.

Sto kruptosÔsthma dhmosÐou kleidioÔ HFE tou Patarin [P96] jewroÔme to
dhmìsio sÔsthma twn deuterob�jmiwn poluwnÔmwn G0, . . . , Gn−1 me meta-
blhtèc x0, . . . , xn−1. K�je polu¸numo mporeÐ na grafeÐ sthn tetragwnik 
tou morf  x̄Gix̄

t ìpou Gi eÐnai ènac n × n pÐnakac suntelest¸n, to x̄ eÐ-
nai to di�nusma gramm  twn metablht¸n (x0, . . . , xn−1) kai x̄t to an�strofo
tou. Gia thn epÐjesh qrhsimopoioÔme to l mma 4.2.3 gia thn par�stash tou
dhmosÐou kleidioÔ wc polu¸numo miac metablht c p�nw apì to K:

G(x) =
n−1∑
i=0

n−1∑
j=0

gijx
qi+qj

= xGxt oπoυ G = [gij] και x = (xq0

, xq1

, . . . , xqn−1

).

H parap�nw tetragwnik  morf  eÐnai arket� asun jisth afoÔ to di�nusma x
apoteleÐtai apì susqetizìmenec metablhtèc kai oqi anex�rthtec, kaj¸c kai
ìti to x̄ eÐnai di�nusma me stoiqeÐa apì to F, en¸ to x eÐnai di�nusma me
stoiqeÐa apì to K. Akìmh, oi grammikèc apeikonÐseic S, T mporoÔn na para-
stajoÔn wc polu¸numa miac metablht c kai epomènwc to dhmìsio kleidÐ na
prokÔyei wc sÔnjesh poluwnÔmwn miac metablht c G(x) = T (P (S(x))) p�nw
apì to K. Xanagr�foume thn exÐswsh T−1(G(x)) = P (S(x)), ìpou to S èqei
thn morf  S(x) =

∑n−1
i=0 six

qi kai to T−1 pou eÐnai epÐshc grammik  apeikìnish
èqei thn morf  T−1(x) =

∑n−1
i=0 tix

qi
. Stìqoc mac eÐnai na melet soume thn

epÐdrash thc poluwnumik c sÔnjeshc T−1(G(x)) kai P (S(x)) stouc pÐnakec
anapar�stas c touc se tetragwnik  morf .

Je¸rhma 4.2.4 O pÐnakac thc tetragwnik c morf c sto x pou parist�nei
thn poluwnumik  sÔnjesh T−1(G(x)) eÐnai

∑n−1
k=0 tkG

∗k, ìpou G∗k prokÔptei
apì ton n × n pÐnaka par�stashc tou G uy¸nontac k�je stoiqeÐo tou sthn
qk dÔnamh sto K kai kuklik� enall�ssontac se k b mata tìso tic grammèc
ìso kai tic st lec tou apotelèsmatoc. O pÐnakac thc tetragwnik c morf c
sto x pou parist�nei thn poluwnumik  sÔnjesh P (S(x)) eÐnai WPW t, ìpou o
W = [wij] eÐnai ènac n× n pÐnakac pou orÐzetai wc wij = (sj−i)

qi
, me ta j − i

na upologÐzontai modulo n.

Apìdeixh
H poluwnumik  anapar�stash tou T−1(x) eÐnai

∑n−1
k=0 tkx

qk kai tou G(x) eÐnai∑n−1
i=0

∑n−1
j=0 gijx

qi+qj
. H poluwnumik  touc sÔnjesh mporeÐ na upologisteÐ
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qrhsimopoi¸ntac to gegonìc ìti h Ôywsh ajroism�twn sthn qi dÔnamh eÐnai
grammik  apeikìnish:

T−1(G(x)) =
n−1∑

k=0

tk(
n−1∑
i=0

n−1∑
j=0

gijx
qi+qj

)qk

=
n−1∑

k=0

tk

n−1∑
i=0

n−1∑
j=0

(gij)
qk

x(qi+qj)qk

Oi ekjètec tou q mporoÔn na anaqjoÔn modulo n afoÔ xqn
= xq0

= x kai
ta ajroÐsmata mporoÔn na enall�ssontai kuklik� e�n èqoun upologisjeÐ
modulo n.

T−1(G(x)) =
n−1∑

k=0

tk

n−1∑
i=0

n−1∑
j=0

(gij)
qk

xqi+k+qj+k

=
n−1∑

k=0

tk

n−1∑
i=0

n−1∑
j=0

(gi−k,j−k)
qk

xqi+qj

.

O pÐnakac sthn anapar�stash autoÔ tou poluwnÔmou se tetragwnik  morf 
me ìrouc wc proc x eÐnai G′ =

∑n−1
k=0 tkG

∗k, ìpou ta stoiqeÐa tou G∗k stic
jèseic (i, j) eÐnai gqk

i−k,j−k.
Me ìmoio trìpo apodeiknÔetai kai h sÔnjesh P (S(x)) :

P (S(x)) =
n−1∑
i=0

n−1∑
j=0

pij(
n−1∑

k=0

skx
qk

)qi+qj

=
n−1∑
i=0

n−1∑
j=0

pij(
n−1∑
u=0

sux
qu

)qi

(
n−1∑
v=0

svx
qv

)qj

'Opwc kai prin, qrhsimopoi¸ntac thn grammikìthta kai thn kuklik  enallag 
twn deikt¸n èqoume:

P (S(x)) =
n−1∑
i=0

n−1∑
j=0

pij(
n−1∑
u=0

sqi

u xqu+i

)(
n−1∑
v=0

sqj

v xqv+j

)

=
n−1∑
i=0

n−1∑
j=0

pij(
n−1∑
u=0

sqi

u−ix
qu

)(
n−1∑
v=0

sqj

v−jx
qv

)

Anadiat�ssontac thn seir� twn ajroism�twn kai twn pollaplasiastik¸n ì-
rwn paÐrnoume:

P (S(x)) =
n−1∑
u=0

n−1∑
i=0

n−1∑
j=0

n−1∑
v=0

xqu

sqi

u−ipij sqj

v−j xqv

= xWPW txt.2

H epÐjesh, dedomènou tou dhmìsiou kleidioÔ, basÐzetai sthn exÐswsh pin�kwn
p�nw apì to K thn G′ = WPW t pou kaleÐtai jemeli¸dhc exÐswsh. O pÐnakac
G mporeÐ eÔkola na upologisjeÐ apì thn par�stash tou dhmìsiou kleidioÔ
wc polu¸numo miac metablht c p�nw apì to K kai en suneqeÐa apì thn eÔ-
resh thc tetragwnik c tou morf c. JewroÔme ton pÐnaka G′ =

∑n−1
k=0 tkG

∗k
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me stoiqeÐa tou na eÐnai grammikoÐ sunduasmoÐ twn gnwst¸n (gi−k,j−k)
qk me

�gnwstouc suntelestèc t0, t1, . . . , tn−1 apì to K. O pÐnakac P eÐnai kuri¸c
gnwstìc afoÔ mìno ta p�nw arister� r × r stoiqeÐa tou n × n pÐnaka eÐnai
mh-mhdenik� kai r < < n. O pÐnakac W eÐnai �gnwstoc, all� up�rqoun pol-
lèc sqèseic metaxÔ twn n2 stoiqeÐwn tou afoÔ ìla aut� kajorÐzontai apì n

paramètrouc, mèsw twn wij = sqi

j−i. Stìqoc mac eÐnai na qrhsimopoi soume
ìlec autèc tic parathr seic prokeimènou na lÔsoume thn jemeli¸dh exÐswsh
se poluwnumikì qrìno.

An�kthsh tou T
Arqik�, ja perigr�youme thn diadikasÐa an�kthshc twn t0, . . . , tn−1 apì thn
jemeli¸dh exÐswsh G′ = WPW t, ìpou k�je stoiqeÐo tou G′ eÐnai grammikìc
sunduasmìc twn tk metablht¸n. O pÐnakac P apoteleÐtai to polÔ apì r mh-
mhdenikèc grammèc opìte tìso h bajmÐda tou ìso kai h bajmÐda tou WPW t

den mporeÐ na xeper�sei to r. Gia tuqaÐa epilog  tim¸n twn tk h anamenìmenh
bajmÐda tou pÐnaka G′ eÐnai polÔ kont� sto n. Autì pou k�nei thn epilog 
twn tim¸n tk swst  eÐnai ìti upoqrewnoÔme to G′ na èqei asun jisth mikr 
bajmÐda Ðsh me r.

H basik  prosèggish gÐnetai ekfr�zontac thn sunj kh pou up�rqei gia
thn bajmÐda tou pÐnaka wc èna meg�lo arijmì exis¸sewn me mikrì arijmì me-
tablht¸n. H bajmÐda tou pÐnaka G′ eÐnai to polÔ r kai o aristerìc pur nac
tou, o opoÐoc orÐzetai wc to sÔnolo ìlwn twn dianusm�twn me grammèc x̃ p�nw
apì to K pou ikanopoioÔn thn x̃G′ = 0, eÐnai ènac (n− r)-di�stashc grammi-
kìc upìqwroc. Epomènwc, anamènetai na brejoÔn n− r grammik� anex�rthta
dianÔsmata x̃1, . . . , x̃n−r, akìmh kai an upoqre¸soume ta pr¸ta n − r stoi-
qeÐa tou x̃k na èqoun sugkekrimènec timèc. Ta upìloipa r stoiqeÐa se k�je
èna apì ta n − r dianÔsmata x̃k orÐzontai wc nèec metablhtèc. K�je dianu-
smatik  exÐswsh x̃G′ = 0 mporoÔme na thn doÔme san n bajmwtèc exis¸seic
p�nw apì to K opìte paÐrnoume sunolik� n(n− r) exis¸seic me r(n− r) + n
metablhtèc, ìpou oi r(n− r) metablhtèc proèrqontai apì ta x̃k en¸ oi n apì
ta ti. To prìblhma eÐnai ìti autèc oi exis¸seic eÐnai deuterob�jmiec kai den
xèroume pwc na lÔsoume tètoia meg�la sust mata deuterob�jmiwn exis¸-
sewn se poluwnumikì qrìno all� to jetikì eÐnai ìti antÐ tou sust matoc
twn n exis¸sewn me n agn¸stouc prokÔptei èna sÔsthma n2 exis¸sewn me
perÐpou rn agn¸stouc, ìpou r < < n. Ja qrhsimopoi soume thn teqnik  thc
epanagrammikopoÐhshc prokeimènou na lÔsoume to parap�nw sÔsthma.
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JewroÔme to genikì prìblhma epÐlushc e tuqaÐwn paragìmenwn omogen¸n
deueterob�jmiwn exis¸sewn me n metablhtèc. H teqnik  thc grammikopoÐhshc
antikajist� k�je duo metablhtèc xixj gia i ≤ j apì mia nèa metablht  yij,
me apotèlesma o sunolikìc arijmìc twn nèwn metablht¸n na eÐnai n(n +
1)/2. Epomènwc, k�je arqik  deuterob�jmia exÐswsh me metablhtèc wc proc
x mporeÐ na grafeÐ wc grammik  exÐswsh me nèec metablhtèc wc proc y. E�n to
pl joc twn exis¸sewn ikanopoieÐ thn e ≥ n(n+1)/2 perimènoume to sÔsthma
na èqei monadik  lÔsh, ìmwc e�n e << n(n + 1)/2 perimènoume to grammikì
sÔsthma na èqei ekjetikì pl joc �qrhstwn lÔsewn y pou den antistoiqoÔn
se lÔseic tou arqikoÔ sust matoc.

Sth perÐptwsh mac èqoume m ≈ rn metablhtèc all� mìno e = εm2 e-
xis¸seic ìpou to ε = 1/r2 eÐnai mikrìtero apì 1/2 kai ètsi h mèjodoc thc
grammikopoÐhshc apotugq�nei. Sth sunèqeia perigr�foume thn teqnik  thc
epanagrammikopoÐhshc pou anamènetai na lÔsei tètoia sust mata deutero-
b�jmiwn exis¸sewn gia opoiod pote ε > 0 se poluwnumikì qrìno.

H Teqnik  thc EpanagrammikopoÐhshc

JewroÔme èna sÔsthma εm2 omogen¸n deuterob�jmiwn exis¸sewn me m me-
tablhtèc x1, . . . , xm. Me thn antikat�stash yij = xixj gia i ≤ j prokÔptei
èna sÔsthma εm2 exis¸sewn me m2/2 nèec metablhtèc yij, tou opoÐou o q¸roc
lÔsewn eÐnai grammikìc upìqwroc di�stashc (1/2−ε)m2 opìte kai k�je lÔsh
mporeÐ na ekfrasjeÐ wc grammik  sun�rthsh twn (1/2− ε)m2 nèwn metablh-
t¸n zk. Aut  h parametrik  lÔsh mporeÐ eÔkola na brejeÐ me apaloif  Gauss.
Oi perissìterec apì tic yij lÔseic pou brÐskontai me aut n thn diadikasÐa den
antistoiqoÔn se pijanèc xi lÔseic. Gia to lìgo autì prèpei na prosjèsoume
epiplèon sunj kec pou na sundèoun tic yij metablhtèc metaxÔ touc apì ton
trìpo orismoÔ touc.
'Estw mia tetr�da deikt¸n 1 ≤ a ≤ b ≤ c ≤ d ≤ m, tìte sto ginìmeno
xaxbxcxd mporoÔme na b�loume tic parenjèseic me treic diaforetikoÔc trì-
pouc:

(xaxb)(xcxd) = (xaxc)(xbxd) = (xaxd)(xbxc) =⇒ yabycd = yacybd = yadybc

Up�rqoun m4/4! diaforetikoÐ trìpoi gia na epilèxoume diatetagmènec tetr�-
dec twn diakrit¸n deikt¸n. K�je mia epilog  dÐnei 2 exis¸seic, opìte paÐr-
noume m4/12 deuterob�jmiec cxis¸seic me m2/2 yij metablhtèc, oi opoÐec
eÐnai grammik� anex�rthtec. MporoÔme na mei¸soume ton arijmì twn meta-
blht¸n se (1/2− ε)m2 antikajist¸ntac k�je mia apì tic yij metablhtèc apì
thn parametrik  touc anapar�stash wc grammikìc sunduasmìc twn nèwn zk

metablht¸n.
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H mèjodoc thc epanagrammikopoÐhshc basÐzetai sthn parat rhsh ìti oi
nèec m4/12 deuterob�jmiec exis¸seic me tic nèec (1/2 − ε)m2 zi metablhtèc
mporoÔn na grammikopoihjoÔn xan� antikajist¸ntac k�je zizj gia i ≤ j apì
mia nèa metablht  vij. To nèo sÔsthma èqei m4/12 grammikèc exis¸seic me
((1/2 − ε)m2)2/2 vij metablhtèc. Perimènoume autì grammikì sÔsthma na
èqei monadik  lÔsh ìtan m4/12 ≥ ((1/2− ε)m2)2/2. Autì ikanopoieÐtai ìtan
ε ≥ 1/2 − 1/

√
6 ≈ 0.1 pou eÐnai to èna pèmpto tou pl jouc twn exis¸sewn

pou apaitoÔntai sthn apl  grammikopoÐhsh. Ja deÐxoume ìti gia opoiod pote
ε > 0 up�rqei èna sq ma epanagrammikopoÐhshc to opoÐo anamènetai na lÔsei
se poluwnumikì qrìno tuqaÐa sust mata εm2 deuterob�jmiwn exis¸sewn me
m metablhtèc.

Epistrèfoume sto arqikì prìblhma an�kthshc tou T apì thn jemeli¸dh
exÐswsh G′ = WPW t. Efìson èqoume n2 deuterob�jmiec exis¸seic me rn
metablhtèc paÐrnoume ε ≈ 1/r2. Gia meg�la s¸mata F, to r kai to n pèftoun
arket� e�n krat soume kajorismèna tìso to bajmì qr tou krufoÔ poluwnÔ-
mou ìso kai to mègejoc qn tou kajaroÔ mhnÔmatoc. H qeirìterh perÐptwsh
eÐnai ìtan q = 2 kai r = 13 opìte to ε ≈ 0.006, tìte qrhsimopoi¸ntac to
sq ma thc epanagrammikopoÐhshc ìtan èqoume 8 diaforetik� xi èqoume na
lÔsoume èna meg�lo sÔsthma apì O(n8) grammikèc exis¸seic me O(n8) me-
tablhtèc, to opoÐo eÐnai poluwnumikì all� mh praktikì. Gia par�deigma e�n
antikatast soume to F2 apì to F7, tìte to r pèftei apì to 13 sto 4 kai to n
apì to 100 sto 36. 'Oso mikrìtero to r tìso aux�netai to ε me apotèlesma
qrhsimopoi¸ntac to sq ma thc epanagrammikopoÐhshc na prokÔptoun mikrì-
tera sust mata apì O(n6)   kai O(n4) exis¸seic me mikrìtero n pou dÐnei
pio efiktèc lÔseic.

An�kthsh tou S
To teleutaÐo st�dio thc epÐjeshc eÐnai h an�kthsh tou S, P ìtan to T eÐnai
gnwstì. O pÐnakac G′ =

∑n−1
k=0 tkG

∗k sthn jemeli¸dh exÐswsh G′ = WPW t

eÐnai pia ènac gnwstìc pÐnakac. O pÐnakac P perièqei to polÔ r mh mhdenikèc
grammèc opìte h bajmÐda tou kai h bajmÐda tou G′ = WPW t den mporoÔn
na xeper�soun to r. Upojètoume, qwrÐc bl�bh thc genikìthtac, ìti h baj-
mÐda tou P eÐnai akrib¸c r kai ìti h bajmÐda tou W eÐnai akrib¸c n. 'Estw
v1, . . . , vn−r na eÐnai mia b�sh tou aristeroÔ pur na tou G′. Efìson o W t

eÐnai antistrèyimoc, o aristerìc pur nac tou WPW t eÐnai Ðsoc me ton ari-
sterì pur na tou WP. O aristerìc pur nac tou P apoteleÐtai akrib¸c apì
ekeÐna ta dianÔsmata pou èqoun mhdèn stic pr¸tec r-jèseic kai ètsi ta vi

antistoiqÐzontai mèsw tou W se dianÔsmata aut c thc morf c. Efìson o
G′ eÐnai gnwstìc, o aristerìc tou pur nac mporeÐ eÔkola na upologisjeÐ kai
kajèna apì ta n − r dianÔsmata b�shc odhgoÔn se r exis¸seic me �gnwsta
ta stoiqeÐa tou W.
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To prìblhma moi�zei na eÐnai aprosdiìristo èqontac r(n − r) grammikèc
exis¸seic kai n2 metablhtèc. MporoÔme na mei¸soume to pl joc twn meta-
blht¸n apì n2 se n antikajist¸ntac k�je wij apì sqi

j−i all� tìte ja p�roume
mh-grammikèc exis¸seic. H basik  parat rhsh eÐnai ìti autèc oi mh-grammikèc
exis¸seic p�nw apì to K gÐnontai grammikèc e�n tic ekl�boume wc exis¸seic
p�nw apì to F :
AntikajistoÔme k�je si apì

∑n−1
j=1 sijwj ìpou ta sij eÐnai èna nèo sÔnolo apì

n2 metablhtèc p�nw apì to F. K�je sqi

j−i gr�fetai wc grammikìc sunduasmìc
suv metablht¸n kai k�je exÐswsh p�nw apì to K dÐnei mia sullog  apì n
grammikèc exis¸seic p�nw apì to F. Epomènwc èqoume r(n − r)n exis¸seic
me n2 nèec metablhtèc p�nw apì F kai gia k�je r > 1 sÔsthma eÐnai kal�
orismèno efìson r(n− r)n >> n2. Oi lÔseic twn omogen¸n exis¸sewn pros-
diorÐzontai pollaplasiasmènec me mia stajer� all� k�je tètoia lÔsh eÐnai
ikanopoihtik . Sto par�rthma up�rqei kruptosÔsthma pou kruptanalÔetai
me thn teqnikh thc epanagrammikopoÐhshc.
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4.3 O Algìrijmoc XL.
Oi Patarin, Courtois, Klimov kai Shamir sto [SPCK] Eurocrypt 2000 pa-
rousÐasan mia epèktash thc mejìdou epanagrammikopoÐhshc, ton XL (eX-
tended Linearization) algìrijmo, gia thn epÐlush susthm�twn deuterob�j-
miwn exis¸sewn me pollèc metablhtèc. O algìrijmoc mporeÐ na jewrhjeÐ wc
sunduasmìc twn Gröbner b�sewn (periorismènou bajmoÔ) kai thc mejìdou
grammikopoÐhshc. H basik  tou idèa eÐnai h paragwg  apì k�je poluwnumik 
exÐswsh enìc meg�lou arijmoÔ metablht¸n meg�lou bajmoÔ pou prokÔptoun
apì ton pollaplasiasmì k�je exÐswshc me ìla ta pijan� mon¸numa fragmè-
nou bajmoÔ kai sth sunèqeia h grammikopoÐhsh tou paragìmenou sust matoc.

Perigraf  tou Algìrijmou XL
'Estw K èna peperasmèno s¸ma kai A èna sÔsthma deuterob�jmiwn exis¸-
sewn poll¸n metablht¸n lj = 0, (1 ≤ j ≤ m) ìpou k�je lj eÐnai thc morf c
fj(x1, . . . , xn)− bj me fj ∈ K[x] : K[x1, . . . , xn] kai bj ∈ K.

A :





l1(x1, . . . , xn) = 0
...

ln(x1, . . . , xn) = 0

Oi exis¸seic lj eÐnai p�nta deuterob�jmiec all� mporoÔn na perièqoun tau-
tìqrona grammikoÔc ìrouc kai stajerèc.

Upojètontac ìti to sÔsthma A èqei monadik  lÔsh, to prìblhma ègkeitai
sto na broÔme mia lÔsh x = (x1, . . . , xn) ∈ Kn gia dosmèno b = (b1, . . . , bn) ∈
Kn. Epeid  to dexiì mèloc twn exis¸sewn lj(x1, . . . , xn) eÐnai p�nta mhdèn, h
exÐswsh x1 · l2(x1, . . . , xn) = 0 dhl¸netai apl¸c wc exÐswsh x1l2. Ja lème ìti
oi exis¸seic thc morf c

∏k
j=1 xij · lj = 0, me ìla ta ij na eÐnai kat� zeÔgh

diaforetik�, eÐnai tou tÔpou xkl kai ja sumbolÐzoume me xkl to sÔnolo ìlwn
aut¸n twn exis¸sewn. Gia par�deigma oi arqikèc exis¸seic tou A eÐnai tou
tÔpou l. ParathroÔme akìmh ìti k�je x pou eÐnai lÔsh twn exis¸sewn lj ja
eÐnai lÔsh kai twn exis¸sewn tou tÔpou xkl gia opoiod pote k ≥ 0. Epiplèon,
ja dhl¸noume me xk to sÔnolo ìlwn twn ìrwn me bajmì akrib¸c k,

∏k
j=1 xij .

'Estw D ∈ N, jewroÔme ìla ta polu¸numa
∏

j xij lj sunolikoÔ bajmoÔ
≤ D kai ID o grammikìc q¸roc pou par�gei to sÔnolo aut¸n twn exis¸sewn,
dhlad  to ID ja eÐnai o grammikìc q¸roc pou par�getai apì ìla ta xkl, 0 ≤
k ≤ D − 2 kai ID ⊆ I, ìpou I to ide¸dec pou par�getai apì ta lj. O
skopìc tou algìrijmou XL eÐnai na breÐ èna sÔsthma exis¸sewn sto ID pou
ja epilÔetai eukolìtera apì ìti to arqikì sÔsthma exis¸sewn.
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O algìrijmoc akoloujeÐ ta parak�tw b mata:

1. Pollaplasiasmìc: Paragwg  ìlwn twn stoiqeÐwn
∏k

j=1 xij · lj ∈ ID

me k ≤ D − 2.

2. GrammikopoÐhsh: JewroÔme k�je mon¸numo tou xi me bajmì≤ D wc
mia nèa metablht  kai efarmìzoume Apaloif  Gauss stic exis¸seic tou
pr¸tou b matoc. H di�taxh twn monwnÔmwn prèpei na eÐnai tètoia ¸ste
ìloi oi ìroi pou perièqoun mia metablht  (èstw thn x1) na apaleÐfontai
teleutaÐoi.

3. EpÐlush: Upojètoume ìti to b ma 2 dÐnei toul�qiston mia exÐswsh me
dun�meic miac metablht c opìte kai lÔnoume aut n thn exÐswsh p�nw
apì to peperasmèno s¸ma.

4. Epan�lhyh: AplopoioÔme tic exis¸seic kai epanalamb�noume thn dia-
dikasÐa eÔreshc twn tim¸n twn �llwn metablht¸n.

O XL algìrijmoc perièqei ta apotelèsmata twn pollaplasiasm¸n twn arqi-
k¸n m exis¸sewn lj me ìla ta pijan� mon¸numa bajmoÔ to polÔ èwc D − 2,
ètsi ¸ste o sunolikìc bajmìc twn telik¸n exis¸sewn na eÐnai D. SÔmfwna
me tic parap�nw parathr seic to sÔnolo aut¸n twn exis¸sewn kaleÐtai ID.
'Estw R o arijmìc twn exis¸sewn pou par�goun to ID kai T o arijmìc ìlwn
twn monwnÔmwn. Tìte èqoume:

R = m ·
(

D−2∑
i=0

(
n
i

))
≈ m ·

(
n

D − 2

)

EÐnai pijanìn oi exis¸seic na mhn eÐnai grammik� anex�rthtec, gia to lìgo
autì ja dhl¸noume me Free thn di�stash tou ID opìte ja isqÔei Free ≤ R
kai aparait twc Free ≤ T. H basik  arq  tou algìrijmou eÐnai h akìloujh:
gia k�poio D ja èqoume R ≥ T kai perimènoume na eÐnai Free≈ T afoÔ den
mporeÐ na xeper�sei to T. 'Otan Free≥ T −D tìte eÐnai polÔ pijanì na pro-
kÔyei mia exÐswsh me mia metablht , opìte o algìrijmoc epitugq�nei.

Par�deigma 4.3.1 'Estw µ 6= 0. JewroÔme to prìblhma epÐlushc tou su-
st matoc:

x2
1 + µx1x2 = α (4.1)

x2
2 + νx1x2 = β (4.2)
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Gia D = 4 kai �rtiou bajmoÔ mon¸numa oi exis¸seic pou par�gontai sto
pr¸to b ma eÐnai l∪x2l, oi opoÐec eÐnai oi duo arqikèc exis¸seic kai oi 6 = 2∗3
epiplèon exis¸seic pou par�gontai apì ton pollaplasiasmì twn duo arqik¸n
exis¸sewn lj me touc treic ìrouc : x2

1, x1x2, x
2
2 ∈ x2 bajmoÔ 2.

x4
1 + µx3

1x2 = αx2
1 (4.3)

x2
1x

2
2 + νx3

1x2 = βx2
1 (4.4)

x2
1x

2
2 + µx3

1x2 = αx2
1 (4.5)

x4
2 + νx3

2x1 = βx2
2 (4.6)

x3
1x2 + µx2

1x
2
2 = αx1x2 (4.7)

x1x
3
2 + νx2

1x
2
2 = βx1x2 (4.8)

Sto deÔtero b ma apaleÐfoume kai upologÐzoume:
Apì (4.1): x1x2 = α

µ
− x2

1

µ

Apì (4.2): x2
2 = (β − αν

µ
) + ν

µ
x2

1

Apì (4.3): x3
1x2 = α

µ
x2

1 − x4
1

µ

Apì (4.4): x2
1x

2
2 = β − αν

µ
)x2

1 + ν
µ
x4

1

Apì (4.8): x1x
3
2 = αβ

µ
+ (αν2

µ
− βν − β

µ
)x2

1 − ν2

µ
x4

1

Apì (4.6): x4
2 = (β2 − 2αβν

µ
) + (2νβ

µ
+ βν2 − αν2

µ
)x2

1 + ν3

µ
x4

1

Telik� apì thn (4.5) paÐrnoume mia exÐswsh me mia mìno metablht  thn x1 :

α2 + x2
1(αµν − βµ2 − 2α) + x4

1(1− µν) = 0.

kai thn epilÔoume. GnwrÐzontac to x1 upologÐzoume sthn sunèqeia kai to x2.

O XL algìrijmoc epitugq�nei p�nta thn epÐlush susthm�twn poluwnumik¸n
exis¸sewn ìtan briskìmaste p�nw apì èna peperasmèno s¸ma Fq [SKI].
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Kef�laio 5

Par�rthma

5.1 Par�deigma basismèno sto kruptosÔsthma
HFE.

Sto par�deigma pou akoloujeÐ perigr�foume thn diadikasÐa paragwg c tou
dhmosÐou kleidioÔ gia to kruptosÔsthma HFE, thn kruptogr�fhsh kai apo-
kruptogr�fhsh enìc mhnÔmatoc kaj¸c kai treic epijèseic sto kruptosÔsthma
me tic b�seic Gröbner, thn teqnik  thc epanagrammmikopoÐhshc kai ton XL
algìrijmo. Gia to par�deigm� mac oi apeikonÐseic S, T pou emfanÐzontai sthn
perigraf  tou kruptosust matoc ja eÐnai oi tautotikèc.

'Estw q = 2 kai f(x) = x3 + x2 + 1 an�gwgo polu¸numo p�nw apì to
Fq[x]. JewroÔme thn epèktash K = F2[x]/ < x3 + x2 + 1 > p�nw apì to F2

bajmoÔ 3 kai {1, β, β2} mia b�sh tou wc F2-dianusmatikoÔ q¸rou, ìpou β h
kl�sh tou x mod f(x). SumbolÐzoume me x̄ = (x0, x1, x2) ∈ F3

2 to kajarì
m numa kai me ȳ = (y0, y1, y2) ∈ F3

2 to kruptografhmèno m numa, opìte ja
eÐnai X = x0 + x1β + x2β

2 ∈ K kai Y = y0 + y1β + y2β
2 ∈ K.

Paragwg  dhmosÐou kleidioÔ
• To krufì polu¸numo pou epilègei o qr sthc eÐnai:

F (X) = Xq2+1 + Xq+1 = X5 + X3

Antikajist¸ntac me X = x0 + x1β + x2β
2 kai me pr�xeic (Maple) èqoume:

F (X) = (x2 +x0x1 +x0x2)+(x1 +x2 +x0x1 +x2x1)β +(x1 +x2x1 +x0x2)β
2.

Opìte to dhmìsio kleidÐ eÐnai:
{ y0 = x2 + x0x1 + x0x2

y1 = x1 + x2 + x0x1 + x2x1

y2 = x1 + x2x1 + x0x2

49



Kruptogr�fhsh
Gia na kruptograf soume to m numa (x0, x1, x2) = (1, 1, 1), antikajistoÔme
ta xi stic dhmìsiec exis¸seic kai paÐrnoume (y0, y1, y2) = (1, 0, 1) na eÐnai to
kruptografhmèno m numa.
Apokruptogr�fhsh
Gia thn apokruptogr�fhsh gnwrÐzontac to krufì polu¸numo F (X) = Y,
upologÐzoume arqik� to Y = yo + y1β + y2β

2 = 1 + β2 kai sthn sunèqeia
paragontopoioÔme to F (X)− Y, ìpou F (X) polu¸numo tou X p�nw apì to
K. To kajarì m numa ja dÐnetai apì touc grammikoÔc ìrouc pou emfanÐzontai
sthn paragontopoÐhsh, dhlad  ja èqoume:

F (X)− Y = (X + β2 + β + 1)(X + β + 1)(X3 + β2X + βX + β).

ParathroÔme ìti prokÔptoun duo pijan� mhnÔmata, eÐte X = β2 + β + 1 ⇒
x̄ = (1, 1, 1) eÐte X = β + 1 ⇒ x̄ = (1, 1, 0). 'Ena apì ta duo ja tairi�zei sto
alf�bhto mac ¸ste na èqei nìhma to m numa pou st�ljhke kai aut  ja eÐnai
h pragmatik  lÔsh.

O wtakoust c gnwrÐzontac mìno tic dhmìsiec exis¸seic kai to krupto-
grafhmèno m numa èqei na lÔsei to parak�tw mh grammikì sÔsthma:

A :

{ x2 + x0x1 + x0x2 − 1 = 0
x1 + x2 + x0x1 + x2x1 = 0
x1 + x2x1 + x0x2 − 1 = 0

• Kruptan�lush me b�seic Gröbner.
Me thn bo jeia tou Buchberger algorÐjmou kai epilègontac thn lexikogra-
fik  di�taxh o wtakoust c prospajeÐ na upologÐsei thn Gröbner b�sh tou
ide¸douc I = 〈f1, f2, f3〉, ìpou:

f1(x0, x1, x2) = x2 + x0x1 + x0x2 − 1

f2(x0, x1, x2) = x1 + x2 + x0x1 + x2x1

f3(x0, x1, x2) = x1 + x2x1 + x0x2 − 1

O algìrijmoc xekin� apì thn b�sh G = (f1, f2, f3), upologÐzei ta S(fi, fj), 1 ≤
i < j ≤ 3 kai elègqei e�n to upìloipo thc diaÐreshc touc me to (f1, f2, f3)
eÐnai mhdèn.
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S(f1, f2) = x0x2 + x1x2 + x1 + 1, S(f1, f2) rem (f1, f2, f3) = 0

S(f1, f3) = x0x2 + x1x2, S(f1, f3) rem (f1, f2, f3) = x1 + 1 6= 0.

Sthn sunèqeia, afoÔ S(f1, f3) rem (f1, f2, f3) 6= 0, jètei f4 = x1 + 1 kai to
prosjètei sth b�sh G, opìte ja èqei:

S(f1, f2) rem (f1, f2, f3, f4) = 0

S(f1, f3) rem (f1, f2, f3, f4) = 0

S(f2, f3) rem (f1, f2, f3, f4) = 0

S(f3, f4) rem (f1, f2, f3, f4) = 0

All� prokÔptei kai ìti:

S(f1, f4) rem (f1, f2, f3, f4) = x0 + 1 6= 0

S(f2, f4) rem (f1, f2, f3, f4) = x0 + 1 6= 0

'Ara, sto epìmeno b ma prosjètei to f5 = x0 + 1 sthn b�sh G, upologÐzei ta
S(fi, fj), 1 ≤ i < j ≤ 5 kai prokÔptei ìti:

S(fi, fj) rem (f1, f2, f3, f4, f5) = 0 ∀ i, j µε 1 ≤ i < j ≤ 5.

Epomènwc, h Gröbner b�sh tou I eÐnai:

G = {f1, f2, f3, x0 + 1, x1 + 1}.

En¸ h anhgmènh Gröbner b�sh tou I eÐnai:

G′ = {x0 + 1, x1 + 1}.

Epeid  to algebrikì sÔnolo V (I) pou orÐzetai apì to I eÐnai Ðdio me to alge-
brikì sÔnolo V (G′) pou orÐzetai apì to G′, to sÔnolo lÔsewn tou arqikoÔ
sust matoc A eÐnai: {x0 = 1, x1 = 1, x2 ∈ F2}. Epomènwc, prokÔptoun duo
lÔseic:

(x0, x1, x2) = (1, 1, 1) και (x0, x1, x2) = (1, 1, 0).
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• Kruptan�lush me thn teqnik  thc epanagrammikopoÐhshc.
Arqik�, prokeimènou na grammikopoi sei to sÔsthma A jètei yij = xixj me
y01 = x0x1, y02 = x0x2, y21 = x1x2, y1 = x1, y2 = x2 kai yij ∈ F2 opìte to
grammikì sÔsthma A′ pou prokÔptei eÐnai:

y01 + y02 + y2 + 1 = 0

y01 + y21 + y1 + y2 = 0

y02 + y21 + y1 + 1 = 0

LÔnontac to sÔsthma me apaloif  Gauss èqoume:

y01 = y21 + y1 + y2

y02 = y21 + y1 + 1

y21 = y21

y1 = y1

y2 = y2

Jètw y21 = z3, y1 = z1, y2 = z2 opìte èqw:

y01 = z3 + z1 + z2, y02 = z3 + z1 + 1

Oi epiplèon sunj kec pou prostÐjentai eÐnai:
. (x0x1)(x2x1) = (x0x2)(x1x1)
⇒ y01y21 = y02y1

⇒ (z3 + z1 + z2)z3 = (z3 + z1 + 1)z1

⇒ z3 + z3z2 = 0

. x2(x0x1) = (x2x0)x1 ⇒ y2y01 = y02y1

⇒ z2(z3 + z1 + z2) = (z3 + z1 + 1)z1

⇒ z3z2 + z1z2 + z3z1 + z2 = 0

. x2(x2x1) = (x2x2)x1

⇒ y2y21 = y2y1

⇒ z2z3 = z2z1

⇒ z2z3 + z2z1 = 0

Grammikopoi¸ to sÔsthma twn tri¸n teleutaÐwn exis¸sewn kai jètw:
vij = zizj me v23 = z2z3, v12 = z1z2 v13 = z1z3, v3 = z3.
To grammikì sÔsthma pou prokÔptei eÐnai:

{ v3 + v23 = 0
v23 + v12 + v13 + v2 = 0
v23 + v12 = 0
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LÔnontac to èqoume:
v13 = v2, v23 = v12 = v3.

. v2 = 1 ⇒ z2 = y2 = x2 = 1
Sundu�zontac tic exis¸seic prokÔptei ìti
x0 = x1 = x2 = 1, opìte to kajarì m numa ja eÐnai: (x0, x1, x2) = (1, 1, 1).

. v2 = 0 ⇒ z2 = y2 = x2 = 0
Me an�logec pr�xeic èqoume ìti èna epiplèon pijanì m numa eÐnai:
(x0, x1, x2) = (1, 1, 0).

• Kruptan�lush me ton algìrijmo XL.
Jèloume na lÔsoume to parak�tw sÔsthma:

{
l1 : x2 + x0x1 + x0x2 + 1 = 0
l2 : x1 + x2 + x0x1 + x2x1 = 0
l3 : x1 + x2x1 + x0x2 + 1 = 0

• Epilègw D = 4, 0 ≤ k ≤ 2.
• Par�gw ìla ta mon¸numa bajmoÔ k = 2, ta opoÐa eÐnai: x0x1, x0x2, x1x2.
• Pollaplasi�zw k�je exÐswsh lj tou sust matoc me ta parap�nw mon¸nu-
ma.
Oi epiplèon exis¸seic pou prokÔptoun eÐnai:

{
x0x1x2 + x1x2 = 0
x2x0 + x0x1x2 = 0

• Jètw: z1 = x1, z2 = x2, z3 = x0x1, z4 = x0x2, z5 = x2x1, z6 = x0x1x2, kai
lÔnw to sÔsthma pou prokÔptei me apaloif  Gauss.





z2 + z3 + z4 + 1 = 0
z1 + z2 + z3 + z5 = 0
z1 + z4 + z5 + 1 = 0
z5 + z6 = 0
z4 + z6 = 0

Oi lÔseic eÐnai:

z1 = 1, z4 = z5 = z6, z2 + z3 + z4 = 1.
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Afou z1 = x1 = 1 epilègw:
• An z5 = 0 ⇒ x2x1 = 0 ⇒ x2 = 0.
z2 + z3 = 1 ⇒ x2 + x0x1 = 1 ⇒ x0 = 1.
'Ara, (x0, x1, x2) = (1, 1, 0).
• An z5 = 1 ⇒ x2x1 = 1 ⇒ x2 = 1.
z2 + z3 = 0 ⇒ x2 + x0x1 = 1 ⇒ x0 = 1.
'Ara, (x0, x1, x2) = (1, 1, 1).
Epomènwc, prokÔptoun p�li duo pijan� kajar� mhnÔmata.
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