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Abstract

Innovations in information technology impose new security and privacy issues
which include traditional access control, trust management (TRM) and digital
right management (DRM). Traditional access control has focused on a closed sys-
tem where all users are known and primarily utilizes a server-side reference monitor
within the system. TRM covers privacy issues such as the authorization for stran-
gers in an open environment, like the Internet. DRM has focused on client-side
control of digital information usage. By unifying the aforementioned three areas,
UCON offers a promising approach for the next generation of access control. In
this thesis, we briefly introduce the state of the art on Access Control, including
some Access Control Models. Subsequently, we describe in details the UCON 4p¢
model which is a Usage Control Model. We propose two implementations of this
model (UCONengine). More precisely, the first implementation is in Java, using the
Schema of eXtensible Access Control Markup Language (XACML) and the second
implementation is in Java, using Data structures and a Database. We demonstrate
several examples to show the power of this model. Finally, we present some conclu-
sions and future work.
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Usage Control, Access Control, Digital Right Managent, Trust Management, UCON.






Résumé

Les innovations liées aux nouvelles technologies de l'information constituent
une révolution scientifique et technique de grande ampleur avec de nouveaux en-
jeux liés & la protection de la vie privée et & la sécurité. Ceci englobe le controle
d’accés traditionnel, le controle d’usage, la gestion de confiance (TRM) et la ges-
tion des droits numeériques (DRM). Dans le controle d’acces traditionnel, les utili-
sateurs sont connus & ’avance et un moniteur de référence coté serveur est utilisé.
Au contraire, avec la gestion de confiance, les autorisations sont gérées dans un
environnement ouvert dans lequel les utilisateurs ne sont pas connus, comme c’est
le cas de 'Internet. La gestion des droits numériques se concentre sur le controles,
cOté client, pour l'utilisation de contenus numérique. En unifiant les trois domaines
précités, UCON offre une approche nouvelle et prometteuse. Dans ce rapport de
stage de master, nous présentons tout d’abord les modéles classiques de controle
d’accés, le modeéle UCON 4p¢ puis proposons deux mises en ceuvre de ce modéle
(UCONengine) en Java. Nous concluons et présentons quelques pistes pour des
travaux futurs.

Mots clefs :
Controle d’accés, Controle d’usage, Gestion de droits digitaux, Gestion de confiance,
UCON






IMTepiAndm

Ot xawvotopieg mou €youv hafet ywpa 6TNY TEYVOAOY O TwV TANROYORIWY ETBANOUY
TN CUOTNUATIXY MEAETN VEwY {nTrudtey acgoieiog xai wiwtxotntag. otdco, o-
routeltar vor ouvBuaeToly oTotyela and TEElS TEPLOYES, oL onoleg efvar ot axdhouleg:
Traditional Access Control, Trust Management, Digital Right Management.
H neptoy, Tou Traditional Access Control emxevipmveton oe éva xAeloTd cLOTNUY,
6mou bhot ot yprotec eivon yvwotol xou apyixd ulomotel éva server-side reference
monitor oto mhaioto tou cuothuatog. H neployr tou Trust Management eiodyeton
Yo var xohugUel 1 ddetor yior Toug Zévoug YprioTeg o éva avoryté TepBdilov 6K To
oradixtuo. H neployr tou Digital Right Management aocyoheiton ye tov client-side
éheyyo tne yenone e dmeronac mAnpogoplac. Me tny evonoinoy Twv TV auTteY
neptoywy, 10 UCON oanotehel pla TOAAA UTOCYOUEVY] TEOCEYYIOT, YId TNV EXOPEVT)
Yevid tou ehéyyou mpdofacrc. Kahintel 1600 éva xevipixd eheyyduevo nepBdiloy,
xadwg enfong xou éva mepBdihov 6mou 1 xevtpixy| apyr| ehéyyou dev etvon diadéo-
un. Xe auth Ty gpyaotia, apyixd napouctdloupe xdnow Yewpntixd Yepéhia yio TOV
éheyyo mpboPaone (Access Control), tov éheyyo yphone (Usage Control), xadde
enfong neptypdgpoupe xdnoteg yevixés évvoieg tou poviehou UCON. Ytn ouvéyela,
optlouye ta otouyelor Tou LOVTENOU Xou ETIOMG TEPLYPAGOLPE TIC BUO UAOTOIRGES TNC
unyovhic UCON, ue tic onoleg xou aoyohninxaue. A&ilel va avageplel mwg xoddh-
N Ty epyacia nopouctdloupe TOAG Tapadelypota i va deiloupe TV SOvoun Tou
wovtélou autol. Télog, exlETouue OplOUEVA GUUTERACHUATA XAl AVOLYTA VEUATA Yidt
HEAROVTIXY) DOUAELL.

AgZsic KAz1o1d:
‘Eleyyoc Xprong, 'Eheyyoc HpboBaong, ¥npuaxr Awyeipion Awcnwudtwy, AZ-
omtotion Awayeiptong, UCON.
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Chapter 1

Introduction

Access control in computer and information security is concerned with authen-
tications and authorizations. It determines tasks and activities that legitimate and
authenticated subjects can perform in order to access resources in a system. There-
fore, protection of the resources of a system against undesired user access could be
crucial issue that is examined by Access Control.

There is a variety of models that has been developed and they have evolved
greatly. Research, related to Database Security has shown that the existing tra-
ditional access control models such as DAC, MAC and RBAC are not suitable to
cover the needs of modern computing environments. The limitations of traditional
access control are evident in distributed computing environments. More specifi-
cally, the traditional access control models and systems were designed for closed
systems where the identities of subjects or users were well known before hand.

UCON [1, 2] is a conceptual framework for controlling access to objects. UCON
encompasses traditional access control, trust management, or DRM and privacy is-
sues and goes beyond in its definition and scope. UCON achieves fine-grained
control on digital resources regardless of their locations and serves as an extension
of the traditional access control models, including new features in order to cover
the challenges of modern, open dynamic distributed computing environments. In
UCON the authorizations to access objects are based on predicates that utilize sub-
ject and object attributes to define the requirements and conditions under which
a subject is allowed to access an object. The attributes of the subject or an object
may change as a result of which the state of the system changes. The distinguishing
aspects of UCON that sets it apart from the prevailing access control models is the
continuity of access decision and attribute mutability. It was designed to provide
effective protection in modern digital computing environments and distributed sys-
tems. UCON demonstrates a major shift in the design of access control models.
UCON provides either to the provider or the owner of digital resources the ac-
cess control of their resources even after they have been disseminated to domains
outside of their direct control.

UCON g4pc model is a model that can be used to realize access control scenarios
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of traditional access control, trust management and DRM as well. In traditional
access control, the decision for accessing the objects depends on the authorizations
of the subject. However, in UCON, the authorizations are determined by subject
and object attributes and a policy defined by the owner of the object.

The UCON model consists of eight core components which can be separated into
the following categories: Main components of UCON, Decision Factors of UCON
and Deciston Properties of
UCON. The main components of UCON model include subjects which are entities
which are associated with subject attributes, and they hold and exercise certain
rights on objects, objects which are entities which are associated with object at-
tributes, either by themselves or with rights and rights which are privileges that
a subject could hold on an object. Subsequently, decision factors of UCON model
include authorizations which are functional predicates that should be evaluated for
usage decision, obligations which are functional predicates that verify mandatory
requirements that a subject should perform before or during a usage and condi-
tions which are a set of decision factors that the system should verify during the
authorization process along with authorizations before allowing usage of rights on a
digital object. Finally, decision properties of UCON model include mutability of at-
tributes and and continuity of decision access. The former provides UCON 4p¢ the
flexibility to accommodate complex access control scenarios where the attributes
of subjects and objects may change as a result of access to certain resources. The
latter enables the evaluation of authorizations and conditions either before access
and/or during the usage of the object, by the subject. It allows the system to
revoke access from the object as soon as the requirements for access to the object
are not met.

For instance, Athanasia (subject) works at Computer Science Department (sub-
ject attribute) and she is responsible for designing the UCON 4p¢c model (subject
attribute). This Department has a folder that contains images (objects) which
can be viewed by her under some specific conditions that have to be fulfilled.
More precisely, Athanasia (subject) has to belong to the Computer Science De-
partment (condition) in order to have the permission for accessing (right: 'read’)
"imagel.jpg" (object), 3 times (mutability) from this folder and each time she can
access it for 5 seconds (condition). Thus accessTime of image may be changed for
Athanasia as a result of access to "imagel.jpg".

This thesis was accomplished in the two cycles of my internship on Database
Security Domain at the SMIS team at INRIA-Rocquencourt; cycle one (September
2012 to February 2013) and cycle two (February 2013 to June 2013). During cycle
one, we have studied and demonstrated the state of the art on Access Control, in-
cluding some Access Control Models and their limitations in the real-world systerms.
Subsequently, having reviewed a significant part of the related literature, we have
illustrated the conceptual UCON 4p¢, a model for Usage Control of individuals
data and we have proposed an implementation of UCON 4pc model (UCON en-
gine) as a general engine that could be used into an application (i.e. social network
application) or as a service within a system. This engine has been implemented



in Java, using PolicySet, Rules and Schema of eXtensible Access Control Markup
Language (XACML), due to several advantages. A noticeable advantage could be
that XACML policy language is used to express access control rules and conditions,
providing flexibility. Finally, during cycle two, we have developed the UCON4p¢
model using Data structures and a Database in order to extend and simplify the
aforementioned implementation.

Outline This thesis is organized as follows. Chapter 2 briefly introduces the state
of the art on Access Control, including some Access Control Models. UCON 4p¢,
a Usage Control Model is described in Chapter 3. Chapter 4 demonstrates a
Java implementation of UCON 4pc model (UCON engine), using the Schema of
eXtensible Access Control Markup Language (XACML). Chapter 5 demonstrates a
Java implementation of UCON 45 model (UCON engine), using Data structures
and a Database. Finally, we conclude in Chapter 6 and discuss future work.
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Chapter 2

Access Control

Access control is a process of mediating each request to resources and data
which maintained by a system and determining whether the request should be
granted or denied [3]. An Access Control model defines a policy and provides a
description of the security properties of the system. In this model, a user or a
process (subjects), are entities that would like to access objects. Objects are the
entities that contains the information that a user or a process (subject) would like
to access.

An access control policy defines the rules where they can regulate access to
resources, determining which user is allowed to access which objects. A system is
considered secure when the access control mechanism implements an access control
model and when we are able to prove its security.

2.1 Traditional Access Control Models

Access control models are often classified as either discretionary or non-discretion
ary. The three best-known models include the Discretionary Access Control model
(DAC), Mandatory Access Control model (MAC), and Role Based Access Control
model (R-BAC), as well.

2.1.1 Discretionary Access Control

Discretionary access control [4, 5| needs the user’s identity and define some
authorization rules in order to determine which are the user’s privileges within
a system. The owner of resources determines the policy which is related to the
decision of which users are allowed to access which object, what kind of access and
what are the privileges that they have [6]. The discretionary model is represented
by Access Control Matrix (ACM) [7], which is either a structure or a table where a
subject can be represented on each row and an object can be represented on each
columns. The entries of the table’s cells represent the rights that a subject can
exercise on an object.
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Two important concepts can be identified in DAC [4, 5]

1. File and data ownership
Every object in the system has an owner. In most cases in a DAC system, the
initial owner of an object constitutes the subject that caused it to be created.
As far as the access policy for an object is concerned, it is determined by its
owner.

2. Access rights and permissions
Access rights and permissions constitute the controls that an owner of the
objects can assign to other subjects, for particular resources. As far as access
controls are concerned, they may be discretionary in Access Control List

(ACL).

One of the major weaknesses of DAC is that programs inherit the identity of the
invoking user. This weakness makes the system vulnerable to malicious programs.
There is no real security on the flow of information in a system. For instance, let
us assume a user Athanasia who gives access to Catherine to one of her images.
Then, Catherine can view the image and also can edit one of her images, including
the image of Athanasia. Furthermore, Catherine is able to grant access to a third
user Charlie even he is someone that Athanasia had denied access to the original
image before. However, from now on Charlie can access the image of Athanasia.

Another weakness of DAC lies on that only the owner can determine which
object could be accessed or not by which subject. There are no constraints that
are related to the usage of information that the user has received. Finally, the
owner could not be able to revoke the access, since there are no specific constraints
(i.e. temporal, spatial) to be used for limiting the usage of the object.

Unix, Linux, Windows access control is based on DAC. More precisely, the
Unix file mode that represent write, read, and execute for each of User, Group and
Others. As another example, capability systems provides discretionary controls
since they permit subjects to transfer their access to other subjects.

2.1.2 Mandatory Access Control

In Mandatory access control [8, 9, 10| there is a labeling mechanism which is
employed in order to label an object in a system. Thus, MAC is able to control the
flow of information between different objects within a system. For instance, the
subjects and objects that belong to a system should have labels that are assigned
to them. The sensitivity label of the subject and object specifies their level of
trust. A security policy is specified in order to determine the flow of information
between objects which have specific labels and can be enforced according to some
specific security requirements of an organization. An owner of an image does not
determine the permissions for an object.

Two methods [8, 10] are used for applying mandatory access control:

1. Rule-based access control
This type of control defines some specific conditions for accessing the re-
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quested object(s). A Mandatory Access Control system implements a simple
form of rule-based access control in order to determine if the access should be
either granted or denied by comparing the object’s and subject’s sensitivity
label.

2. Lattice-based access control
A lattice model is a mathematical structure that defines greatest lower-bound
and least upper-bound values for a pair of elements, such as a subject and an
object.This type of control can be used for a complex access control decisions
involving multiple objects and/or subjects.

Some examples of MAC models include the Bell La-padula, Biba, Clark Wil-
son, Chinese wall policy, etc. Few systems implement MAC. SELinux which is a
NSA research project, added a MAC architecture to the Linux Kernel. TOMOYO
Linux is a lightweight MAC implementation for Linux and Embedded Linux, de-
veloped by NTT Data Corporation. SUSE Linux and Ubuntu 7.10 added a MAC
implementation called AppArmor. Oracle Label Security is an implementation of
MAC in the Oracle DBMS.

2.1.3 Role-Based Access Control

Role-based access control (R-BAC) [11, 12, 13] is an access policy which simpli-
fies the specification of authorization rules by grouping the users of a system into
roles, according to their duties and authorizations within the organization.

A role in RBAC can be viewed as a set of permissions.

There are three primary rules [13] that are defined for RBAC:

1. Role assignment
If the subject has selected or been assigned a role, then it can execute a
transaction.

2. Role authorization
If the subject has selected or been assigned a role and the subject’s active
role is authorized for the subject, then the user can only take on the roles for
which s/he is authorized.

3. Transaction authorization
A subject can execute a transaction if the transaction is authorized for the
subject’s active role. In the previous rule, if the subject has also selected
or been assigned a role and the subject’s active role is authorized then this
rule ensures that the user can execute only transactions for which s/he is
authorized.

It can improve significantly the administration and management of the permis-
sions which are assigned to the users. Some permissions are given to roles. The
members who belongs to a role inherit the permissions that are assigned to the
role and the decision for access is based on the role of a user. The permissions
which are associated with a role can also be changed according to the changes in
the organizational structure.
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R-BAC is a non-discretionary model, such as MAC, but it handles the permis-
sions differently. MAC controls I/O permissions based on a user’s clearance level
and additional labels. In R-BAC collections of permissions that include complex
operations such as an e-commerce transaction are controlled. R-BAC differs also
from DAC, since DAC allows users to control access to their resources, in constrast
to R-BAC, where the access is controlled at the system level, outside of the user’s
control.

R-BAC examples include commercial applications and also military systems,
where there are also multi-level security requirements. Systems including Microsoft
Active Directory, Microsoft SQL Server, SELinux, grsecurity, FreeBSD, Solaris,
Oracle DBMS, PostgreSQL 8.1, implement some form of R-BAC.

2.2 Modern Access Control and Digital Rights Manage-
ment

Research in the Access Control domain has demonstrated that access control
needs enhancements in order to meet the needs of modern applications and systems.
New concepts which include Trust Management and Digital Rights Management
(DRM), has been arisen. In this Section, we are going to discuss the above concepts.

2.2.1 Trust Management

Authentications and authorizations of users, computers, electronic devices and
networks that rely on user authentication and access control, are widely used. This
is insufficient for open environments, such as the Internet, since as an open envi-
ronment, it requires flexible and dynamic access control. In addition, distributed
systems lack central control and also its users can not be predetermined by any
means. Trust management was developed in order to fill the gaps and enhance the
traditional access control.

In a distributed computing environment, the amount of people who request
a resource is quite large. In the majority of web services it is common that the
subjects are unknown to the system prior to the access request. In Trust Man-
agement [14], there is no need of a predefined identity in order to authorize the
subject. The authorizations are based on the credentials of the subject rather than
a predefined identity, such as a username or/and a password. The credentials of a
subject are checked in order to decide if access is either granted or denied to the
subject, according to the security policy of the system.

Trust Management systems include those systems that has focused on authenti-
cation [15], general purpose authorizations [14, 16], and those that were developed
to cover specific needs [17, 18].
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2.2.2 Digital Right Management

Digital rights management (DRM) [19, 20, 21, 22, 23| addresses the information
security that is needed to some businesses which are dealing with digital content
(i.e books, music, images, and videos).

DRM allows to restrict the access to copyright digital content [19, 20] which
is being distributed to the clients. The usage of the object is controlled by a
client side reference monitor. This monitor is responsible for protecting against
copyright violation and also allows only the legal users to use the copyrighted
material according to some specific conditions which are defined by its owner.

DRM systems’ examples [19] include those which have been developed by var-
ious organizations for commercial purposes and are concerned with the protection
of intellectual property rights. For instance, it worths to mention the Fair Play by
Apple, the Windows media DRM by Microsoft and the Adobe’s protected stream-
ing. However, there is no compatibility between the aforementioned examples. For
instance, Microsoft oriented devices are not able to play the digital material which
is protected by Apple’s FairPlay. This issue complicates and affects the integration
of DRM solution into some mainstream digital devices that are used by the users
who are the consumers of digital material.
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Chapter 3

Usage Control

In Chapter 2, we demonstrated some well known Access Control Models, such as
the Discretionary Access Control Model, the Mandatory Access Control Model and
the Role-Based Access Control Model. Although they have some important features
for the access control, these models have the difficulty in addressing the needs of the
modern information systems. One of the main reasons is that the traditional Access
Control models have focused on authorization only. The authorization decision is
made only before access is allowed. There is no ongoing control concept to be
taken into consideration, no further enforcement is possible during the access and
rights are not supported. A subject can hold granted rights for non defined period
of time. However, this is not acceptable for obligation-based or condition-based
controls as well as for the other dynamic authorization controls.

Most of the modern information systems often require more than authoriza-
tions, such as consumable attributes or rights (i.e credit balance in a transaction
or a limited number of usages). For instance, a user may have to fill out a certain
form or s/he may have to click a button ("yes" button) in order to get a license
agreement for usage allowance. These required actions are called Obligations and
have to be fulfilled by subjects for usage allowance. Furthermore, most of the
digital objects that exist can be played or distributed only on a certain device or
location. These environmental restrictions are called Conditions and have to be
fulfilled for access.

3.1 The UCON Model and the Reverse UCON model

The notion of usage control is able to integrate obligation or/and conditions.
The usage control has been modeled in the UCON 4pc model. The overview of the
UCON 4pc model that we explain here is inspired from [1, 2]. In this Section, we
are going to describe the UCON model and the reverse form of this model.

UCON 4p¢ model consists of eight core components that are involved in the
authorization process (see Figure 3.1). We can separate those core components into
parts. Main components of UCON comprise subjects, subject attributes, objects,

13
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object attributes and rights. Decision Factors comprise authorizations, obligations
and conditions. These are functional predicates that have to be evaluated for the
usage decision. Decision Properties include mutability of attributes and continuity
of decision access.

Usage Objects
Decision (0)

Object Attributes
(OA)

ubject Attributes
(SA)

Authori Cond
zations itions
(A) (€)

Figure 3.1: UCON 4p¢c Model Components

By obtaining or exercising usage rights on a digital object, such as on an image,
mp3 file or a video file, then another digital information object may be created.
This new object is called derivative object, includes privacy-related information
and needs controls for its access and usage, as the original object. Thus, the usage
control is reversed, since the provider subject becomes now the consumer subject.

Let us consider Athanasia, who is the consumer subject (CS), who would like
to watch an avi movie (see Figure 3.2). In order to obtain watch rights, she should
agree on payment-per-watch, which is an obligation (OB). She should provide in-
formation of her credit card. When she exercises the watch rights, she has to
report her usage log on the video, which is also an obligation (OB). After pay-
ment, Athanasia is both a provider subject (PS) and identifiee subject (IS) of the
log/payment information and may hold certain rights (PR and IR) on them (i.e
she can delete her ID from log). Both payment information and log information
constitutes derivative objects. The distributor which could be a video production
company, may have rights to collect log information either by putting an obligation
on consumer rights or by giving consumer rights to get some store credits on log
reports. If Athanasia has rights to get some store credit based on her watch time,
then it is distributor’s obligation to issue certain credit to Athanasia.

3.1.1 Main Components of UCON model

As we discussed in Section 3.1, the main components of UCON include subjects,
subject attributes, objects, object attributes and rights. In this section, we are
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Distributor

PS

Figure 3.2: The reverse UCON model.

going to describe deeply these components.

Subjects are entities which are associated with attributes, and they hold and
exercise certain rights on objects. For instance, a subject inludes a user, a group,
a role, or a process. In UCON 4p¢, the subjects could be either consumer subjects
(CS), which receives rights and objects and use those rights in order to access the
objects, provider subjects (PS), which provides an object and hold certain rights
on it, or identifiee subjects (IS), who are identified in digital objects, including
privacy-sensitive information. For instance, CS, PS, IS include an e-book reader,
an author of an e-book, a patient of a health care system, respectively.

Subject attributes are properties of the subjects that can be used for the
authorization process. For instance, subject attributes include identities, roles,
credits, etc.

Objects are entities which are also associated with attributes. In UCON 450,
objects could be either privacy sensitive or privacy non-sensitive and original or
derivative. In the former case, privacy sensitive object includes individually iden-
tifiable information that cause privacy problems if it is not used in an appropriate
way. In the latter case, as we discussed in Section 3.1 a derivative object means
derived or cited from an original work in order to create another digital work.

Similarly to subject attributes, the object attiributes include certain properties
that can be used for the authorization process. Subjects can hold rights on objects,
whereby the subjects can access or use objects. For instance, object attributes
include security levels, ownerships, etc.

Rights are privileges that a subject could hold on an object. They consist of a
set of usage functions which are able to enable the access of a specific subject for
specific objects. For instance, a usage could be watching a movie. The authoriza-
tions of rights require associations with subjects and objects. Similarly to subjects
and objects, rights can also be divided into consumer rights (CR), provider rights
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(PR), and identifiee rights (IR).

3.1.2 Decision Factors of UCON model

As we discussed in Section 3.1 decision factors include authorizations, obli-
gations and conditions. In this section, we are going to describe deeply these
components.

Authorizations are functional predicates that should be evaluated for a us-
age decision. They return if the subject is allowed or not to perform the requested
rights on the object. Authorizations evaluate subject attributes, object attributes
and requested rights together with a set of authorization rules for the usage deci-
sion. Authorizations could be either pre-authorizations (preA) which are performed
before a requested right is exercised or ongoing-authorizations (onA) which are per-
formed while the right is exercised. Generally, most of traditional access control
policies, such as MAC, DAC, RBAC and Trust Management utilize some form of
pre-authorization for their decisions.

Obligations are also functional predicates. They verify mandatory require-
ments that a subject should perform before or during a usage. Obligations could be
either pre-obligations (preB) which can utilize some kind of history functions in or-
der to check whether some specific activities have been fulfilled or not ("true/false")
or ongoing-obligations (onB) which should be satisfied continuously or periodically
while the allowed rights are in use.

Conditions are a set of decision factors that the system should verify during
the authorization process along with authorizations before allowing usage of rights
on a digital object. Condition predicates evaluate current environmental status in
order to check if relevant requirements are met or not ("true/false"). These predi-
cates can not be mutable, since conditions are not under direct control of individual
subjects. Evaluation of conditions can not update any subject or object attributes.
For instance, some examples of condition requirements include accessible time, lo-
cation, etc. Subject and object attributes are used in order to choose the condition
requirements that should be used for a request. However no attribute is included
within the requirements themselves.

3.1.3 Decision Properties of UCON model

As we discussed in Section 3.1 decision properties include mutability of at-
tributes and continuity of decision access. In this section, we are going to describe
deeply these components.

Continuity of Access Deciston constitutes a feature of UCON 4pc model
which is responsible for enabling the evaluation of authorizations and conditions
not only before access but also during the usage of the object when a subject is
exercising the rights and permissions are granted to subject on an object. For
instance, the provider of a video file restricts this file to be accessed for 70 seconds
only, for advertising purposes. If someone would like to watch the whole movie,
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the user should pay a subscription fee. If the user has not paid for the subscription
and accesses the file, then the system keeps track of the time since the file has been
open and should revoke access as soon as the time duration of 70 seconds expires.

Mutability of atiributes constitutes a feature that provides UCON 4p¢ the
flexibility to accommodate complex access control scenarios that are met in modern
computing environments. This refers to the process of change in the values of
subject, object or environment attributes as a result of access to an object. For
instance, Athanasia would like to read an e-book and should pay for that. When she
accesses the digital content of e-book, then her balance reduces. The permissions
of subjects and the state of the system are affected by changes in the values of
subject, object and environment attributes.

3.2 UCON pc Core Models

R. Sandhu and J. Park [1, 2] have developed a family of core models for usage
control, based on three decision factors: authorizations, obligations, and condi-
tions, along with continuity of access decision and mutability of attributes in order
to support modern access control requirements, enhancing the domain of access
control. These models have focused on the enforcement process ("core" models),
excluding any administrative issues.

If all attributes are immutable, no updates are possible as a consequence of the
decision process. Section 3.1.3 demonstrated that mutability of attributes allows
certain updates either on subject or object attributes as side effects of usages. Thus,
for mutable usage, updates are required either before (pre), during (ongoing), or
after (post) the usage. Based on these criteria, they have developed 16 possible
model spaces for usage control (all the possible combinations).

Figure 3.4, Figure 3.5, Figure 3.6 demonstrate each of UCON4, UCONg or
UCON, the three basic models. Figure 3.3 illustrates some possible combinations
of UCONspc models. It is a graphical representation of the richness of the model
space available in the UCON 4p¢ family.

3.3 Basic UCON 4pc Models

In this section, we are going to describe each of the three UCON 4pc models.

3.3.1 UCON,4 Models

UCON pre-Authorizations Models
In UCONpre4 models [1, 2], an authorization decision process is done before
usage is allowed. preA examines usage requests using subject attributes, ob-
ject attributes, and rights and then decides whether the request is allowed or
not.Three detailed models exist based on mutability variations. pre-updates



18 CHAPTER 3. USAGE CONTROL

UCON ABC

UCON AB « > UCON BC

UCON A UCON B UCON C
(Authorizations) (OBligations) (Conditions)

Figure 3.3: The UCON gp¢ Family of Core models.

and post-updates on subject and object attributes are optional procedures
to perform update operations on them (see Figure 3.4).
UCON ongoing-Authorizations Models

In UCONony models [1, 2|, usage requests are allowed without any ’pre’
decision-making and authorization decisions are made continuously or re-
peatedly while usage rights are exercised. The currently allowed usage right
is revoked when a certain requirements become dissatisfied, as a result its
exercise is stopped. Four detailed models exist (see Figure 3.4).

preA1 preA3 onA1 onA3  onA3

preAo onAo

Figure 3.4: The UCON4 models.

3.3.2 UCONz Models

UCON pre-Obligation Models
In UCON,,.p models [1, 2|, pre-obligations should be fulfilled before access
is permitted. preB is a kind of history function that checks whether certain
obligations have been fulfilled or not and return true or false for the usage
decision (see Figure 3.5).

UCON ongoing-OBligations Models
In UCON,,p models [1, 2|, usage requests are allowed without any ’'pre’
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decision-making. By ongoing authorizations, monitoring is actively involved
in usage decisions while a requested right is exercised (see Figure 3.5).

preB1 preB3 onB1 onB3  onB3

preBo onBo

Figure 3.5: The UCONpg models.

3.3.3 UCON; Models

Generally, the UCON¢ models cannot be mutable. This is different from the
fact that the value of conditional status can be changed as the environmental
situation is being changed (i.e. current time is changed as time goes, or a wireless
access point is changed as a user moves around a building). However, subject or
object attributes are not used for usage decision process but they are used in order
to decide what kind of condition elements (preCON) have to be enforced for usage
decision.

UCON pre-Conditions Models
In UCON,,..c, conditions constitute environmental restrictions that should
be satisfied for usages. Generally, preCON are environmental restrictions
that are not related to subjects and objects (see Figure 3.6).

UCON ongoing-Condtions Models
Environmental restrictions have to be satisfied while rights are in active use.
This could be supported within UCON,,c model [1, 2|. In this model, usages
are allowed without any decision process at the time of requests and there
is an ongoing conditions predicate in order to check certain environmental
status repeatedly throughout the usages, as well (see Figure 3.6).

o (=]

preCo onCo

Figure 3.6: The UCON¢g models.

3.4 Examples

In this section we demonstrated how the traditional access controls, as well
as the modern access controls such as MAC, DAC, R-BAC and DRM that we
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presented in Chapter 2 can be realized within UCON,,.c40 and UCON,,.¢41.
Example 1. Mandatory access control (MAC) can be realized within UCONpre 4

L is a lattice of security labels with dominance >
clearance : S — L, classification : O— L

ATT(S) = clearance, ATT(O) = classification
allowed(s, o, read) = clearance(s) > classification(o)
allowed(s, o,write) = clearance(s) < classification(o)

Example 2. Discretionary access control (DAC) using Access Control Lists ' can
be realized within UCONpre 4 :
N is a set of identity names
id : S —N, one to one mapping
ACL : O — 2N#F p is authorized to do r to o
ATT(S) = id
ATT(O) = ACL
allowed(s, o, r) = (id(s), r) € ACL(o)

Example 3. A Digital Rights Management (DRM) example of preUpdate is payment-
based access. (Pay-per-use with a pre-paid credit (UCONpre41))
M: is a set of money amount
credit: S—M
value: O x R - M
ATT(s): credit
ATT(o,r): value
allowed(s,o,r) =credit(s) > value(o,r)
If subject holds enough credits then it uses certain rights on specific objects.
preUpdate(credit(s)): credit(s) = credit(s) - value(o,r)
A subject’s credits reduced by the value if usages at the time of request
approval

3.5 Related work

Many studies have been done on the field of access control. In this thesis,
we proposed the design and the implementation of the conceptual UCON 4p¢
model [1, 2] as a general purpose engine. Nowadays, there are various technological
devices, such as smartcards, personal digital assistants (PDAs), mobile phones and
personal computers, that are able to share and distribute digital information and
computational resources. This variety of heterogeneous devices are usually network
connected and use some services, such as Clouds. Technological innovations have
raised several new and important challenges in protecting digital resources.

1. ACL is a functional mapping of object to multiple ids and rights
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In [24], an authorization framework based on standards like XACML and SAML
for distributed systems is proposed. This paper has been the starting point and
motivated us for studying XACML standards on detail in order to express some
parts of the model in the initial implementation (see Chapter 4).

In [25], Damiani et al. identify the requirements for access control in open
environments, such as the Internet. They have been proposed some extensions
for the access control models (i.e attribute based access control model, semantics
aware access control model). In [26], Sastry et al. proposed an example for dynamic
creation and interpretation of attributes in multiple systems. A Context Attribute-
Based Access Control model (CABAC) is proposed in [27]. M. Covington and
M. Sastry proposed the specification of the authorization policies, including the
attributes which do not involve either the subjects or objects. Therefore, they
proposed the Transaction Attributes. Those attributes constitute the subject’s
attributes which come up from a transaction.

Although the UCON model constitutes a very powerful model, it has some
limitations. For instance, as we mentioned access control to a resource is being
controlled either before an access is permitted (preC), or continuously (onC). This
is called contuinity of decisions. However, since a subject (s) requests to use an
object (o), then the usage control decision is based on either information related
to subject and/or object. In addition, no information which is related to previous
or/and current usages, as well as the previous requested usages that were denied is
kept. For instance, an attribute update can be executed only if the requested usage
is allowed. Subsequently, the feature of UCON which is related to the attribute
mutability does not support a policy rule that is based on historical information,
since no history is recorded.

In [28] Grompanopoulos et al. having noticed the UCON’s limitations, pro-
posed a Usebased Usage CONtrol (UseCON) model that constitutes an extension
of UCON model, providing an enhanced utilization of the usage decision crite-
ria, and also an enchanced support for complex usage modes, taking into account
current usages exercised in the system.
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Chapter 4

Case Study and Model
Implementation 1

This work has focused on the implementation of the UCON model, as we de-
scribed it in Chapter 3. The implementation has been done in java using PolicySet,
Rules and Schema of eXtensible Access Control Markup Language (XACML), due
to several advantages. A noticeable advantage could be that XACML policy lan-
guage is used to express access control rules and conditions, providing flexibility.
We designed and implemented the UCON model as a general engine that could be
used into an application (i.e. social network application) or as a service within a
system (i.e. reference monitor).

4.1 Design

This section demonstrates the UCON engine which was developed as an engine
that could be used as a part of an application or as a service within a system, since
it decides about the usage of an object.

In order to implement the UCON engine, we have distinguished the different
parts of the UCON model (see Figure 4.1). The Authentication Manager is able
to authenticate the subject, based on subject’s ID and subject’s password. The
Access Manager is designed in order to manage and regulate access to objects by
processing subjects’ requests which are related to exercising rights on objects. It
decides if the access is going to be granted or denied, as well.

The policy evaluator allows this decision to be taken, while the Contert Manager
is focused on keeping track of the active usage sessions on an object. The feature
of UCON 4pc model which is known as Continuity of Access Decision is illustrated
by Context Manager. The Primitive Actions Manager is designed for the updates
of the attributes. The Attribute Update Manageris developed as the representation
of the Mutability of Attributes of the UCON model.

The attributes are stored and updated in XML files which contains subject
and object attributes. The Attribute Reader allows retrieving subject and object

23
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Figure 4.1: Modules of UCON engine.

attributes. The values of these attributes are very important for the evaluation
of expressions during the evaluation of policy and the attribute update process,
as well. The Policy Evaluator is developed for retrieving and parsing of the poli-
cies which are associated with the usage of an object. The Ezpression Evaluator
evaluates the expressions that are fundamental for the evaluation of usage policies
within a policy.

There is a log file (see Figure 4.2) where the information for the usage of the
object and enforcement of the UCON policy (XML structure) is kept. It contains
all those entries which are related to the usage sessions along with the attribute
updates which are taken place within a usage session.

The information which is kept for an event includes the Start of Usage, the
End of Usage, the State Transition and the Atéribute Update. The information for
the Start of Usage is needed in order to identify the start of a new usage session.
This information is recorded in the log file along with the time stamp, the sub-
ject’s id, the object’s id and the right which subject has requested to exercise on
the object. Subsequently, the information about Fnd of Usage is needed in or-
der to identify the end of a usage session. This information is recorded in a log
file along with the time stamp and consists of the subject’s id, the object’s id
and the right which a subject has requested for a specific object. It is needed to
keep information which is related to the state transition in the log file, in case
of a state transition includes either the time stamp or the previous state. We
should keep in the log file time stamp, type of the attribute update (preUpdate, pos-
tUpdate, or onUpdate), the object’s ID, the new value of the object attribute and
the previous value of the object attribute, in order to verify the attribute updates.
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<?xml version="1.0" encoding="UTF-8"7>
<log:UsageLog xmlns:log="ucon/UsageLog"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="ucon/Usagelog/Usagelog.xsd ">
<log:UsageSessions>
<log:NewUsageSession Object="Document" Right="Read"
Subject="athanasia001" TimeStamp="2013/04/04 16:48:09"/>
<log:AttributeUpdate AttributeName="NumberOfReadings"
0ldValue="[0.0]" TargetObjectID="Document"
TimeStamp="2013/04/04 16:48:09" UpdateType="PreUpdate"
UpdatedValue="[1.0]">
<log:ExpressionEvaluated FunctionID=
"internship.katsurak.model.algorithms.functions.Add"
Result="[1.0]" TimeStamp="2013/04/04 16:48:09">
<log:Inputs>
<log:Attribute AttributeName="NumberOfReadings"
ObjectID="Document" Value="[0.0]"/>
<log:Constant>1</log:Constant>
</log:Inputs>
</log:ExpressionEvaluated>
</log:AttributeUpdate
<log:StateTransition CurrentState="Requesting"
PolicyEvaluated="Requesting" PreviousState="NotApplicable"
SessionID="athanasia0O1,Document,Read"
TimeStamp="2013/04/04 16:48:09"/>
<log:StateTransition CurrentState="Accessing"
PolicyEvaluated="PermitAccess"
PreviousState="Requesting"
SessionID="athanasia001,Document,Read"
TimeStamp="2013/04/04 16:48:10"/>
<log:EndUsageSession Object="Document" Right="Read" Subject="athanasiaOO1"
TimeStamp="2013/04/04 16:49:28"/>
</log:UsageSessions>
</log:UsageLlog>

Figure 4.2: Part of usage log file.

4.2 UCON Policies

The policies in the UCON model control the access on an object by defining
conditions. Each transition of a state is allowed under some specific conditions. A
UCON policy imposes the attribute updates which will be carried out at each state
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during a usage session. The policies are specified by the object’s owner (subject)
or within a document. They include conditions and attribute updates that are
predicates to indicate the condition under which a state transition is allowed. The
primitive actions consist of the attribute updates that will be performed at each
state.

The policies in the UCON model are referred to a set of policies for each state.
For instance, a state could be requestingAccess, grantedAccess, denied Access, revok
edAccess and endAccess, according to the model’s description in Chapter 3. Fig-
ure 4.3 illustrates the different policies that can be executed. In every policy, there
is a target that identifies the subject, the object and the right for which the policy
is going to be enforced.

The requesting policy includes the PreUpdates that will be performed since the
requesting state is made. The transition from requesting state to accessing state
is controled by a policy. This policy includes the conditions under which a subject
can access an object for a specific right. When the conditions in this policy are
met in the requesting state, the subject’s state is the accessing state and attribute
updates associated with this state are performed. The aforementioned updates are
the OnUpdates and are continuously performed during the subject is accessing the
object.

When the conditions are not met in requesting state in order to access the
object then the access denied state occurs. The attribute updates associated with
this state are performed. Aslong as a subject is allowed access to an object then the
conditions for accessing the object are checked continuously. When the conditions
can no longer be met due to some changes, then the access is revoked. The attribute
updates that are associated with the revoked state are performed. The subject
could stop accessing the object before access is revoked and the endAccess state
happens and the associated attribute updates are performed.

As we discussed before, there are four states in which a subject could be tran-
sited, including requesting state, accessing state, denied state and revoked state.
There are various policies that can be defined for the usage of an object. Those
policies are written in XML, according to the Schema of eXtensible Access Control
Markup Language (XACML).

More precisely, the RequestingAccess Policy is the type of policy that consists of
the attribute updates that are to be performed when the requesting state happens.
The PermitAccess Policy is the type of policy that consists of the conditions that
should be met before accessing state is allowed to happen. The evaluation of this
policy is taking place during the accessing state. When the conditions are no longer
met, then the access is revoked. The Accessing Policy is the type of policy that
includes the updates of attributes that are performed during the accessing state.
The AccessDenied Policy is the type of policy that includes the updates of the
attributes that are performed in the access denied state. The RevokeAccess Policy
is the type of policy that includes the updates of attributes that are performed in
the access revoked state. Finally, the FndAccess Policy is the type of policy that
contains the attribute updates that are performed after the user ends the access.
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Figure 4.3: Control flow and execution of different policies.

A schema for the UCON policy has been developed. We included inside the
policy file the Target of Policy, the Type of Policy (see Figure 4.4), the Conditions,
the Primitive Actions, the Attribute Updates and some Expressions. The target of
the policy, as we mentioned above, identifies the subjects, objects and the rights for
which the policy is applicable. The policy type determines the state of the usage
session at which the policy is evaluated.

The condition element is used to determine the conditions under which the
state transition into accessing state is allowed. This is determined by expressions.
The primitive actions include attribute updates for implementing the concept of
mutability of attributes, as we discussed in Chapter 3. Finally, some expressions
are used in the definition of conditions and attribute updates in a policy.

4.3 Scenarios

In this section, we are going to illustrate by an example the power of UCON
engine and demonstrate how UCON models can be applied to protect the privacy
of digital information.

This example can be explained with Figure 4.5, Figure 4.6 and Figure 4.7
that represent the subject, object and policies under which the access is regulated,
accordingly. Suppose a user (Athanasia) (see Figure 4.5) would like to exercise
the right "Read" on an object (Document) (see Figure 4.6). If the policies in the
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PolicyType

Figure 4.4: Type of Policy.

policy file (see Figure 4.7) are satisfied successfully, then Athanasia can access the
Document.

The user Athanasia has a unique subjectID and subjectPWD in order to au-
thenticate herself. An AuthenticationManager is responsible for her authentica-
tion. A Context Manager maintains a Map of subjectID (key) which allows storing
the subjects’ and objects’ attribute that will be accessible to the subject and the
corresponding rights (in this case: "Read"). The decisions are received from the
AccessManager (i.e. through events). Reading and Updating of attributes are
performed by the AttributeManager.

In this case, Figure 4.5 demonstrates the structure of a subject (Athanasia) with
a unique subjectID (athanasia001) and a unique subjectPWD (SecretCode). We
defined the subject’s attributes as follow: "Department" with value "Computer-
Science, "DesignerOf" with value "UCON model"”, "Name" with value "Athanasia"
and "DocumentReadTime" with value "12:00".

Similarly, we present the structure of the object (Document) with a unique
objectID (Document) (see Figure 4.5). We defined the object’s attributes as follows:
"TimeForRead" with value "12.00" and "NumberOfTimes" with value "2.0".

Figure 4.7 represents the policies that have to be fulfilled. According to the
policy file, Athanasia can read the Document, if she belongs to Computer Science
Department, from twelve o’clock until one o’clock. The ExpressionEvaluator eval-
uates the expressions in a policy. The PolicyEvaluator evaluates the policies and
attributes updates. When the Context Manager requests for an object then the
Access Manager creates a decisionPolicyEvent and the mutabilityEvent. The con-
ditions are checked continuously. If the conditions for accessing the object either
have changed, or can no longer be met, then access is revoked.
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<?xml version="1.0" encoding="UTF-8"7>
<obj:0bject xmlns:obj="ucon/0Object"
xmlns:xsi="http://wuw.w3.org/2001/XMLSchema-instance"
xsi:schemal.ocation="ucon/0Object/Object.xsd ">
<obj:0bjectID>athanasia001</obj:0bjectID>
<obj:Attributes>
<obj:Attribute>
<obj:AttributeName>Department</obj:AttributeName>
<obj:AttributeValues>
<obj:AttributeValue>ComputerScience</obj:AttributeValue>
</obj:AttributeValues>
</obj:Attribute>
<obj:Attribute>
<obj:AttributeName>Designer0f</obj:AttributeName>
<obj:AttributeValues>
<obj:AttributeValue>UCON model</obj:AttributeValue>
</obj:AttributeValues>
</obj:Attribute>
<obj:Attribute>
<obj:AttributeName>Name</obj:AttributeName>
<obj:AttributeValues>Athanasia</obj:AttributeValues>
</obj:Attribute>
<obj:Attribute>
<obj:AttributeName>DocumentReadTime</obj:AttributeName>
<obj:AttributeValues>
<obj:AttributeValue>
1200
</obj:AttributeValue>
</obj:AttributeValues>
</obj:Attribute>
</obj:Attributes>
<obj:Secret>MySecretCombinationElias</obj:Secret>
</obj:0bject>

Figure 4.5: XML file with subject’s information.
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<?xml version="1.0" encoding="UTF-8"7>
<obj:0bject xmlns:obj="ucon/Object" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="ucon/Object/0bject.xsd ">
<obj:0bjectID>Document</obj:0bjectID>
<obj:Attributes>
<obj:Attribute>
<obj:AttributeName>TimeForRead</obj:AttributeName>
<obj:AttributeValues>
<obj:AttributeValue>1200</obj:AttributeValue>
</obj:AttributeValues>
</obj:Attribute>
<obj:Attribute>
<obj:AttributeName>Number0fTimes</obj:AttributeName>
<obj:AttributeValues>
<obj:AttributeValue>2.0</obj:AttributeValue>
</obj:AttributeValues>
</obj:Attribute>
</obj:Attributes>
</obj:0bject>

Figure 4.6: XML file with object’s information.
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<?xml version="1.0" 7>
<p:PolicySet xzmlns:p="ucon/UCONPolicy"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="ucon/UCONPolicy/UCONPolicy.xsd ">
<p:Policy PolicyType="PermitAccess">
<p:Target>
<p:Subject>athanasia001</p:Subject>
<p:0bject>Document</p:0bject>
<p:Right>Read</p:Right>
</p:Target>
<p:Condition CombiningAlgorithm=
"internship.katsurak.model.algorithms.combiningalgorithms.A11">
<p:Expression FunctionlD=
"internship.katsurak.model.algorithms.functions.LogicalAnd">
<p:Expression
FunctionID=
"internship.katsurak.model.algorithms.functions.StrEqua
<p:0bjectAttribute>
<p:RequestingSubject ></p:RequestingSubject>
<p:AttributeName>Department</p:AttributeName>
</p:0bjectAttribute>
<p:Constant DataType="String">ComputerScience
</p:Constant>
</p:Expression>
<p:Expression
FunctionID=
"internship.katsurak.model.algorithms.functions.LogAnd"
<p:Expression
FunctionID= "internship.katsurak.model.algorithms.
functions.TimeGreaterThan">
<p:Expression
FunctionID="internship.katsurak.model.algorithms.
functions.EnvironmentVariable">
<p:Constant DataType="String">CurrentTime </p:Constant>
</p:Expression>
<p:Constant DataType="Time">1200</p:Constant>
</p:Expression>
<p:Expression
FunctionID="internship.katsurak.model.algorithms.
functions.TimeLessThan">
<p:Expression
FunctionID="internship.katsurak.model.algorithms.
functions.EnvironmentVariable" >
<p:Constant DataType="String">CurrentTime </p:Constant>
</p:Expression>
<p:Constant DataType="Time">1300</p:Constant>
</p:Expression>
</p:Expression>
</p:Expression>
</p:Condition>
</p:Policy>
</p:PolicySet>
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Chapter 5

Case Study and Model
Implementation 2

In Chapter 4, we have focused on the designation and the implementation of
the UCON pc model as a general engine and we proposed an implementation
which is based on the description of the model [1, 2| by Jaehong Park, using the
Schema of eXtensible Access Control Markup Language (XACML) |29, 30, 31| and
XML [32, 33, 34, 35, 36, 37, 38|.

In this Chapter, we demonstrate a new perspective on the implementation of
the UCON 4pc model, using Data structures and a Database in order to extend
and simplify the aforementioned implementation. We have proposed an application
for Data Sharing (i.e. load/edit images) in which we used the new UCON Engine
that we developed using SQL [39, 40, 41, 42, 43] and java. This application could
be a part of a Social Network, in which the user can view or edit the images of other
users (right: load or edit), according to the permissions of the owner of the image.
In our case, a SQL Schema, some functions which represents the UCON Engine
have been developed and a graphical user interface (GUI) has been designed.

5.1 Design

In this section, we propose a SQL schema, as an approach to simplify the
previous implementation of Chapter 4.

The UCON engine consists of the SQL Schema and some functions. Those
functions check the conditions that have to be fulfilled and decide if the access
is going to be granted or denied. A location Database keeps pairs of IPs and
country prefixes, in order to include contextual information to our conditions and
a graphical user interface (GUI) has been designed. Our goal has been to develop
an application, in which the UCON Engine is embedded in order to show the power
of this model, through some scenarios.

The Data Sharing Application is a general engine for individuals data pro-
tection. People have been embarrassed by putting too much information on the

33
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internet. This application could be a part of Social Network, in order to protect
individuals data. This application was developed in Netbeans IDE 7.2.1. In terms
of Database, we used Apache Derby DB due to the following advantages. First of
all, Apache Derby is easy to install, deploy, and use. Furthermore, it is based on
the Java, JDBC, and SQL standards and provides us an embedded JDBC driver
that helps us to embed Derby in our work.

Our proposed SQL Schema consists of tables which are related to the subjects
and the objects which are associated with attributes, the rights that subjects can
exercise on objects, the policy rules that should be satisfied, mutation features and
continuity of decisions features.

In the rest of this section, we present the SQL schema, the UCON database,
the Location database and the functions that regulate the access, in detail.

5.1.1 SQL Schema and UCON Database

We have used Apache Derby DB in order to create the tables of the UCON 4p¢
model.

SubObjCont: We defined the SubObjCont table, for subjects (s), objects (o),
context (c¢) (see Table 5.1). A subject requests to exercise some rights on an
object. A subject could be a human or a device acting on behalf of a human.
An object is the source that a subject would like to access (i.e. a printer
or a file). A context could be an environmental variable (i.e Location of a
Subject).

In the Table 5.1, socID indicates the id of subject, object or context, socType
indicates whether the column contains subject, object or context, socName
is the name of a subject, object or context and a socDescription is additional
information for each of them. In our UCON Database, we keep information
for the subject (socType), sl (soclD), Athanasia (socName), who belongs to
Computer Science Department (socDescription). Similarly, the object (soc-
Type), ol (socID), "imagel.jpg" (socName) from folder "meta/objects/" is
also kept in the UCON Database. We also keep contextual information (soc-
Type), cl (socID), for Location (socName), with the Description: "France"

(socDescription).
socID socType socName socDescription
sl subject  Athanasia ComputerScienceDepartment
ol object  imagel.jpg meta/objects
02 object  image2.jpg meta/objects
cl context Location France

Table 5.1: SubObjCont Table.

SubObjAttributes: In Chapter 3, we have mentioned that subjects and objects
are associated with attributes, information related to subject and object (i.e.
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the Department of a user or the access time for the object). We defined the
SubObjContAttributes table, for the subjects’ and objects’ attributes (see
Table 5.2). A subject or an object could have more than one attributes,
either mutable or immutable.

In the Table 5.2, socID indicates the id of subject or object that is associated
with this attribute, attName and attValue indicate the name and the value
of this attribute. In our UCON Database, information for the attributes
of subject sl (socID) includes Department, Specialization, login (attNames)
with values ComputerScience, UCONmodel, athanasiakat (attValues), ac-
cordingly. Similarly, accessMilliSeconds (time in milliseconds that the object
can be accessed) and accessTime (how many times the object can be ac-
cessed) are the attributes of objects ol and 02 (socIDs), with values 5000,
0 and 3000, 0, , respectively. Both attributes are mutable, as their values
change as a consequence of the access. For instance, the value for the ac-
cessTime increases when the object is accessed.

soclD attName attValue
sl Department ComputerScience
sl Specialization UCONmodel
sl login athanasiakat
ol accessMilliSeconds 5000
ol accessTime 0
02 accessMilliSeconds 3000
02 accessTime 0

Table 5.2: SubObjAttributes Table.

Rights: We defined the Rights table, for the type of rights (see Table 5.3).

In the Table 5.3, rID indicates the id of a right, rName is the name of the right
and rDescription provides additional information for a specific right. In our
UCON Database, the possible rights could be 'w’ or 't’ (rIDs) that represent
the write (edit the image) or read (load the image) (rNames), accordingly.

rID rName  rDescription

r read  LoadAnlmage
w write  WriteAnlmage

Table 5.3: Rights Table.

Policy Rule: We defined the PolicyRule table where the policy rules are deter-
mined.
In the Table 5.4, pID indicates the id of a policy rule, pName is the name of
the policy rule, pDescription is additional information related to the policy
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rule and rID, sID, oID indicate the ids of right, subject, object, respectively.
The policy rule imposes the rule under which a subject could access the object
with a specific right. In our UCON Database, information for the policy rules
pl (pID) includes the AccessLoad (pName), subject sl (sID), right t’ (rID)
that the subject could exercise to the object ol (oID). Similarly, p2 (pID)
includes the AccessEdit (pName), subject sl (sID), right 'r’ (rID) that the
subject could exercise to the object 02 (0ID). Therefore, the subject s1, could
read but not write the object ol and could write but not read the object 02.

pID pName pDescription rID  sID oID

pl  AccessLoad LoadAnImageFromAthanasia r sl ol
p2  AccessEdit EditAnlmageFromAthanasia w sl 02

Table 5.4: PolicyRule Table.

Predicate: We defined the Predicate table which has comparisons between a name
of an attribute and a specific value (see Table 5.5). This table is essential for
checking some conditions.

In the Table 5.5, prID indicates the id of predicate, soclD is the id of either
subject or object, attName which is the attribute of the subject or object that
is going to be compared with a specific value (prValue), using a comparison
operator (compOp). In our UCON Database, information for prl (prID)
includes the subject’s id (socID) sl, its attribute Department (attName), '=’
(compOp) and the predicate value ComputerScience. Similarly, pr2 and pr3
include information related to the accessTime for each of images, o1 and 02.

prID  socID attName compOp prValue

prl sl Department = ComputerScience
pr2 ol accessTime <= 7

pr3 02 accessTime <= 2

Table 5.5: Predicate Table.

ABC: We defined ABC table in order to declare the type of ABC model com-
ponents, such as authorizations (i.e preAuthorizations, ongoingAuthoriza-
tion), oBligations (i.e preoBligations,ongoingoBligations), conditions (pre-
Conditions, onConditions), along with the policy rule and the predicate (see
Table 5.6).

In the Table 5.6, pID indicates the id of policy rule, abcType represents the
type of the ABC components of the model, prID is the id of the predicate
and freq is the frequency factor which gives the amount of millisecond that
the abcType has to be checked. In our UCON Database, information for
preConditions (abcType) includes the id of policy rule (pID) pl, the id of
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predicate prl, pr2 and the frequency factor, which in this case is zero. As far
as ongoingConditions (abcType) are concerned, the frequency factor (1000)
means that the checks of conditions will be done every 1000 milliseconds.

pID abcType prID  freq

pl preCon  prl 0
pl preCon  pr2 0
p2  preCon  pr3 0
p2  preCon  prl 0
pl onCon pr2 1000
p2 onCon pr3 1000

Table 5.6: ABC Table.

Update: We defined the update table for the attributes updates (i.e PreUpdates,
onUpdates) that are going to be held (see Table 5.7).
In the Table 5.7, ulD indicates the id of update, socID is the id of subject
or object, attName is the name of the subject’s or object’s attribute that
will be updated. The value of this attribute will be changed by the uvalue,
according to the Operand. In our UCON Database, we keep information for
the update ul, u2 (ulDs), where the value of accessTime increases (Operand:
'+7) by 1 (uValue), when ol and 02 are accessed.

ulD  socID  attName  Operand uValue

ul ol accessTime + 1
u3 02 accessTime + 1

Table 5.7: Update Table.

Mutation: We defined the Mutation table where we keep the update type along
with the policy id, the update id and the frequency factor, in order to repre-
sent the continuity of decision (see Table 5.8).
In the Table 5.7, pID is the id of policy rule, ulD indicates the id of update,
mType is the type of update (preUpdate, ongoingUpdate), freq is the amount
of millisecond that the mType has to be checked. In our UCON Database, we
keep information for the update ul, u2 (ulDs), where the value of accessTime
increases (Operand: '+’) by 1 (uValue), when ol and 02 are accessed.

5.1.2 Location Database

In order to extend the functionality of our application adding features related
to user’s location, as we discussed it in the Section 5.1.1 (i.e context in SubObjCont
table), we have created a Location Database, which is also an Apache Derby DB.
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pID ulD mType freq

pl ul  preUp 0
p2 ud  preUp 0
pl ul onUp 1000
p2  u3 onUp 1000

Table 5.8: Mutation Table.

In this Database we kept a list of pairs of IP addresses and country prefixes (see
Table 5.9). We have developed some functions for retrieving the TP address of the
subjects and checks if this IP exists in the list of IPs in the Location Database. If
80, it returns the prefix of the country, in order to be evaluated by another function,
returning the country where the subject is located.

More precisely, two functions have been developed. The former function returnlP
(String cacheHostname), that retrieves the IP of the subject and the returnCountry
(String ip, String cacheHostName, Statement stmt, String countrypref ), which calls
the aforementioned function in order to retrieve the country where a subject is lo-
cated.

Therefore, by retrieving the user’s IP, we are able to know about his/her location
and also check the Location factor along with the other conditions. For instance, as
we mentioned in Section 5.1.1, we have the context c1 where the Location is France.
We retrieve socDescription in order to get the name of the Location that we would
like to check with user’s country. If the user’s location matches to socDescription
then the preConditions related to context are satisfied, and then access is granted
between the subject and the object.

ipAddress CountryPrefix

215255255 fr
287255255 gr

Table 5.9: Location Table.

5.1.3 Functions of the UCON Engine

In this section, we illustrated all the functions that we have developed in order
to implement the UCON4pc model as an Engine that regulates the access on
objects. Figure 5.1 depicts the Data Sharing Application and the UCON engine
which is embedded into the application. This Application consists of the graphical
interface of the Application (application part) and the UCON Engine (ucon engine
part), which is a set of functions that regulates the access related to a specific
object for a specific subject.
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Figure 5.1: Data Sharing Application.

More precisely, the Data Sharing Application has been developed in four parts.
The first part consists of the graphical user interface (untrusted part). The second
part consists of the manager for the UCON Database which contains all the ap-
propriate functions in order to initialize the Database, create the essential tables,
as they were described in Section 5.1.1 and insert values into the tables (Database
Part). The third part consists of the functions which check the conditions (preCon-
ditions, ongoingConditions) and if the conditions are met, then the UCON Engine
gives the permissions to a subject for accessing a specific object (trusted part). It
worths mentioning that the conditions are checked not only before the access is
granted but also during the access. If the conditions are no longer satisfied, then
the UCON engine terminates the access. The fourth part consists of the manager
for the Location Database which contains all the appropriate functions in order
to initialize the Location Database, create the appropriate tables, as they were
described in Section 5.1.2.
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5.2 Execution of Data Sharing Application

Firstly, we should initialize the UCON Database. We have developed functions
that attempt to connect to the Derby Database and create the tables, as we de-
scribed in Section 5.1.1. Secondly, we should initialize the Location Database by
executing the appropriate functions that connect to the Database and create the
location table.

Having initialized our Databases, we should execute the application part. In
order to login to the application, the user has to provide his/her username in the
appropriate field and then to click the “Login” button (see Figure 5.2). Upon a user
is logged in the Data Sharing Application (application part), s/he will be directed
to a list of images (application part) which is restricted and s/he could view some
or all the images under some specific conditions (see Figure 5.4). In order to view
an image, s/he has to click on the image and then press the Load or Edit button.
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Figure 5.2: Login Page.

Since the user pressed the Load or Edit button, the UCON engine (ucon engine
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Figure 5.3: Login Page.

part) is called (see Figure 5.1) in order to enable the usage control of images in our
application. The function startUsing(String subject, String object, String mode) is
called. This function enables the UCON engine. The arguments of this function
include the subject’s and object’s name and the mode that the subject has chosen
to access the object ('load’ or ’edit’).

In order to check the preConditions, it calls the functions checkPre ConSubj(String
subject, String object, String condType, String mode),checkPreConQbj(String subject,
String object, String condType, String mode), and checkPreConCon(String context).
The first function checks the preConditions of a subject. It has the same arguments,
as input, with the startUsing function. The second function checks the preCondi-
tions of an object. The third function checks the preConditions of the context. If
preConditions are met successfully, then the function checkForAccess(String subject,
String object, String context, String mode) is called, in order to check if the specific
right (load’/’edit’) is allowed for the pair (subject, object). If so, then s/he will
be redirected to the Image Viewer or Image Editor (see Figure 5.5, Figure 5.7) for
the first time.
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Figure 5.4: Welcome Page.

Then, the ongoingConditions are enforced in order to ensure the control during
the access. The startUsing function calls the functions checkOnConSubj(String subject,
String object, String condType, String mode) and checkOnConObj(String subject,
String object,String cond Type,String mode), in order to check the ongoingCondi-
tions of a subject and object, respectively. While the ongoingConditions are satis-
fied then the subject could access the object (load’/’edit’).

It is worth mentioning that both Image Viewer and Image Editor have been
implemented and called from the part of UCON Engine (trusted part). A notifi-
cation message may be displayed if the user has not got the permissions for the
selected image (see Figure 5.6, Figure 5.8).

5.3 Scenarios

In this section, we present two scenarios that allow loading/editing an image.
Let us assume that Athanasia (subject) works at Computer Science Department
(subject attribute) and she is responsible for designing the UCON 4p¢ model (sub-
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ject attribute). She has been given a username athanasiakat (subject attribute)
from her Department. Furthermore, her Department has a folder that contains
images (objects) which can be viewed or edited under some specific conditions
(preConditions or/and ongoingConditions) that have to be fulfilled.

Scenario # 1: Load an Image

Scenario 1: Athanasia (subject) has to belong to the Computer Science De-
partment (preCon) and she has to be in France (contextual information) in order
to have the permission for accessing (right : read) "imagel.jpg" (object), 7 times
(mutability) from this folder and each time she can access it for 5 seconds (onCon).

Athanasia is logged in the application by providing her username, as we de-
scribed it above (see Figure 5.3), and directed to the list of images (see Figure 5.4).
When Athanasia clicked on the image and then pressed the Load button, the
UCON engine (ucon engine part) is enforced (see Figure 5.1) in order to enable the
usage control of images and check if this user has the appropriate permissions for
accessing ('load’) this image.

The UCON Engine starts (startUsing("athanasiokat”, "imagel.jpg","France”,
"load")) by checking the preConditions for the subject (checkPreConSubj("athanasia
kat", "imagel.jpg", "preCon", "load")), the preConditions for the object (checkPre
ConObj("athanasiakat”, "imagel.jpg", "preCon”, "load")) and the preConditions
for the context (checkPreConCon("France")). More precisely, in our case, the
UCON Engine checks if athanasiakat belongs to Computer Science Department
(see the Tables in Section 5.1.1) and if the access time is elapsed. It also checks if
the location is France (see Table 5.9) by retrieving the IP address of athanasiakat
and calling the function returnCountry("12893
135222", "Athanasia-PC", stmt, String "fr") that returns the name of the country.

If the preConditions are met, then it checks if she has permissions for exercising
the load operation (right:'read’) (checkForAccess("athanasiakat”, "imagel.jpg",
"load")). If so, the attributes which are related to accessTime (accessTime = ac-
cessTime + 1), as well as the variable which represents the seconds of each access
are changed (mutability), otherwise she is redirected to the list of images. Then, the
ongoingConditions are enforced (checkOnConSubj("athanasiakat”, "imagel.jpg",

"load"), checkOnConObj("athanasiakat”, "imagel.jpg", "load")), in order to check
during the access if the conditions are met or not. If she has not the appropriate
permission for loading the image or when conditions are not met anymore (i.e the
available seconds for loading this image are elapsed) then she can not exercise any
rights to the image (see Figure 5.6) and she is redirected to the list of images again.

Scenario # 2:Edit an Image

Scenario 2: Athanasia (subject) has to belong to the Computer Science De-
partment (preCon) in order to have the permission for accessing (right : write)
"image2.jpg"(object), 2 times (mutability) from this folder.
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Athanasia is logged in the application by providing her username, as we de-
scribed it above (see Figure 5.3), and directed to the list of images (see Figure 5.4.
When Athanasia clicked on the image and then pressed the Edit button, the UCON
engine (ucon engine part) is called (see Figure 5.1) in order to enable the usage con-
trol of images and checks if this user has the appropriate permissions for accessing
(’edit’) this image.

The UCON Engine starts (startUsing("athanasiakat”, "image2.jpg", "edit"))
by checking the preConditions for the subject and object (checkPreConSubj("athana
siakat"”, "image2.5pg", "preCon", "edit"), checkPreConObj("athanasiakat", "image2.
Jpg", "preCon”, "edit"). More precisely, in our case, the UCON Engine checks if
athanasiakat belongs to Computer Science Department (see the Tables in Section
5.1.1) and if the access time is elapsed.

If the preConditions are met, then it checks if she has permissions for exercising
the load operation (right:'read’) (checkForAccess("athanasiakat”, "image2.jpg", "edit")).
If so, the attribute which is related to accessTime (accessTime = accessTime + 1)
(mutability) is changed, otherwise she is redirected to the list of images. Then, the
ongoingConditions are enforced (checkOnConSubj
("athanasiakat", "image?2.
gpg", "edit"), checkOnConObj("athanasiakat”, "image2.5pg”, "edit")), in order to
check during the access if the conditions are met or not. If she has not the appro-
priate permission for editing the image or when conditions are not met anymore
then she can not exercise any rights to the image (see Figure 5.8) and she is redi-
rected to the list of images again.
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Chapter 6

Conclusions, Discussion and
Future Research

In this work, we discussed about Access Control (see Chapter 2) and Usage
Control (see Chapter 3), demonstrating the state of the art on Access and Usage
Control. More specifically, in Chapter 2, we gave some definitions on Access Control
and described some Access Control models. We exhibited the limitations of these
Access Control models. In Chapter 3, we exhibited some definitions on Usage
Control and described in details the UCON 4 pc model, which is a powerful model
and is able to cover the most of the limitations which are faced by Access Control.

In the last two Chapters (Chapter 4 and Chapter 5) we illustrated two imple-
mentations of the conceptual UCON gpc model. The former implementation can
be a part of a system and its detailed description has been made in Chapter 4.
Actually, it is an Engine that could be embedded within a system, proving the
usage control of individuals data. This implementation has been intended to be
used either into a social network application or as a service within a system like
a reference monitor to handle the usage control requirements of the objects and
mediate access to resources. The latter implementation consists of an application
in which we have embedded the UCON Engine. In order to simplify the former
implementation, in this part we used Data structures and a Database. A graphical
user interface (GUI) has been designed as well. This application could run on any
devices like PDSs [44, 45].

As we discussed in Chapter 4, as far as the former implementation is concerned,
we developed the UCON model in java and we created the UCON policies in XML
(XACML) [32, 33, 34, 35, 36, 37, 38]. The reason why we have chosen to implement
this model in Java language instead of other languages (i.e. C, C++, Python) is
that Java offers plenty of libraries. Some examples include the Xalan-Java which
fully implements XSL Transformations (XSLT)! and the XML Path Language

1. XSLT is the first part of the XSL stylesheet language for XML and includes the XSL
Transformation vocabulary and XPath.
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(XPath) 2.

We have chosen to implement the Policies of this model using XML (XACML),
taking advantages of XML. First of all, XML is very simple language and allows
the developers to store the structured data into XML files. For instance, XML files
can keep records instead of a Database. Those file could be changed easily when is
needed. Second, almost all the technologies using XML file in order to store data
in an open environment, such as the Internet. Third, XML is supported by PHP,
Java, ASP, .NET, C, C++, Perl, Python and almost all programming languages.

In Chapter 5, we demonstrated a new perspective on the implementation of
the UCON 4p¢ model in our latter implementation using Data Structures (SQL)
and a Database in order to extend and simplify the former implementation. More
precisely, we designed a SQL schema with all the appropriate tables which con-
stitute representations of the conceptual UCON 450 model [1, 2]. For the sake of
simplicity, we have used the SQL that is very fast and efficient, especially if lots of
I/0s have to take place. We realized that SQL worked well to get and store data.
However, in the latter implementation, no history is recorded, as opposed to the
former implementation.

In future work, considering the Personal Data Server (PDS) context [44, 45|
and the short amount of memory in a PDS, we could use the latter implementation
and we could imagine this application as a part of a Social Network, in order to
protect individuals data. In this case, it could be embedded in a Personal Data
Server, providing Secure Data Sharing. This Data Sharing Application constitutes
a general engine for individuals data protection. By this application, after the eval-
uation of policies, a usage decision (i.e. granted, denied) has been made, providing
security in the Data Sharing transactions.

To sum up, in view of the above considerations I believe that the Social Net-
working Research Area could be benefited from this work. We could imagine a
safer Social Network which could be benefited from the UCON engine for the Data
Sharing (i.e. images, other files), as a mean to share data safely.

2. XPath is a language for addressing parts of XML documents
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