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Abstra
t

Wireless a

ess, use and tra�
 demand are on a fast rise. The number of mobile

devi
es and their 
apabilities, a

essing potentially multiple wireless network inter-

fa
es, also in
rease dramati
ally. Wireless networks experien
e �periods of severe

impairment�, 
ausing severe degradation to the performan
e of the servi
e running

on wireless devi
es and to the respe
tive user experien
e. The 
rowd-sour
ing and

parti
ipatory sensing in large-s
ale systems provide the 
apability to monitor in

real-time the quality of servi
e (QoS).

Motivated by the need to enable users to sele
t the appropriate provider/operator,

espe
ially when visiting a new environment, we developed the u-map system. A

u-map 
lient running on a smartphone uploads in regular basis information about

the user pro�le (e.g., servi
e requirements, devi
e 
apabilities), QoE feedba
k

about servi
es (as indi
ated expli
itly by the user), tra�
 demand statisti
s, net-

work/spe
trum 
onditions, and position of the devi
e. This information is stored

in a spatio-temporal geo-database, atta
hed to a u-map server. A u-map 
lient

may query this database to obtain information about servi
e providers and their


ustomers' satisfa
tion. In that way, a user 
an make an edu
ated sele
tion of the

appropriate provider, when visiting a new area. The term appropriate denotes the

provider that best mat
hes the user's 
riteria (e.g., it is the best in term of a 
ertain

QoS metri
, or in QoE, in that area, or it supports spe
i�
 features). Moreover,

given that a smartphone may have a

ess to several network interfa
es simultane-

ously, a u-map 
lient may sele
t the appropriate wireless or 
ellular operator and

network interfa
e for o�oading its tra�
.

This thesis presents the u-map system and analyzes its performan
e, in terms

of power 
onsumption, responsiveness, and s
alability. To understand how users

assess su
h systems in general, and how they per
eive the performan
e of the u-

map and its servi
es spe
i�
ally, we also performed a 2-week �eld study with 21

real users. The out
omes of the performan
e analysis and the �eld study are en-


ouraging: The power 
onsumption and response delay of the u-map are relatively

low. Most of the parti
ipants indi
ated that the u-map 
an improve their experi-

en
e and helps in the dis
overy of networks that o�er improved QoS. During the

study, 30% of users dis
overed the best available network, improving substantially

their experien
e. Users were also satis�ed with the graphi
al user interfa
e (GUI)

of the u-map and other spe
i�
 features, as well as the overall performan
e of

the u-map servi
e. Based on user feedba
k, we also modeled the user satisfa
tion

about the u-map as a utility fun
tion. The model 
an predi
t the overall s
ore of

the user satisfa
tion about the u-map a

urately. Finally, we applied the u-map

in other domains, su
h as water distribution networks and medi
al appli
ations,

demonstrating its generality.





Περίληψη

Η ζήτηση και η χρήση ασύρματης πρόσβασης αυξάνονται ραγδαία. Το πλήθος των
φορητών συσκευών και οι ικανότητές τους, συμπεριλαμβανομένης και της δυνατότητας
πρόσβασης σε πολλαπλές διεπαφές δικτύου, επίσης αυξάνονται δραματικά. Τα ασύρμα-
τα δίκτυα παρουσιάζουν «περιόδους οξείας δυσλειτουργίας», προκαλώντας σημαντική
υποβάθμιση στην απόδοση της υπηρεσίας που εκτελείται σε ασύρματες συσκευές και
την αντίστοιχη εμπειρία του χρήστη. Η συλλογή δεδομένων από πλήθος φορητών
συσκευών σε συστήματα μεγάλης κλίμακας παρέχει τη δυνατότητα να εποπτεύουμε
σε πραγματικό χρόνο την ποιότητα υπηρεσίας (QoS).
Παρακινούμενοι από την ανάγκη να επιτρέψουμε στους χρήστες να επιλέγουν τον

κατάλληλο πάροχο, ειδικά όταν επισκέπτονται ένα νέο περιβάλλον, αναπτύξαμε το
σύστημα u-map. ΄Ενας πελάτης u-map (u-map 
lient) που εκτελείται σε μια έξυ-
πνη συσκευή κινητής τηλεφωνίας (smartphone) μεταφορτώνει τακτικά πληροφορία
σχετικά με το προφίλ του χρήστη (π.χ., απαιτήσεις του χρήστη, δυνατότητες της συ-
σκευής), εκτιμήσεις ποιότητας εμπειρίας σχετικά με υπηρεσίες (που αναφέρονται ρητά
από τον χρήστη), στατιστικά ζήτησης, δικτυακές/φασματικές συνθήκες, καθώς και
τη θέση της συσκευής. Αυτή η πληροφορία αποθηκεύεται σε μια χωρο-χρονική βάση
δεδομένων συνδεδεμένη στον εξυπηρετητή u-map (u-map server). ΄Ενας πελάτης u-
map μπορεί να κάνει επερωτήσεις στη βάση δεδομένων για να αποκτήσει πληροφορία
σχετική με παρόχους υπηρεσίας και την ικανοποίηση των πελατών τους. Με αυτόν
τον τρόπο, ένας χρήστης μπορεί να κάνει μια μελετημένη επιλογή του κατάλληλου
παρόχου, όταν επισκέπτεται μια νέα περιοχή. Ο όρος «κατάλληλος» υποδηλώνει τον
πάροχο που ταιριάζει περισσότερο στα κριτήρια του χρήστη (π.χ., είναι ο καλύτερος
με βάση κάποια συγκεκριμένη μετρική ποιότητας υπηρεσίας, ή την ποιότητα εμπειρίας,
στην εκάστοτε περιοχή, ή υποστηρίζει συγκεκριμένα χαρακτηριστικά). Επιπλέον, δε-
δομένου ότι μια έξυπνη συσκευή κινητής τηλεφωνίας μπορεί να έχει πρόσβαση σε
μερικές διεπαφές δικτύου ταυτόχρονα, ένας πελάτης u-map μπορεί να επιλέξει τον
κατάλληλο ασύρματο ή κυψελωτό πάροχο και διεπαφή δικτύου για την αποσυμφόρηση
της κίνησης δεδομένων της συσκευής.
Αυτή η μεταπτυχιακή εργασία παρουσιάζει το σύστημα u-map και αναλύει την

απόδοσή του, σε όρους κατανάλωσης ισχύος, αποκρισιμότητας, και κλιμακωσιμότη-
τας. Για να κατανοήσουμε πως οι χρήστες αξιολογούν τέτοια συστήματα γενικά, και
πως αντιλαμβάνονται την απόδοση του u-map και των υπηρεσιών του ειδικότερα, ε-
κτελέσαμε επίσης μια μελέτη πεδίου 2 εβδομάδων με 21 πραγματικούς χρήστες. Οι
εκβάσεις της ανάλυσης απόδοσης και της μελέτης πεδίου είναι ενθαρρυντικές: Η κα-
τανάλωση ισχύος και η καθυστέρηση απόκρισης του u-map είναι σχετικά χαμηλές. Οι
περισσότεροι από τους συμμετέχοντες υπέδειξαν ότι το u-map μπορεί να βελτιώσει
την εμπειρία τους και βοηθά στην ανακάλυψη δικτύων που προσφέρουν βελτιωμένη
ποιότητα υπηρεσίας. Κατά τη διάρκεια της μελέτης, το 30% των χρηστών ανακάλυ-
ψαν το καλύτερο διαθέσιμο δίκτυο, βελτιώνοντας ουσιαστικά την εμπειρία τους. Οι
χρήστες ήταν επίσης ικανοποιημένοι με το γραφικό περιβάλλον χρήστη (GUI) του
u-map και άλλα συγκεκριμένα χαρακτηριστικά του, καθώς και με τη γενική απόδο-
ση της υπηρεσίας του u-map. Βασισμένοι στην ανατροφοδότηση από τους χρήστες,



μοντελοποιήσαμε επίσης την ικανοποίηση των χρηστών σχετικά με το u-map σαν μια
συνάρτηση ωφελιμότητας. Το μοντέλο μπορεί να προβλέπει τη γενική βαθμολογία
της ικανοποίησης των χρηστών σχετικά με το u-map με ακρίβεια. Τέλος, εφαρμόσα-
με το u-map σε άλλες περιοχές, όπως δίκτυα διανομής νερού και ιατρικές εφαρμογές,
επιδεικνύοντας την γενικότητά του.
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Front view of the main building of FORTH.

Chapter 1

Introdu
tion

�This is where it all begins. Everything starts here, today.�

� David Ni
holls, One Day

Wireless a

ess, use, and tra�
 demand are on fast rise. By 2019, the mobile

data tra�
 will rea
h an annual run rate of 291.8 Exabytes worldwide, in
reas-

ing approximately 10-fold sin
e 2014, while video tra�
 will be in
reased 13-fold

during the same period [1℄. The number of mobile devi
es and their 
apabilities

also in
rease dramati
ally. The wide range of appli
ations and servi
es running

on smartphones have di�erentiated network requirements. New, emerging servi
es

further individualize network requirements. Examples of su
h servi
es are mobile

health [2℄, mobile ma
hine-to-ma
hine (M2M) [3℄, home automation [4℄, real-time

monitoring, and telepresen
e appli
ations. On the other hand, wireless networks

experien
e �periods of severe impairment�, 
ausing severe degradation of the Qual-

ity of Servi
e (QoS). Traditionally, QoS indi
ators based on throughput, laten
y,

jitter, and pa
ket loss have been employed to quantify network and servi
e per-

forman
e. However, su
h metri
s 
annot 
apture adequately the human-per
eived

Quality of Experien
e (QoE). Due to the diverse set of servi
es, network operators,

and users, the estimation of the QoE is 
hallenging and largely underexplored. Fur-

thermore, in various produ
tion networks, there are no automated real-time QoE

1
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diagnosti
 tools.

Not only the networks but also the business models of the 
ommuni
ation

servi
es over these networks 
hange. The te
hnology for dynami
 network sele
tion

is ready: Smartphones with dual Subs
riber Identity Module (SIM) 
ards have

already been designed [5, 6℄. The �ex servi
e, whi
h has been assumed as a typi
al

a

ess paradigm in wireless Lo
al Area Networks (LANs), has also been proposed

for 
ellular networks and studied [7, 8℄. Digital marketpla
es where providers,

mobile network operators (MNOs), and users 
an trade 
ommuni
ations servi
es

[9℄, or where MNOs bid for the right to transport users' requested servi
es over their

infrastru
ture [10℄ have already been proposed in the literature. Another re
ent

trend in wireless a

ess markets is the presen
e of mobile virtual network operators

(MVNOs). MVNOs do not own spe
trum or network infrastru
ture; instead they

lease resour
es (e.g., a

ess) in the wholesale market from MNOs and resale a

ess

servi
es in the retail market [11℄.

The advan
es in wireless and sensor networks, 
loud servi
es, and smartphones

have enabled the monitoring of large-s
ale dynami
 environments and real-time

data analysis. Crowdsour
ing and parti
ipatory sensing in large-s
ale systems pro-

vide the 
apability to monitor in real-time the QoS as well as to estimate and

predi
t the per
eived QoE of servi
es. Based on this information, personalized re
-

ommendations 
an be provided to 
ustomers for the appropriate servi
es a

ording

to their pro�le. Moreover, smart data analyti
s 
an enable servi
e providers to

improve their servi
es.

1.1 Motivation

We witness a paradigm shift: The traditional mobile network a

ess paradigm is

both stati
 and fragmented: Users subs
ribe to or prepay for spe
i�
 
ellular op-

erators/providers for long-term network a

ess. On the 
ontrary, the existing and

emerging wireless a

ess markets are of larger s
ale, with more users and more

players in the game. There is an in
rease in the number of tele
om operators and

their servi
es, as well as a dramati
 growth of mobile data. Users are be
oming

more heterogeneous, with di�erent demands and pro�les. Customers have more

options in terms of various tele
om servi
es and dataplans. These new markets are

larger, more 
omplex,and more dynami
. Network providers may form 
oalitions

and various partnerships. Mobile Virtual Network Operators (MVNOs) provide

servi
es, often targeting spe
i�
 populations. Moreover, the Body of European

Regulators for Ele
troni
 Communi
ations (BEREC) [12, 13℄ as well as the Federal

Communi
ations Commission (FCC) [14, 15℄ in re
ent reports envisage measures

for 
onsumer empowerment, boosting 
onsumer 
hoi
e, network transparen
y and

developing me
hanisms for data 
olle
tion and analysis. By providing meaning-

ful feedba
k to 
ustomers and providers, the QoE of servi
es 
an be signi�
antly

improved.

These trends motivated our resear
h in analyzing tele
ommuni
ation markets.
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Spe
i�
ally, we have developed the u-map, a user-
entri
 reviewing system that

enables users to monitor various servi
es (running on smartphones) and 
olle
ts

user opinion s
ores about their performan
e. The u-map informs users about the

estimated performan
e of various servi
es, and empowers them to sele
t the appro-

priate servi
e provider/operator, espe
ially when visiting a new region. Providers


an also a

ess the u-map to obtain network measurements about their infrastru
-

ture and user feedba
k about their 
overage/servi
es performan
e to potentially

improve/adjust their deployment and servi
es. Thus, the u-map 
an a
t as an

�early-warning� and 
hurn-avoidan
e me
hanism. It also allows them to gain a

better knowledge about their 
ustomers and their QoE 
riteria and assess their

strategi
 network planning, pri
ing de
isions and servi
e deployment strategies in

a �ner spatial granularity. The u-map 
an provide feedba
k about the �
ompat-

ibility� of the devi
e, OS, and servi
e and their impa
t on the user experien
e,

allowing the manufa
turer, platform/OS developer, and servi
e provider to early

identify potential problems and 
onstantly improve their produ
ts. Via u-map,

regulators 
an dete
t whether operators 
omply to 
ertain spe
i�
ations. In that

way, the u-map 
an be
ome a powerful tool to users, providers, manufa
turers,

operators, and regulators, introdu
ing a paradigm shift in wireless a

ess markets.

In this work, we have fo
used in two type of servi
es, namely the Global System for

Mobile Communi
ations (GSM) and Voi
e over IP (VoIP) 
all servi
e. The VoIP

servi
e is provided to the users through Sipdroid, an open-sour
e Android appli-


ation. Moreover, the team has developed CoRLAB [7, 8℄, a modeling framework

and simulation platform to analyze the evolution of tele
ommuni
ation markets

and servi
es under a diverse set of 
ustomer populations and network 
onditions.

The u-map 
an feed CoRLAB with real-time or semi real-time data about users

and QoE feedba
k about their servi
e. With the u-map, we aim to assist users,

providers and regulators to understand the emerging wireless markets and make

more edu
ated de
isions.

1.2 Obje
tives

The obje
tives of this work are the following:

1. The design of the u-map and its implementation.

2. The performan
e analysis of the u-map, evaluating the following aspe
ts:

(a) The power 
onsumption.

(b) The responsiveness (e.g., the delay that a user experien
es when query-

ing the server).

(
) The s
alability of the u-map server, i.e., the delay as the tra�
 demand

of the server in
reases.

(d) The overall performan
e of the u-map, its Graphi
al User Interfa
e

(GUI), and its main fun
tionalities, e.g., provider sele
tion, improve-

ment of QoE.
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(e) The dominant parameters that a�e
t the user experien
e and future

adoption of the u-map.

(f) The main weaknesses of the u-map.

3. Knowledge about the user requirements and pro�le.

4. A generalization of the u-map, by extending its fun
tionality in other do-

mains.

1.3 Methodology

We �rst spe
i�ed the system requirements and the desired properties of the system:

A proper data representation s
heme should be determined to ensure an e�
ient

and s
alable data management and a

ess 
ontrol. Furthermore, the set of sup-

ported servi
es and queries should be designed in su
h a way, that the various

entities (e.g., users, providers) 
an a

ess the information they need in a reliable

and e�
ient manner. The provision of data integrity and fault-toleran
e, dete
-

tion of erroneous data (e.g., inje
ted by mis-
on�gured or mali
ious users), support

of non-repudiation, prote
tion of user priva
y, and appropriate a

ess 
ontrol are

also 
riti
al for the adoption of the u-map system. Having spe
i�ed the system

requirements, we developed the u-map prototype.

The se
ond step of our methodology regards the evaluation pro
ess. The eval-

uation was two-fold: a) we analyzed its systems performan
e by measuring the

power 
onsumption, response delay, and s
alability, and b) we performed a sub-

je
tive study to understand the per
eived user satisfa
tion about the u-map with

21 parti
ipants. The testbeds, experiment methodology, data sour
es, data pre-

pro
essing and analysis methods of this step are thoroughly presented in Chapter 6.

Finally, we applied the u-map in other domains, su
h as water distribution networks

and medi
al appli
ations, demonstrating its generality.

1.4 Challenges

The limited resour
es and 
apabilities, as well as the diversity of smartphones, the

trade-o� between thorough monitoring and user priva
y pose various 
hallenges

in the development of an e�
ient implementation of the u-map 
lient. The lim-

ited memory of the Android smartphones requires the development of low spa
e


omplexity algorithms everywhere in the u-map 
lient. For instan
e, the data up-

loading pro
ess uses a threaded implementation to stream data from the 
lient's

lo
al database to the u-map server, allo
ating only a 
ir
ular bu�er in the smart-

phone memory. Limitations on WiFi and CPU performan
e 
on�ne the sampling

rate for link-level WiFi measurements, as well as the frequen
y of lo
ation up-

dates by indoor �ngerprint-based positioning algorithms. Namely, the hardware of

Google Nexus One takes 1200 ms to report the results of a s
an, while other devi
es

(e.g., Sony Eri
sson Xperia X10 mini) take even longer. However, 
apturing the
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lo
ation where network measurements and user feedba
k are 
olle
ted is 
ru
ial

for the u-map servi
e. To deal with this problem, only a simpli�ed version of the

per
entiles [16℄ algorithm was used for indoor positioning.

The battery 
onsumption is another 
hallenge. Power-greedy appli
ations 
an

be a sour
e of great in
onvenien
e to users. The u-map requires a

ess to some

power 
onsuming modules (e.g., GPS sensor, WiFi interfa
e for s
ans). We imple-

mented a monitor rate sele
tor module, that 
ontrols the power 
onsumption of

the u-map.

A

ess to system-wide pa
ket-level measurements (e.g., with t
pdump or Wire-

shark) would provide a detailed view of QoS and allow assessing the QoE about

large number of appli
ations. However, running su
h tools requires root privileges,

whi
h are by default restri
ted on Android. However, installing the �su� binary

on an Android (i.e., rooting it) imposes various se
urity risks and may void the

manufa
turer warranty. Condu
ting a user study would be a lot harder with an

appli
ation requiring root privileges. Instead, we de
ided to follow a more se-


ure approa
h, 
ompatible with not-rooted Android devi
es: for every supported

appli
ation, a re
eiver module is implemented in the u-map 
lient, that re
eives

transport- and appli
ation-level network measurements, as well as session informa-

tion. The network measurements are obtained by a module that we develop an

add on ea
h supported appli
ation.

In general, Android devi
es vary with respe
t to their 
apabilities (e.g., in-

stalled sensors, network interfa
es, dual-SIM 
ard support), 
hara
teristi
s (e.g.,

s
reen resolution, CPU 
ores and frequen
y, RAM size), and Android Operating

System (OS) version. The 
olle
tion of measurements from di�erent devi
es 
an

be 
hallenging. The debugging and testing requires running the appli
ation on

di�erent devi
es. Also, designing a GUI for a wide range of display sizes requires

a lot of e�ort.

For the implementation of a testbed in a dynami
, loosely-
ontrolled environ-

ment (in 
ontrast with emulating a system with 
ontrolled in-lab experiments), the

developer has to fa
e various non-trivial aspe
ts. The innate 
omplexity of net-

works and servi
es, the dynami
 nature of the Internet, as well as the wide range

of psy
hologi
al, so
io-e
onomi
al, and 
ontextual fa
tors that in�uen
e the user

satisfa
tion and the per
eption of QoE pose make the development of a

urate

models 
hallenging. The diversity in the user pro�les requires a large number of

users to rea
h statisti
ally signi�
ant 
on
lusions. The prote
tion of user priva
y,

and the design of an appropriate a

ess 
ontrol me
hanism are also 
riti
al for the

adoption of the u-map system.

1.5 Contributions

This work makes the following 
ontributions:

1. The u-map system and its implementation. The u-map is a user-
entri


re
ommendation system that enables users to upload measurements that their
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devi
es 
olle
t about network 
onditions, interferen
e, and 
overage as well

as their feedba
k about their pro�le and QoE for 
ertain types of servi
es.

The 
olle
ted data are uploaded to the u-map server and stored in a geo-

database. This database 
an be a

essed by users to make an edu
ated

sele
tion of the provider/servi
e as well as by providers to obtain information

about the 
ustomer experien
e and pro�les, in order to improve/adjust their

deployment, servi
es, and pri
es.

2. The performan
e of the u-map. The out
ome of the performan
e analysis is

en
ouraging:

(a) The power 
onsumption of the u-map is relatively low. The u-map


onsumes less power than other popular appli
ations, su
h as Skype,

YouTube, and Sipdroid.

(b) The responsiveness of the u-map is relatively low, too. For example, the

median total delay a user experien
es when querying the server is 187

ms.

(
) To highlight the s
alability of the u-map, we measured the delay as a

fun
tion of the number of 
on
urrent requests (i.e., queries, data up-

loads). The querying delay is small. Using the Hadoop Distributed

Filesystem (HDFS) and the HBase 
ould improve the s
alability of the

u-map.

(d) To understand how users assess the u-map and its servi
es spe
i�
ally,

we performed a 2-week user study with 21 real users. The mean overall

s
ore of the u-map is 3.58 out of 5, while the mean overall s
ore for the

GUI is 3.90 out of 5. Most of the parti
ipants indi
ated that the u-map


an improve their experien
e, helps in the dis
overy of networks that

o�er improved QoS. During the study, 30% of users dis
overed the best

available network, improving substantially their experien
e.

(e) Another 
ontribution of the user study is the determination of the fa
tors

that a�e
t the use of the u-map. The three most dominant fa
tors are

the �Priva
y�, �Improved QoE of VoIP�, and �Battery 
onsumption�.

(f) The network sele
tion has been simpli�ed to a one-
li
k operation. The

automati
 network sele
tion has also been implemented. New networks

are automati
ally dis
overed and presented to the user. The implemen-

tation of a robust a

ess 
ontrol me
hanism is an ongoing e�ort.

3. Knowledge about the user requirements and pro�le:

(a) The user satisfa
tion is modeled as a utility fun
tion based on a set of

parameters and their signi�
an
e level. The proposed model a

urately

predi
ts the overall s
ore.

(b) The servi
es of the u-map have been assessed with both obje
tive mea-

surements (i.e., power 
onsumption, responsiveness, s
alability), and
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subje
tive evaluations provided by a user study. The user study in-


ludes two questionnaires that 
apture the user pro�le and its expe
ta-

tion about the servi
es, while the se
ond evaluates various fun
tionalities

of the u-map and provides an overall s
ore.

(
) Clustering algorithms 
an �nd user groups with similar pro�les. Then,

the 
orrelation of pro�le 
hara
teristi
s, tra�
 demand, and evaluation

of the u-map 
an provide an insight of user requirements.

4. Demonstration of the generality of the u-map, by extending its fun
tionality

in other domains, su
h as water distribution networks and medi
al appli
a-

tions.

1.6 Roadmap

In Chapter 2, we overview the related work. Chapter 3 introdu
es the tools that

the team has developed for the analysis of large-s
ale wireless markets and the

empowerment of users. Then, Chapter 4 fo
uses on the u-map, whi
h is the main

topi
 of this M.S
. Chapter 5 des
ribes the prototype implementation the u-map.

Chapter 6 presents the evaluation of the prototype, while Chapter 7 des
ribes the

improvements that followed the evaluation, and the appli
ation of the u-map on

other domains. Finally, Chapter 8 summarizes our 
on
lusions and future work

plan.

1.7 Related publi
ations

The system, its implementation, and its evaluation have been presented in the

following publi
ations:

1. G. Fortetsanakis, M. Katsarakis, M. Plakia, N. Synty
hakis, and M. Pa-

padopouli, �Supporting wireless a

ess markets with a user-
entri
 QoE-based

geo-database,� in ACM MobiAr
h, Istanbul, Turkey, 2012

2. M. Katsarakis, V. Theodosiadis, M. Dramitinos, and M. Papadopouli, �u-

map: a user-
entri
 QoE-based re
ommendation tool for wireless a

ess mar-

kets,� in ACM S3, Miami, FL, USA, 2013

3. M. Katsarakis, G. Fortetsanakis, P. Charonyktakis, A. Kostopoulos, and

M. Papadopouli, �On user-
entri
 tools for QoE-based re
ommendation and

real-time analysis of large-s
ale markets,� IEEE Communi
ations Magazine,

vol. 52, no. 9, pp. 37�43, 2014

4. M. Katsarakis, V. Theodosiadis, and M. Papadopouli, �Evaluation of a User-


entri
 QoE-based Re
ommendation Tool for Wireless A

ess,� in ACM SIG-

COMMWorkshop on Crowdsour
ing and 
rowdsharing of Big (Internet) Data

(C2B(I)D), London, UK, 2015
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Additionally, the u-map has earned distin
tions in 
ontests organized by inter-

national 
onferen
es:

1. M. Katsarakis, G. Fortetsanakis, M. Viskadouros, N. Synty
hakis, and P.

Lionakis. �Who is afraid of a
tive users? The u-map as a Catalyst of Wireless

A

ess Markets�, 2nd position at the Student Video Contest, DySpan 2012,

Bellevue, Washington, USA, O
tober 19, 2012.

http://dyspan2012.ieee-dyspan.org/video.html

2. M. Katsarakis, V. Theodosiadis, M. Dramitinos, and M. Papadopouli. �u-

map�, �nalist at The MobiCom First Mobile App Competition, MobiCom

2013, Miami, Florida, USA, O
tober 2, 2013.

http://www.sigmobile.org/mobi
om/2013/app_finalists.html

The appli
ation of the u-map paradigm for the monitoring of water distribu-

tion networks (WDNs) and assessment of water quality is an ongoing work of the

team. The following publi
ation des
ribes the system ar
hite
ture and a prelimi-

nary analysis:

1. N. Rapousis, M. Katsarakis, and M. Papadopouli, �QoWater�A 
rowd-sour
ing

approa
h for assessing the water quality,� in Cyber-Physi
al Systems for

Smart Water Networks (CySWater), 2015 ACM 1st International Workshop

on. ACM, 2015

http://dyspan2012.ieee-dyspan.org/video.html
http://www.sigmobile.org/mobicom/2013/app_finalists.html


Chapter 2

Related Work

�We are like dwarfs sitting on the shoulders of giants. We see more, and

things that are more distant, than they did, not be
ause our sight is supe-

rior or be
ause we are taller than they, but be
ause they raise us up, and

by their great stature add to ours.�

� John of Salisbury, Metalogi
on

2.1 Databases for wireless network measurements

Databases have been proposed to maintain spe
trum or physi
al-layer based in-

formation (e.g., [22, 23, 24, 25, 26, 27℄), fo
using on spe
trum availability/usage,

�whitespa
e", and interferen
e. For example, [26℄ et al. presented a 
ooperative

sensing algorithm that uses information about the network topology and signal

propagation 
hara
teristi
s to dete
t atta
ks. Gurney et al. [27℄ fo
used on a

geo-database for TV-band in
umbents that allows dynami
 updating te
hniques

to 
orre
t interferen
e problems. Karlsson et al. [28℄ proposed an open spe
trum

approa
h in whi
h providers 
onsult a database with user feedba
k to improve their

network infrastru
ture and redu
e interferen
e.

2.2 Colle
ting wireless network measurements

2.2.1 Drive tests

Providing network 
overage and quality of servi
e (QoS) is an vital task for a

network provider. To improve their networks, providers perform drive tests to


olle
t radio measurements and dis
over potential problems (e.g., areas of bad

9
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overage, and interferen
e problems). The �eld measurement equipment usually


onsists of a laptop PC 
onne
ted with a Global Positioning System (GPS) re
eiver,

a spe
trum analyzer, a User Equipment (UE) devi
e (e.g., mobile phone), and

possibly external antennas. These drive tests are typi
ally of high 
ost and provide

data only for a limited geographi
al area and time span. The approa
h of �eld

measurements provides a

urate data, but has several drawba
ks: The high 
ost

of drive tests usually limits the extent of measurements to spe
i�
 lo
ations and

time periods. Also, the drive test teams typi
ally 
annot 
olle
t measurements

from indoor areas. As the approa
h of drive tests is not the fo
us of this thesis,

the interested reader is refered to [29, 30, 31℄ for further reading.

2.2.2 Crowdsour
ing

Crowdsour
ing is a te
hni
al paradigm and an emerging bussiness model in the

Internet, a

ording to whi
h, a task (e.g., 
omputation, problem-solving, envi-

ronment sensing) is outsour
ed to a 
rowd of anonymous users. Employing the

mobility of users and the 
apabilities of their sensor-enhan
ed smartphones to 
ol-

le
t lo
al data (e.g., sensor readings) and extra
t information is often referred to as

parti
ipatory sensing [32℄ or 
rowdsensing [33℄ in the literature. The 
olle
ted data

is shared among the parti
ipating smartphones or uploaded to a 
entral lo
ation

(e.g., server, 
loud infrastru
ture).

Some early 
rowdsour
ing appli
ations [34, 35℄ for mobile phones re
ord a wide

range of parameters and upload them on their server. Mi
ro-Blog [34℄ is an appli-


ation for mobile phones that allows users to re
ord multimedia blogs. Blog entries


an be enri
hed with sensor inputs (e.g., a

elerometer data, health sensors, and

WiFi SSIDs). The phone appli
ation asso
iates a blog entry with the time and

lo
ation of the devi
e. The Mi
ro-Blog entries are uploaded to a web-a

essible

database and presented on a spatial platform (e.g., Google Maps). Then, web ser-

vi
es 
an a

ess and mine the Mi
ro-Blog data. MyExperien
e [35℄ passively logs

devi
e usage (e.g., 
ommuni
ation and appli
ation usage, and media 
apture), user


ontext (e.g., 
alendar appointments), and environmental sensing (e.g., Bluetooth

and GPS). In addition, user experien
e sampling 
an be targeted to moments of

interest by triggering o� sensor readings. MyExperien
e 
an be used e�e
tively to

understand how people use and experien
e mobile te
hnology.

Other systems [22, 36, 37℄ fo
us on 
olle
ting link-layer information from 
ellular

and WiFi networks by 
rowdsour
ing the �drive test� task to parti
ipating users

and their smartphones. OpenSignal maps [22℄ 
olle
ts Re
eived Signal Strength

Indi
ation (RSSI) measurements from Android and iPhone smartphones to build


ellular and WiFi 
overage maps. It also provides a 
ompass-like GUI that dire
ts

the user to nearby lo
ations with higher signal strength. The RF Signal Tra
ker

[36℄ is an engineering appli
ation for doing drive-tests with an Android smartphone.

The user 
an monitor the 
ellular and WiFi RSSI as well as the serving 
ell lo
a-

tions and WiFi A

ess Points (APs), des
ribe a 
ell site's zone of 
overage, identify


hanges in te
hnology and handover points, and save and playba
k that data. Far-
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shad et al. [37℄ have used Android smartphones with IEEE 802.11a/b/g/n radios

and the RF Signal Tra
ker [36℄ appli
ation, to perform an urban WiFi 
hara
-

terization study. During the study they re
orded Servi
e Set Identi�er (SSID),

Basi
 Servi
e Set Identi�er (BSSID), 
hannel, and RSSI information, as well as the

se
urity s
heme, by listening to AP bea
ons.

Some appli
ations [38, 39, 40, 41, 42℄ also 
olle
t network- or transport-layer

measurements. Sensorly [38℄ is another appli
ation for Android and iPhone smart-

phones that builds 
overage maps from RSSI measurements. In addition, a Sensorly

user 
an trigger a speed test that measures download and upload throughput, as

well as Round-Trip Time (RTT) delay through a
tive probing a server. Portolan

[39℄ uses the smartphones of parti
ipating volunteers as mobile monitors to 
olle
t

measures about the network that surrounds them: The Portolan server re
eives

measurement 
ampaign spe
i�
ations from human users, and translates them into

smaller jobs whi
h will be exe
uted by mobile devi
es. The tasks are exe
utions

of tra
eroute or bandwidth measurements to a spe
i�
 target (i.e., destination

IP address), or signal strength measurements. WiS
ape [40℄ is a framework for

measuring and understanding the behavior of wide-area wireless networks (e.g.,


ity-wide or nation-wide 
ellular data networks) using a
tive parti
ipation from


lients. In their approa
h, a 
entralized 
ontroller instru
ts 
lients to 
olle
t mea-

surement samples over time and spa
e in an opportunisti
 manner. The measured

parameters of WiS
ape are the TCP and UDP throughput, UDP pa
ket loss rate,

jitter, and RTT. The implementation and testbed des
ribed in the paper [40℄ uses

three 
lient devi
es, namely three laptops with 
ellular data 
ards and GPS sen-

sors. The MCNet [41℄ measures the WiFi performan
e using the 
rowdsour
ing

paradigm on Android devi
es. It passively measures RSSI and data rate from AP

bea
ons, and 
ondu
ts a
tive throughput and laten
y measurements. The MCNet

also uses 
ontextual data (i.e., WiFi 
onne
tion events, power state, a

elerometer

readings) to intelligently s
hedule measurements. The appli
ation supports three

operating modes (i.e., ina
tive, a
tive, and aggresive) with di�erent sampling rates.

WeFi [42℄ monitors RSSI throughput, bandwidth and signal strength of both 
el-

lular and WiFi networks. The WeFi 
lient allows the automati
 
onne
tion to the

best available WiFi network in terms of throughput. Also, a WeFi user 
an tag its

favorite WiFi networks and indi
ate their 
ategory (e.g., home, work, onboard or

publi
 Hotspot).

Unlike these approa
hes, the u-map integrates a ri
her set of data, en
ompassing


ross-layer measurements (e.g., RSSI values to QoE s
ores) and user preferen
es

(e.g., tra�
 demand, preferen
es about data rate and pri
e).

2.3 Metri
s

QoS metri
s in
lude the a
hievable data rates, throughput, end-to-end delay, pa
ket

loss, number of resour
e units (e.g., time slots in TDMA, frequen
y-time in OFDMA),

blo
king probability for 
alls, RSSI, SINR, and bit error rate. However, su
h met-
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ri
s may not be 
apable of 
apturing adequately the human per
eption of the

quality of various servi
es. The inherent 
omplexity of servi
es and appli
ations,

the dynami
 and transient nature of the Internet, the limited insight in the psy-


hologi
al and so
iologi
al fa
tors pose many resear
h 
hallenges in modeling the

per
eived QoE. One well-known metri
 for the VoIP quality is the E-model [43℄.

Su
h user-
entri
 QoE-driven spatio-temporal data repositories, as the proposed

one, 
ould assist in modeling the QoE of various servi
es.



Chapter 3

Tools for Large-S
ale Market

Analysis

This 
hapter provides an overview of the tools that the team has developed for the

empowerment of users with QoE re
ommendations and smart real-time analyti
s.

It presents the u-map, a user-
entri
 re
ommendation system that enables users to


olle
t network measurements and subje
tive opinion s
ores about the performan
e

of various servi
es. It also presents the CoRLAB, a modular multi-layer framework

for modeling and assessing various markets, servi
es, and their evolution under a

diverse set of 
ustomer populations and 
onditions. The u-map feeds CoRLAB with

user measurements and feedba
k in (semi) real-time. The 
hapter dis
usses how

the u-map and CoRLAB 
an been used to analyze tele
ommuni
ation markets and

servi
es. It highlights the main resear
h results, 
hallenges, and potential resear
h

dire
tions.

New paradigms in both the wholesale and retail servi
e markets are being

formed and a

elerated by the te
hnologi
al advan
es (e.g., in networking, vir-

tualization), booming of 
ontent delivery, and regulatory 
hanges on a

ess and


ompetition rules. These paradigms 
an enri
h the roles of servi
e providers, di�er-

entiate traditional pri
ing s
hemes, and enable new business models. For example,


ost redu
tions and higher-e�
ien
y 
an be a
hieved through in
reased multiplex-

ing due to the pooling of existing infrastru
ture, resour
e sharing, 
rowdsour
ing,

and partnerships among providers.

The advan
es in wireless and sensor networks, 
loud servi
es, and smartphones

have enabled the monitoring of large-s
ale dynami
 environments and real-time

data analysis. Crowdsour
ing and parti
ipatory sensing in large-s
ale systems pro-

vide the 
apability to monitor in real-time the QoS as well as to estimate and

predi
t the per
eived QoE of servi
es. Based on this information, personalized re
-

ommendations 
an be provided to 
ustomers for the appropriate servi
es a

ording

to their pro�le. Moreover, smart data analyti
s 
an enable servi
e providers to

improve their servi
es. This 
hapter fo
uses on tele
ommuni
ation markets, al-

though these issues are also relevant in a plethora of other appli
ation domains

13
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and markets.

These trends motivated our resear
h in analyzing tele
ommuni
ation markets.

Spe
i�
ally, we have developed the u-map [17℄, a user-
entri
 reviewing system that

enables users to monitor various servi
es (running on smartphones) and 
olle
ts

user opinion s
ores about their performan
e (Fig. 3.1). These data are uploaded

on a geo-database in a 
rowdsour
ing manner. Data analyti
s 
an be then applied

for 
ustomer pro�ling, new servi
e planning and testing, pri
ing, and market re-

�nements. the u-map informs users about the estimated performan
e of various

servi
es. Providers 
an also a

ess the u-map to obtain network measurements

about their infrastru
ture and user feedba
k about their 
overage/servi
es per-

forman
e to potentially improve/adjust their deployment and servi
es. Thus, the

u-map 
an a
t as an �early-warning� and 
hurn-avoidan
e me
hanism. It also allows

them to gain a better knowledge about their 
ustomers and their QoE 
riteria and

assess their strategi
 network planning, pri
ing de
isions and servi
e deployment

strategies in a �ner spatial granularity. the u-map 
an provide feedba
k about the

�
ompatibility� of the devi
e, OS, and servi
e and their impa
t on the user expe-

rien
e, allowing the manufa
turer, platform/OS developer, and servi
e provider to

early identify potential problems and 
onstantly improve their produ
ts. Via u-

map, regulators 
an dete
t whether operators 
omply to 
ertain spe
i�
ations. In

that way, the u-map 
an be
ome a powerful tool to users, providers, manufa
turers,

operators, and regulators, introdu
ing a paradigm shift in wireless a

ess markets.

Moreover, the Mobile Computing A
tivity team has developed the CoRLAB [7, 8℄,

a modeling framework and simulation platform to analyze the evolution of tele
om-

muni
ation markets and servi
es under a diverse set of 
ustomer populations and

network 
onditions. In general, the analysis of su
h markets either adopts agent-

based simulations (e.g., [44℄) or employs a ma
ros
opi
 approa
h that models an

average behavior of various entities (e.g., [45℄). Moreover, su
h approa
hes rarely

in
orporate user-
entri
 data or models in real time. Unlike them, the CoRLAB

provides a modular multi-layer framework, in
luding models at multiple levels of

detail: mi
ros
opi
 models that des
ribe ea
h distin
t entity (e.g., user) as well as

mesos
opi
 or ma
ros
opi
 models based on aggregations of entities (e.g., homo-

geneous user populations). Furthermore, the u-map feeds CoRLAB with real-time

or semi real-time data about users and QoE feedba
k about their servi
e.

3.1 u-map

The u-map [17℄ is a re
ommendation system running on smartphones that follows

the 
lient-to-server ar
hite
ture. In a 
rowdsour
ing manner, it 
olle
ts various

obje
tive and subje
tive measurements that indi
ate the performan
e of a 
ertain

servi
e. Regularly, these measurements are uploaded on a spatio-temporal geo-

database and are pro
essed by the u-map server. Based on this information, the

u-map server 
an then provide user-
entri
 QoE feedba
k and re
ommendations

about the availability and performan
e of servi
es in a region. In addition, CoRLAB
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Figure 3.1: The u-map use 
ase in tele
ommuni
ation markets: users sele
t the

best provider/servi
e, providers re
eive reports about potential network failures.

obtains these measurements from the u-map server (Fig. 3.3) and provides various

geo-statisti
s about the evolution and performan
e of these servi
es. To 
ope with

large user populations, the u-map 
an be developed as a 
loud servi
e. The key

modules of the u-map ar
hite
ture in
ludes the monitoring, data analyti
s, QoE

modeling, and priva
y and a

ess 
ontrol. The following paragraphs dis
uss them

in more detail.

3.1.1 Monitoring

Monitors have been developed for user devi
es or network infrastru
tures. For

example, monitoring tools may 
olle
t various network measurements (e.g., Por-

tolan [39℄) or physi
al-layer information to enable the dete
tion of spe
trum avail-

ability/usage, whitespa
e, and interferen
e [27℄. The reliability of the measure-

ments and se
urity are signi�
ant aspe
ts that need to be addressed. The monitor-

ing tools should not 
ompromise the user priva
y. Monitoring on mobile devi
es

needs to also address the energy 
ost and dependen
ies on the hardware, while

monitoring at the infrastru
ture, the deployment 
ost. In the 
ontext of the u-

map, monitoring 
an be performed at the user mobile devi
es as well as at various

gateways. The u-map data 
olle
tion departs from state-of-the-art te
hniques in

the following manner: unlike existing tools whi
h fo
us on spe
i�
 network mea-

surements [39, 27℄, The u-map obtains and 
orrelates a ri
h set of multi-sour
ed

data with QoE feedba
k (opinion s
ores) and geographi
al information. The 
ol-

le
ted data 
an be a
tive or passive 
ross-layer QoS measurements, user demand

statisti
s, and user preferen
es. The measurements are uploaded to the u-map

server data repository for analysis (e.g., user pro�ling, QoE inferen
e).
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Extensive monitoring and 
olle
tion of data 
an improve the a

ura
y of the

performan
e estimates but also in
rease the energy 
onsumption and dete
tion

delay, as the network interfa
es need to monitor the 
hannel over longer time pe-

riods and then send this information to the u-map server. The u-map 
an employ

advan
ed signal pro
essing and data mining te
hniques to determine the appropri-

ate spatio-temporal granularity in the sampling pro
ess and address the a

ura
y,

priva
y, and energy 
onstraints tradeo�s. The identi�
ation of the appropriate pa-

rameters that need to be analyzed in order to 
hara
terize the spe
i�
 
ondition of

interest is an important �rst step in the monitoring pro
ess. This will determine

at whi
h layers and network points and at whi
h spatio-temporal granularities the

monitoring needs to be performed. Se
tion 3.1.2 provides input on these aspe
ts.

3.1.2 Data Analyti
s

The user pro�ling, 
lustering of user population, QoE modeling, geo-statisti
s,

and warning generation are the primary obje
tives of the data analyti
s. Prior to

data analysis, a sanitization treatment needs to be performed, sin
e the 
olle
ted

measurements 
an be noisy, of high dimensionality, erroneous, and sparse. The

data sanitization module dete
ts erroneous entries, mis
on�gured/mali
ious data

sour
es, and missing values. The statisti
al analysis method for treating these

issues depends on the spe
i�
 appli
ation 
hara
teristi
s, obje
tives, and require-

ments.

The pro�le of a user �integrates� a number of parameters asso
iated with the

user preferen
es, requirements, demand, 
onstraints, and 
apabilities, with respe
t

to servi
es and 
ontext. For example, it may in
lude information about the user's

willingness-to-pay, data rate, tra�
 demand, QoE requirements, feedba
k 
onsis-

ten
y, and devi
e 
hara
teristi
s. User pro�ling 
an be performed at di�erent levels

of detail, whi
h may then impa
t the 
omputational 
omplexity of the follow-up

market analysis. For example, an aggregate-level approa
h ignores spe
i�
 indi-

vidual user aspe
ts and develops general, often less detailed, ma
ros
opi
 models.

On the other hand, a user-
entri
 approa
h takes into 
onsideration �ne-level user

information, aiming to form detailed pro�les for individual users. A third approa
h

employs 
lustering algorithms to determine homogeneous user populations and �nd

representative user pro�les for ea
h population. Related to user pro�ling is the QoE

modeling, whi
h will be dis
ussed in more detail in the next Se
tion.

The spatio-temporal analysis fo
uses on the geographi
al and temporal distri-

bution of spe
i�
 features or metri
s, identifying the lo
ality and evolution/spread-

ing of various phenomena. Examples in
lude the analysis of user workload (e.g.,

amount of tra�
, �ow arrival pro
ess, intera
tivity model, appli
ation, and usage

pattern). The u-map provides an early-warning me
hanism that appropriately noti-

�es users, providers and regulatory authorities about various failures or de�
ien
ies,

redu
ing maintenan
e 
osts (e.g., when 
ertain 
onditions on QoE and tra�
 load

hold). Understanding how user behavior and expe
tations 
hange depending on

the 
ontext (e.g., network topology, network 
onditions, devi
e/te
hnology 
hara
-



3.1. U-MAP 17

teristi
s, mobility, lo
ation, and environment) is 
hallenging and the performan
e

of empiri
al-based modeling studies is required.

3.1.3 QoE Modeling

Network ben
hmarks, su
h as jitter, laten
y, and pa
ket loss, have been extensively

used to quantify network performan
e. The evaluation of their impa
t on the user

experien
e has re
eived a lot of attention from the resear
h 
ommunity. Espe
ially

in the 
ase of high-dimensional measurements, it be
omes important to understand

whi
h network metri
s have dominant impa
t on the performan
e of 
ertain appli-


ations, distinguish the 
onditions that degrade substantially the performan
e of a

given appli
ation, and investigate the predi
tability of these 
onditions.

The QoE is in�uen
ed by a diverse set of te
hni
al (e.g., QoS, and devi
e

features), so
io-e
onomi
 (e.g., so
ial network, advertisements, and brand name),

human-related (e.g., sentiment, and age), business (e.g., pri
ing, and willingness-

to-pay), and 
ontextual (e.g., time, and lo
ation) fa
tors [46℄, some of whi
h are

di�
ult to 
apture and model. For example, important parameters for VoIP are

the 
all setup time (time from the 
all initiation request to the beginning of the


all), Mel-Frequen
y Cepstral Coe�
ients (MFCCs) for audio quality measure-

ment, round-trip time (RTT) statisti
s, pa
ket loss ratio and burstiness, jitter,

and number of retransmissions. For video streaming, important parameters are

the playba
k quality (the bit rate being delivered), startup delay (time between

the user 
li
ks on the play button to the time the video starts playing), bu�er-

ing ratio (the per
entage of the session duration spent in bu�ering state, and rate

adaptation/temporal dynami
s (e.g., 
hange of the rate during the session), RTT

statisti
s, pa
ket loss ratio, jitter, and number of retransmissions. Parameters to be

measured for web browsing in
lude page load time (the di�eren
e between the time

the URL is requested from the browser and the time when the obje
ts are fet
hed)

and lower-layer metri
s su
h as, DNS lookup time, RTT, and TCP retransmission

rates. To make the study amenable to theoreti
al analysis, QoE is usually ex-

pressed through simpli�ed utility fun
tions with ni
e mathemati
al properties that


onsider only a subset of these parameters. For instan
e, E-model [43℄ and PESQ

[47℄ have been used for modeling the QoE in VoIP. Based on network measure-

ments and subje
tive feedba
k 
olle
ted via u-map, we aim to develop user-
entri


QoE models that 
an a

urately re�e
t the user perspe
tive for various servi
es


onsidering di�erent te
hno-e
onomi
al fa
tors.

Classi�
ation and regression methods based on ma
hine learning, data mining,

and statisti
al modeling algorithms have been also employed for the predi
tion of

QoE [48, 49℄. The u-map applies a number of state-of-the-art ma
hine learning

algorithms, develops and trains models based on the 
olle
ted network measure-

ments and user feedba
k, and dynami
ally sele
ts the best one, for predi
ting the

QoE in a user-
entri
 manner. A longer-term obje
tive is the inferen
e of QoE

without ne
essarily the user intervention or feedba
k.
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3.1.4 Priva
y and A

ess Control

Anytime data is shared with a third party, there is a potential for abuse. Therefore,

a great deal of e�ort has been made to design priva
y prote
tion te
hniques for

publishing anonymized re
ords. Even though there are 
lear bene�ts from sharing

data, users have priva
y 
on
erns and value the bene�ts (provided by the servi
e

provider) di�erently. Some may prioritize anonymity, while others may be willing

to share data un
onditionally, with most users falling somewhere in between.

To prote
t the user priva
y, the u-map requires authorization for granting a
-


ess to the database. The 
lient-to-database 
onne
tion relies on end-to-end se-


urity that prote
ts the integrity and 
on�dentiality of the submitted data, by

leveraging standard te
hnologies (e.g., publi
-private key pairs, TLS). For further

prote
tion of sensitive information, like the user lo
ation, a

ess is allowed only

to aggregate statisti
s. Obfus
ation approa
hes (e.g., spatial/temporal 
loaking)


ould also prote
t user lo
ation priva
y, in the 
ost of degrading the user expe-

rien
e. For example, if we assume a high level for user priva
y, the responses of

a lo
ation-based servi
e would be ina

urate or untimely. Last but not least, the

u-map provides a user-
entri
 a

ess 
ontrol module that allows users to 
ontrol

the information revealed to third parties, through a �ne-grained dis
retionary ap-

proa
h. More pre
isely, a

ess 
ontrol rules de�ne who has a

ess to what data.

Who 
an be a user, a role (e.g., operator, appli
ation), and what is a query over

the data. Query rewriting is then applied, �inje
ting� the a

ess 
ontrol rules in

the request, so that the rewritten request �lters out the ina

essible data.

3.1.5 Development

The main fun
tionalities of the u-map have been developed and a pilot testbed has

been deployed. Using this testbed, we performed a �eld study with real users and

evaluated the impa
t of the u-map on the user experien
e in the 
ontext of a VoIP

servi
e [50℄. Based on the 
olle
ted data, we have also modeled the QoE for VoIP.

We plan to extend this study to 
onsider a larger user population.

3.2 CoRLAB

Unlike the traditional markets, emerging ones are larger (in the number of users

and providers), more heterogeneous (in terms of servi
es), and more 
omplex and

dynami
 (e.g., in the intera
tions of providers and 
lients and their de
ision mak-

ing). Modeling su
h markets is 
hallenging due to a plethora of business, network,

and servi
e related phenomena that manifest at di�erent spatio-temporal s
ales.

Furthermore, the 
omputational and s
alability issues when analyzing su
h mar-

kets for long time periods or at a nation-wide level are prominent. The model-

ing approa
hes 
an be 
lassi�ed into two general 
ategories, the mi
ros
opi
- and

ma
ros
opi
- level ones. Mi
ros
opi
-level approa
hes model ea
h entity, and its

intera
tions with other parti
ipating entities, at a �ne level of detail. However,
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Figure 3.2: CoRLAB is integrated with the u-map. It 
an model and simulate

markets using data provided by the u-map.

due to the high 
omputational 
omplexity, they typi
ally assume a limited number

of su
h entities [44, 51℄. On the other hand, ma
ros
opi
-level approa
hes model

the �average� behavior of 
ertain types of entities (e.g., user population, servi
e

infrastru
ture) to make the analysis more tra
table [45℄. However, in many 
ases

they result in ina

ura
ies and suboptimal performan
e.

In response to these 
hallenges, CoRLAB, a modeling framework for large-s
ale

diverse and dynami
 markets has been developed. In 
ontrast to the previous ap-

proa
hes that are either purely mi
ros
opi
 or ma
ros
opi
, CoRLAB is a 
omplete

multi-layer framework that allows the instantiation of a market at multiple levels

of detail. At the mi
ros
opi
 level, the various entities are modeled in �ne temporal

and spatial detail, while at the ma
ros
opi
 level, entities are des
ribed as a ho-

mogeneous population. Between these levels, various mesos
opi
 levels are de�ned

(Fig. 3.2) in whi
h entities are grouped in 
lusters. In a �
oarse-graining� pro
e-

dure that results to a loss of information in a 
ontrolled and hierar
hi
al fashion,

the individual entities of the mi
ros
opi
 level (e.g., users) are repla
ed by 
lus-

ters with 
ertain attributes, 
omputed based on data mining algorithms. Instead of

modeling the de
ision making of ea
h distin
t user, the mesos
opi
 levels 
onsider a

number of user 
lusters redu
ing signi�
antly the 
omputational 
omplexity. Then,

based on the requirements of a spe
i�
 study, the appropriate mesos
opi
 level 
an

be sele
ted that a
hieves the desired tradeo� between a

ura
y and 
omplexity

(Fig. 3.2
).

The mathemati
al models in CoRLAB are sele
ted in su
h a way that they 
an

be studied analyti
ally. However, there are some markets of interest that due to

their inherent features, they are analyti
ally intra
table. In these 
ases, CoRLAB

employs empiri
al game theory, a re
ent resear
h dire
tion that solves 
omplex

games (i.e., estimates Nash equilibriums) via simulations. The e�
ien
y of this

methodology strongly depends on the 
omputational 
omplexity and a

ura
y of

the simulator and the sele
tion of the appropriate mesos
opi
 level.

CoRLAB in
orporates an e
onomi
 and a te
hnology layer (Fig. 3.3): at the

e
onomi
 layer, the de
ision making of providers and users is modeled using game
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Figure 3.3: Multi-layer modeling framework developed in CoRLAB for the anal-

ysis of a wireless duopoly. (a) The 
lusters 
an be derived based on hierar
hi
al


lustering algorithms. (b) A de
omposition method enables one to analyze a 
lus-

ter mi
ros
opi
ally and the other 
lusters ma
ros
opi
ally. (
) An example of the

a

ura
y and s
alability tradeo�. It does not 
orrespond to a spe
i�
 use 
ase.

theory, while at the te
hnology layer, the QoS is estimated using appropriate queu-

ing theoreti
al models. The QoS metri
s and the o�ered pri
es of providers are

translated through appropriate utility fun
tions to an expression of the user QoE.

For the sele
tion of the input parameters of the queuing theoreti
al models and the

parameters of the user utility fun
tions, the 
ontribution of the u-map is important,

sin
e it re�e
ts what happens in a
tual markets.

CoRLAB has been used to evaluate two s
enarios, namely, a tele
ommuni
ation

market that o�ers the �ex servi
e and subs
riptions, and a tele
ommuni
ation

market that supports mobile network virtualization. The next se
tions dis
uss the

out
ome of this analysis.

3.2.1 Flex Servi
e

Traditionally, 
ustomers subs
ribe to spe
i�
 providers and are served by a

essing

base stations (BSs) of the network of their provider. Inevitably, subs
ribers with

relatively high usage pattern and data rate requirements are subsidized by the ones

with lower usage and data rates. As the wireless network te
hnology advan
es, a

more diverse set of servi
es is made available. To this end, we introdu
ed the

paradigm of a ��ex user� who is not �lo
ked� to a spe
i�
 provider but 
an dynam-

i
ally sele
t base stations of di�erent providers based on various 
riteria, su
h as

network 
onditions, and o�ered pri
es [7, 8℄. Flex users are �exible to sele
t the

appropriate provider even on a per-session basis. This �ex servi
e paradigm, whi
h

has been assumed as a typi
al a

ess paradigm in wireless LANs, 
ould be a new
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type of servi
e o�ered in 
ellular markets. A similar 
on
ept is the �soft� (or vir-

tual) SIM 
ards. The �ex servi
e 
ould be also viewed in the 
ontext of a user with

multiple SIM 
ards available. CoRLAB 
onsiders a diverse 
ustomer population

with respe
t to their demand, their preferen
e on data rate over pri
e, their tol-

eran
e on the blo
king probabilities of their sessions, and their willingness-to-pay

for 
ertain servi
es. Users 
an dynami
ally de
ide to buy a long-term subs
rip-

tion or be
ome �ex users. We analyzed the evolution of a duopoly, fo
using on

whether the �ex servi
e 
an improve the QoS, so
ial welfare, �exibility and further

enhan
e the 
ompetition among providers. The analysis assumes two infrastru
-

tures of TDMA-based BSs and 
onsiders the perspe
tive of 
lients, providers, and

regulators.

This work demonstrates the bene�ts of markets with the �ex servi
e paradigm,


ompared to the ones with only subs
ription 
ontra
ts. The merits are prominent

also for spe
i�
 user populations. A user 
an sele
t the most suitable produ
t that

mat
hes its pro�le, thus in
reasing parti
ipation in the market. In 
ases in whi
h

the user population is sensitive to blo
king probability and data rate, the �ex ser-

vi
e 
an improve the revenue of providers. Furthermore, even under di�erent utility

fun
tions and pri
e-setting algorithms, several trends persist: for large user popu-

lations, the provider with most resour
es (i.e., TDMA slots) outperforms in terms

of revenue and market share. The reverse trend holds for small user populations.

This di�eren
e between providers is redu
ed in 
ost-driven markets 
ompared to

QoS-driven ones.

The presen
e of multiple servi
es may also enhan
e the 
ompetition. Depending

on user preferen
e, the �ex servi
e may suppress or in
rease the pri
es (revenue).

In some 
ases, a myopi
ally greedy pri
ing results in suboptimal performan
e. In

general, the �ex servi
e allows a �ner market segmentation, o�ering more options

to providers and users. Providers 
an also employ sophisti
ated pri
ing s
hemes

that take into 
onsideration the user demand to in
rease their revenue.

3.2.2 Pri
ing for Mobile Virtual Network Operators

Wireless 
ommuni
ations 
hange in a fast pa
e. However, not only the networks but

also the business models of the 
ommuni
ation servi
es over these networks 
hange.

For example, the network virtualization allows network operators to lease parts of

their infrastru
ture: Mobile Virtual Network Operators (MVNOs) do not own a

network; instead they lease resour
es (e.g., a

ess) in the wholesale market from a

Mobile Network Operator (MNO) and resale a

ess servi
es in the retail market.

Typi
ally, MVNOs target spe
i�
 user populations, servi
es, and regions, su
h as

low-willingness-to-pay users (e.g., with low 
harge-per-month o�ers), youngsters

(e.g., with unlimited SMS, voi
e minutes over the same network), web users (e.g.,

with only data o�ers), ethni
 (e.g., with spe
ial o�ers for 
alls to spe
i�
 destina-

tions) and roaming users (e.g., with 
alls, data). Instead of dire
tly 
ompeting with

MNOs, MVNOs often aim to widen and deepen the market through brand appeal,

targeting of ni
he markets, and alternative distribution 
hannels. The 
onsumer-
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welfare impa
t of MVNOs is in o�ering extended and innovative servi
es as opposed

to lower pri
es. CoRLAB analyzed the pri
ing model of an MVNO in the retail

market and the 
harging s
heme of an MNO in the wholesale market. Further-

more, it assessed the impa
t of the knowledge about users on the pro�t of MVNOs

and MNOs. Typi
ally, operators 
olle
t su
h information from market surveys,

while CoRLAB employed the u-map to obtain this information. The analysis has

shown that, in the absen
e of 
apa
ity 
onstraints, the optimal pri
ing strategies

for both operators depend only on the distribution of users' willingness-to-pay [52℄.

The impa
t of the availability of information on the design of tari� plans was then

analyzed via simulations.

3.3 Summary

This 
hapter provided an overview of the u-map and CoRLAB: The u-map is a

system running on mobile devi
es that 
olle
ts various obje
tive and subje
tive

measurements about the performan
e of 
ertain servi
es and provides re
ommen-

dations to users. the u-map is integrated with CoRLAB, a multi-layer modeling

framework and simulation platform for the analysis of large-s
ale markets.

CoRLAB has been employed to analyze the �ex servi
e in tele
ommuni
ation

markets [7, 8℄. Moreover, we have studied pri
ing strategies in the 
ontext of MNOs

and MVNOs and the impa
t of the u-map. Furthermore, we have performed a pilot

study and simulation experiments to show the bene�ts of the u-map to wireless

users. Users may obtain aggregate statisti
s about the QoE of various servi
es

within a spe
i�
 region and 
an also query for the best provider a

ording to their

pro�le. We plan to extend the deployment in several 
ities to evaluate the bene�ts

of the u-map.

The u-map 
an be bene�
ial to network/servi
e operators by providing: (a) a

better �pi
ture� about their 
ustomers, pro�les, and user satisfa
tion in a 
ost-

e�e
tive manner (e.g., without questionnaires), (b) real-time geo-statisti
s and

early-warning noti�
ations about possible 
ustomer problems, (
) data to assess

their 
oalitions and roaming agreements with other providers, (d) opportunities to

extend/improve their servi
es, or roll-out new ones in a 
ost-e�e
tive manner, and

(e) the opportunity to a
t as �role model� and satisfy the transparen
y require-

ments. Regulators 
an also audit the providers' 
onforman
e to 
ertain regulatory

agreements. Via u-map, the market transparen
y is also promoted.

Crowdsour
ing systems be
ome useful only after a
hieving a 
riti
al mass of

parti
ipating members. Sensing on smartphones 
onsumes battery, whi
h might

dis
ourage user parti
ipation in some s
enarios. Similarly, the priva
y requirements


ould also prevent users from parti
ipating. Part of our 
urrent resear
h is the

development of energy-e�
ient monitoring, e�e
tive in
entive me
hanisms, and

business models that en
ourage parti
ipation. Moreover, the QoE estimation, with

only limited user intervention and training is of interest.
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The u-map system

The u-map is a review and re
ommendation system that follows the 
lient-server

ar
hite
ture (Fig. 4.1). A u-map 
lient, running on mobile devi
es, stores lo
ally


ross-layer network measurements 
olle
ted at the ba
kground during a session,

su
h as a GSM or VoIP 
all, web browsing, game, or streaming of a video. Ad-

ditionally, the u-map enables a user to indi
ate his/her QoE feedba
k at the end

of the session. The u-map dynami
ally uploads these obje
tive network measure-

ments and subje
tive user feedba
k to the u-map server. The u-map server 
olle
ts,

pro
esses, and stores these data in its spatio-temporal geo-database. In this work,

we have fo
used in two type of servi
es, namely the GSM and the VoIP 
all ser-

vi
e. The VoIP servi
e is provided to the users through Sipdroid, an open-sour
e

Android appli
ation.

Design obje
tives: The large size and heterogeneity of the 
olle
ted measure-

ments from di�erent devi
es impose various 
hallenges. A proper data representa-

tion s
heme should be determined to ensure an e�
ient and s
alable data manage-

ment and a

ess 
ontrol. Furthermore, the set of supported servi
es and queries

should be designed in su
h a way, that the various entities (e.g., users, providers)


an a

ess the information they need in a reliable and e�
ient manner. The provi-

sion of data integrity and fault-toleran
e, dete
tion of erroneous data (e.g., inje
ted

by mis-
on�gured or mali
ious users), support of non-repudiation, prote
tion of

user priva
y, and appropriate a

ess 
ontrol are also 
riti
al for the adoption of the

u-map system.

Communi
ation, query, retrieval, sear
hing: The u-map 
lients (or simply


lients) may 
onne
t and ex
hange information with the u-map server. The u-map


lients also re
ord the status with whi
h their sessions were terminated, namely

whether these sessions were terminated su

essfully or abruptly or were blo
ked,

along with the QoE s
ores whi
h were provided by the user (to assess the servi
es of

those sessions). Monitors that run at the u-map 
lient re
ord network-related infor-

mation, su
h as tra�
 demand, network data (e.g., interferen
e, RSSI, pa
ket loss)

with timestamps. In addition, the position information of the devi
e is re
orded.

All this information is stored lo
ally in the 
lient devi
e. During a 
onne
tion, a

23
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lient may upload this information to the u-map server.

A

ess 
ontrol: A user-
entri
 a

ess 
ontrol will allow users to 
ontrol the in-

formation revealed to third parties. When a user reports its experien
e, it provides

possibly sensitive data. The u-map will de�ne rules that determine �who� has a
-


ess to �what� data. �Who� 
an be a user or a role (e.g., operator, appli
ation),

and �what� is a query over the data.

Se
urity and user priva
y: The database should be prote
ted from 
ompromise

through standardized widely-a

epted te
hniques that prevent unauthorized a

ess

and intrusions. The prote
tion of the 
olle
ted data and 
ustomers 
an rely on

strong authenti
ation of the querying 
ustomers. The data stored at the u-map


an be anonymized to not reveal private sensitive information.

In general, the u-map system 
an be developed and provided as a servi
e by dif-

ferent entities, employing various business models. For example, a user 
ommunity


an o�er this system as a review me
hanism in an altruisti
 and �grass-root� manner

to enable users to make a more �edu
ated� sele
tion of their servi
e provider. A dif-

ferent approa
h is that of a third party that provides this servi
e to registered users

or network operators/servi
e providers. Alternatively, a network operator/servi
e

provider may develop and support su
h a system and set of servi
es. Ea
h of these

paradigms and underlying business models a�e
t the design of the system and its

ar
hite
ture.

4.1 Ar
hite
ture

4.1.1 u-map 
lient

The u-map 
lient (hen
eforth referred to as 
lient) in
ludes an indoor lo
alization

module, GSM re
eiver, Sipdroid re
eiver, monitor, performan
e estimator, tra�


demand estimator, auto network sele
tor, database (i.e., DB in Fig. 4.1), ba
k-end

interfa
e, and its GUI. The following paragraphs des
ribe these modules in more

detail.

Indoor lo
alization: This module provides fun
tionality for a

urate indoor lo-


alization, utilizing RSSI �ngerprints 
olle
ted from IEEE 802.11 APs. The indoor

lo
alization module employs statisti
al-based �ngerprint methods. These methods

divide the lo
alization in two phases, namely, training, and runtime. An inter-

esting area of the map (e.g., the interior of a building) is divided in 
ells that

form a grid. During the training phase, measurements are 
olle
ted at every 
ell

of this area and �ngerprints are generated that asso
iate the 
orresponding 
ell of

the physi
al spa
e with statisti
al measurements based on signal-strength values

a
quired at those 
ells. The �ngerprint of a 
ell is a ve
tor of training signatures

with size equal to the number of APs deployed in the area. Ea
h entry of the ve
tor


orresponds to one AP. Then, during the runtime phase, a �ngerprint generated

on-the-�y at an unknown position is 
ompared with all the training �ngerprints.

The �ngerprint of the unknown position is the 
orresponding ve
tor of the runtime

signatures, generated using the same statisti
al method. The 
ell with a training
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�ngerprint that has the smallest distan
e from the runtime �ngerprint is reported

as the estimated position. The indoor lo
alization module provides a servi
e sim-

ilar to the Lo
ation manager

1

servi
e that is provided by the Android appli
ation

framework for a

essing the GPS sensor. Both lo
ation providing modules are used

by the monitor in order to a
hieve ubiquitous lo
ation awareness in both outdoor

and indoor environments.

GSM re
eiver: This 
omponent listens for 
hanges in the telephony state of the

devi
e. More spe
i�
ally, the GSM re
eiver identi�es when a GSM 
all is started

and ended, and GSM link-layer information (e.g., RSSI, Cell ID, network operator)

for GSM and mobile pa
ket-swit
hing te
hnologies (e.g., GPRS, HSPA, and LTE).

When a 
hange is identi�ed, appropriate events are sent to the monitor, tra�


demand estimator, and performan
e estimator modules.

Sipdroid re
eiver: This 
omponent listens for messages from the Sipdroid appli-


ation that also runs on the Android smartphone. The Sipdroid re
eiver identi�es

when a Sipdroid 
all is started and ended. Furthermore, it re
eives transport-

level measurements (e.g., pa
ket loss, delay, and jitter) 
olle
ted dire
tly from the

RTP streams used for the VoIP 
all. The Sipdroid re
eiver sends messages to the

monitor, the tra�
 demand estimator, and the performan
e estimator, to forward

Sipdroid 
all events and RTP measurements.

Monitor: The monitor runs in the ba
kground and re
ords 
ross-layer network-

related information, su
h as network type, base station, and provider, as well as

RSSI, interferen
e, pa
ket loss, delay, and jitter, together with timestamps and

position information. Session data is also re
orded. For ea
h session, the start

and end time, along with the termination status (i.e., terminated su

essfully or

abruptly or was blo
ked) are re
orded. Ea
h session is asso
iated with the 
or-

responding network measurements 
olle
ted during that session. The design of

Fig. 4.1 fo
uses on two types of sessions: GSM and Sipdroid 
alls. By extending

the ar
hite
ture with additional re
eivers, other servi
es (e.g., video streaming, and

web browsing) 
an be supported, too. The lo
ation information is provided by the

Lo
ation manager and the indoor lo
alization modules, while the network- and

session-related information are provided by the WiFi manager, GSM re
eiver, and

Sipdroid re
eiver modules.

The monitor features a Monitor rate sele
tor sub-module that utilizes informa-

tion from the Battery manager to 
ontrol the power 
onsumption of the u-map.

More spe
i�
ally, the monitor rate sele
tor 
on�nes the network measurement 
ol-

le
tion frequen
y using temporal and spatial 
onstraints (e.g., next sampling of

monitored parameters when 1 minute has elapsed and the devi
e has moved 10

meters or more). These 
onstraints are dependent on the battery status (i.e., bat-

tery level, USB or AC 
harging), session information (e.g., �in 
all� status), and

a 
rude devi
e speed estimation (i.e., stationary, moving with pedestrian or 
ar

speed). It also suspends the ba
kground pro
esses of the u-map, when the battery

level falls below a spe
i�
 threshold. The monitor rate sele
tor allows to gradually

1

http://developer.android.
om/referen
e/android/lo
ation/Lo
ationManager.html
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redu
e the power 
onsumption of the u-map, as the battery level de
reases.

Performan
e estimator: The performan
e estimator re
eives events about ses-

sions from the GSM re
eiver and the Sipdroid re
eiver. It assesses the servi
es of

those sessions. At the end of a session, the performan
e estimator laun
hes a GUI

form, prompting for user feedba
k. The user feedba
k 
onsists of a QoE s
ore,

followed in some 
ases by an explanation (e.g., as in the Skype appli
ation). The

user feedba
k is asso
iated with the spe
i�
 session and the network measurements


olle
ted during that session by the monitor module.

Tra�
 demand estimator: This module estimates the user's demand for various

servi
es. More spe
i�
ally, the tra�
 demand estimator 
al
ulates: a) the num-

ber and duration of GSM 
alls, b) the number and duration of Sipdroid 
alls, 
)

the number of ex
hanged Short Message Servi
e (SMS) messages, d) the number

of Bytes transferred by the WiFi interfa
e of the devi
e, and e) number of Bytes

transferred by the 
ellular interfa
e of the devi
e. GSM 
alls and SMS are distin-

guished to outgoing and in
oming ones. Outgoing GSM 
alls, and outgoing SMS

are further 
ategorized regarding the provider of the 
alled party/SMS re
ipient.

For this, the tra�
 demand estimator resolves the provider of the 
alled party/SMS

re
ipient from its telephone number, by requesting number-provider pairs from the

u-map server. Sipdroid 
alls, as well as WiFi and 
ellular Bytes are also distin-

guished in in
oming and outgoing ones. The tra�
 demand history is illustrated

through 
harts in the GUI. Also, statisti
s of the tra�
 demand history are used for

de�ning the user pro�le. Also, estimating the tra�
 demand for the 
urrent time

period (e.g., month) 
an be used for 
ost-aware servi
e/network re
ommendations.

Database: The u-map 
lient features an internal SQLite relational database.

To fa
ilitate database operations, the OrmLite Obje
t-Relational Mapping (ORM)

library is used. All data 
olle
ted by the monitor, performan
e estimator, and traf-

�
 demand modules are stored temporarily at the database, before being uploaded

to the u-map server.

Ba
k-end interfa
e The ba
k-end interfa
e handles the 
ommuni
ation with the

u-map server. It in
ludes a se
ure HTTP 
lient and the fun
tionality that 
onne
ts

the 
lient to the HTTP servi
e using the JavaS
ript Obje
t Notation (JSON) data-

inter
hange format for 
ommuni
ation. During a 
onne
tion, a 
lient may upload

the re
orded information to the u-map server.

Auto network sele
tor: This module enables the u-map 
lient to a
t as a software

agent that makes network-sele
tion de
isions of behalf of its user. The auto network

sele
tor listens for appli
ation laun
h events, su
h as Sipdroid, or �Phone� (i.e., the

default appli
ation of Android for GSM 
alls). When an event is re
eived, the auto

network sele
tor automati
ally sends a query to the u-map server and 
onne
ts the

devi
e to the re
ommended network. The query type 
an be spe
i�ed by the user

from the �Settings� menu of the GUI.

GUI: The GUI of the u-map 
lient enables the user to form queries for net-

work/servi
e re
ommendations. The GUI also in
ludes forms for requesting user

feedba
k at the end of sessions, as well as 
harts that illustrate the tra�
 demand

history.
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4.1.2 u-map server

The u-map server (referred to simply as server herethereafter) in
ludes the set of

servi
es and me
hanisms to re
eive data from 
lients, pro
ess, store, and analyze

it, as well as allow 
ontrolled a

ess to it. The u-map server 
onsists of the PHP

appli
ation and the analyti
s module that the team has designed, as well as several

dependent servi
es (i.e., the HTTP and mem
a
hed servi
es, the geo-database,

the job s
heduler, and the Certi�
ate Authority (CA)). The PHP appli
ation is

a 
ontent management system that 
onsists of distin
t 
omponents and together

with the HTTP servi
e enables the u-map server and 
lient 
ommuni
ation. The

following paragraphs provide detailed des
riptions for all 
omponents of the u-map

server.

HTTP servi
e: The u-map 
lients 
ommuni
ate with the u-map server using

the request-response 
ommuni
ation model and the JSON data-inter
hange for-

mat. Standard te
hnologies (e.g., publi
-private key pairs, TLS) are employed to

ensure identi�
ation, authenti
ation, 
on�dentiality, and integrity for the 
lient-

server 
ommuni
ation. The HTTP servi
e dire
ts the 
lients' requests to the PHP

appli
ation.

Client 
ontroller: The �rst 
omponent of the PHP appli
ation to be exe
uted

when a request arrives is the 
lient 
ontroller. This 
omponent manages registration

of new 
lients, authenti
ation of existing 
lients, and maintaining 
lient-related

information. The registration pro
ess in
ludes the signing of a 
lient 
erti�
ate by

the CA, and the 
reation of a VoIP (e.g., Sipdroid) a

ount by the VoIP server. If

the 
lient is authenti
ated, its request is dire
ted to the proper 
omponent of the

PHP appli
ation.

Query handler: This 
omponent answers queries from the u-map 
lients. A

query has a spatial parameter whi
h is either a polygon, or a pla
e name (e.g.,


ity name). Pla
e names have to be resolved to the respe
tive polygons. This is a

two-stage pro
edure: a) The Google geo-
oding API returns a geo-point that shows

where the pla
e is lo
ated, taking as input the pla
e name. b) The Wikimapia API

takes as input both the pla
e name and the geo-point, and returns the polygon.

Resolved pla
e names and their polygons are stored in the geo-database. When the

polygon is determined, it is passed in the SQL query and evaluated on the database.

The evaluation is a table 
ontaining the networks/servi
es that are available in this

polygon area, together with a s
ore. The s
ore is dependent on the query type (e.g.,

based on QoE or on a spe
i�
 QoS metri
). Query evaluations are 
a
hed using

the Mem
a
hed servi
e and used to faster respond to future queries regarding the

same area.

Data re
eiver: The data reveiver re
eives JSON-formatted datasets from the

u-map 
lient and performs the �rst pre-pro
essing steps before storing them in

the geo-database. These steps in
lude a) verifying that the uploaded data have

the proper data types and values within a

epted value ranges, b) verifying that

database s
hema 
onstraints (e.g., not null, unique values) are ful�lled, and 
) avoid-

ing dupli
ate entries in the geo-database (e.g., provider names) and updating ref-
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eren
es appropriately.

Tra�
 demand: The tra�
 demand module responds to requests about the

network provider that serves a spe
i�
 telephone number during a spe
i�
 time

period. This information is retrieved from number portability databases (e.g.,

National Referen
e Database for Portability (NRDBP)) and 
a
hed in the geo-

database.

Analyti
s: The analyti
s module implements Ma
hine Learning (ML) and sta-

tisti
al analysis algorithms. The 
lustering of user population, and the QoE mod-

eling are the primary obje
tives of this module. The MLQoE sub-module builds

models for the predi
tion of QoE of a 
ertain servi
e given some network ben
h-

marks. A spe
ial model is built for ea
h 
lient. The model 
an predi
t the QoE

using network measurements stored in the database or submitted by the spe
i�



lient. The query handler 
an respond to queries using these predi
tions.

A

ess Control: All database operations are passed through the a

ess 
ontrol

module. Users 
an de�ne a

ess 
ontrol rules. These rules de�ne who has a

ess

to what data. Who 
an be a user, a role (e.g., operator, appli
ation), and what

is a query over the data. Query rewriting is then applied, �inje
ting� the a

ess


ontrol rules in the request, so that the rewritten request �lters out the ina

essible

data. To further prote
t sensitive information, a

ess is allowed only to aggregate

statisti
s.

Geo-database: The geo-database is managed by a Relational Database Man-

agement System (RDBMS) with geo-spatial extensions that provide the 
apability

to form and e�
iently evaluate spatial queries. All data of the u-map server (e.g.,

network measurements and feedba
k from the u-map 
lients, pla
e names and their

respe
tive polygons, <telephone number, serving provider> pairs, and generated

statisti
s) are stored in the geo-database.

Job s
heduler: The job s
heduler allows the PHP appli
ation and the Analyti
s

modules to s
hedule jobs (e.g., query pre-
a
hing by the query handler, or QoE

model building by the MLQoE) for periodi
 exe
ution (e.g., every night or every

week). A job is registered to the job s
heduler in the form of a shell 
ommand, to-

gether with an exe
ution plan. Both the PHP appli
ation and the analyti
s module

provide Command Line Interfa
es (CLIs) that de�ne 
ommands and parameters

for triggering 
ertain jobs.

4.1.3 Sipdroid

We 
hose the Sipdroid appli
ation for the role of a VoIP 
lient for Android devi
es.

Two signi�
ant fa
tors for our 
hoi
e are that Sipdroid is free, and open-sour
e. We


an extend Sipdroid to 
ommuni
ate with the u-map 
lient through Android Inter-

Pro
ess Communi
ation (IPC) and freely distribute our own Sipdroid edition. The

users of the u-map and user study parti
ipants 
an download our Sipdroid edition

without having to pay for it. A detailed des
ription of the Sipdroid ar
hite
ture

is out of the s
ope of this thesis. Instead, only the 
omponents of interest, in the


ontext of 
ondu
ting network measurements and reporting them together with
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session events to the u-map, are des
ribed.

RTP implementation: Both the Session Initiation Proto
ol (SIP) and the Real-

time Transport Proto
ol (RTP) proto
ols are entirely implemented in Java and

in
luded in the Sipdroid sour
e 
ode. SIP messages are ex
hanged between ea
h

Sipdroid instan
e and the VoIP server. On the 
ontrary, the Sipdroid and the VoIP


on�guration is su
h that Sipdroid instan
es transport their RTP streams dire
tly

to ea
h other, without the VoIP server being intervened. The Re
eiver and Sender

sub-modules of the RTP implementation are instantiated during a Sipdroid 
all to

re
eive and send RTP pa
kets, respe
tively. We have developed the Performan
e

estimator sub-module that re
ords arrival and departure timestamps and sequen
e

numbers of the transferred RTP pa
kets. Sequen
e numbers are read from the

RTP pa
ket headers. The re
orded data are used to 
al
ulate pa
ket inter-arrivals,

delays, jitter, and pa
ket loss.

GUI: We have inserted 
ode at spe
i�
 lo
ations in the sour
e 
ode where the

GUI intera
ts with the SIP proto
ol, in order to dete
t session events (i.e., when a

Sipdroid 
all is started and ended).

u-map sender: This module 
ommuni
ates with the u-map 
lient through An-

droid IPC. It sends RTP measurements and session information to the Sipdroid

re
eiver of the u-map 
lient. Additional events (e.g., when Sipdroid is laun
hed)

are sent, to allow for timely automati
 network sele
tion by the u-map.

4.1.4 VoIP server

We have designed a VoIP server ar
hite
ture for swit
hing VoIP 
alls among Sip-

droid instan
es and managing their VoIP a

ounts. The VoIP server 
onsists of

the HTTP and Asetrisk servi
es, as well as the A

ount manager and its database.

Asterisk servi
e: The VoIP server uses the Asterisk servi
e for swit
hing VoIP


alls among Sipdroid instan
es. The Asterisk servi
e requires authenti
ation and

features a voi
email servi
e for when a Sipdroid instan
e is o�ine. Ea
h Sipdroid

instan
e is assigned an ID (i.e., telephone number), together with authenti
ation

information. These data are stored in the database of the VoIP server.

HTTP servi
e: The VoIP server in
ludes an HTTP servi
e for 
ommuni
ating

with the u-map server. The HTTP servi
e responds to requests for a

ount man-

agement (e.g., 
reation, deletion) from the Client 
ontroller of the u-map server.

A

ount manager: The a

ount manager is a PHP appli
ation o�ered as as a

web servi
e to the u-map server through the HTTP servi
e. It 
onne
ts to the

database and implements all a

ount management a
tions.
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Figure 4.1: The ar
hite
ture of the u-map system: The u-map 
lient 
ommuni
ates

with the u-map server to send queries and upload data. The Sipdroid 
ommuni
ates

with the VoIP server using the SIP proto
ol. The u-map server 
ommuni
ates with

the VoIP server for the management of the VoIP a

ounts, as well as with two APIs

and a database for the retrieval of geographi
al and telephone number-provider

information.



Chapter 5

Proof of 
on
ept

�Su
h a simple 
on
ept, yet so true: that whi
h we manifest is before

us; we are the 
reators of our own destiny. Be it through intention or

ignoran
e, our su

esses and our failures have been brought on by none

other than ourselves.�

� Garth Stein, The Art of Ra
ing in the Rain

Chapter 4 des
ribed the ar
hite
ture of the u-map system. This Chapter

presents the proof-of-
on
ept version of the implementation. This version in
ludes

only a subset of des
ribed ar
hite
ture. It was used in the evaluation of Chapter 6.

After the evaluation, the prototype was re�ned with improvements and extensions.

The improved implementation is des
ribed later, on Chapter 7.

5.1 Main modules of the ar
hite
ture

The proof-of-
on
ept implementation does not implement every 
omponent of the

ar
hite
ture presented in Fig. 4.1. More spe
i�
ally, the u-map 
lient does not

implement the tra�
 demand estimator, the auto network sele
tor, and the mon-

itor rate sele
tor. The u-map server does not implement the a

ess 
ontrol, the

analyti
s, the tra�
 demand modules, nor the VoIP sub-module of the 
lient 
on-

troller. Also, the query handler does not support pre-
a
hed queries, stored in the

mem
a
hed servi
e. Regarding the performan
e estimator module in Sipdroid, it

measures pa
ket loss, and jitter, but not the arrival and departure timestamps and

sequen
e numbers of every transferred RTP pa
ket. Also, the VoIP server 
onsists

solely from the Asterisk servi
e. VoIP a

ounts are are de�ned manually in the

Asterisk 
on�guration �les.

31
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5.2 Prototype development

The u-map server 
onsists of the 
ommuni
ation proto
ol, PHP appli
ation, database,

and se
urity and priva
y 
omponents. The database manages the 
ontent and

serves queries, while the PHP appli
ation is a 
ontent management system that

enables the u-map server and 
lient 
ommuni
ation. The registration and login

pro
esses are also implemented in the PHP appli
ation using the 
erti�
ate author-

ity to sign and validate 
lient 
erti�
ates. The u-map 
lient in
ludes a monitor,

database, performan
e estimator, its ba
k-end interfa
e, and a GUI. The ba
k-end

interfa
e in
ludes a se
ure HTTP 
lient and the fun
tionality that 
onne
ts the


lient to the HTTP server using the JSON data-inter
hange format for 
ommuni-


ation. The u-map server runs on a Linux ma
hine and uses Apa
he HTTP server.

The u-map 
lient runs on the Android OS. Fig. 5.1 shows s
reenshots of the GUI

of a u-map 
lient.

To store a large size of data in a stru
tured and easily manageable manner,

we used relational database s
hemes at both the u-map 
lient and server. The

server employs the PostgreSQL RDBMS with the PostGIS extension, whi
h allows

the formation of spatial queries. SQLite is the only database management system

supported by the Android OS. The 
lient internal database stores temporarily the

u-map data using the OrmLite, an obje
t-relational mapping pa
kage.

Fig. 5.2 shows a representation of the ER model of the u-map server database.

This ER model 
ontains various entities, namely the 
lients, sessions, tra
es, and

network providers. Sessions 
an be distinguished in two 
ategories, namely the

GSM and Sipdroid 
alls. For ea
h session, the start and end time, the status,

and the QoE s
ore that is provided by the user are re
orded. Ea
h tra
e 
ontains

network data (e.g., RSSI values) that are measured during a session as well as the

position and time at whi
h these data have been 
olle
ted. Finally, ea
h tra
e indi-


ates the network provider whi
h the 
lient uses to 
onne
t. The ER representation

in Fig. 5.2 is not 
omplete. For the sake of simpli
ity, only the most important

attributes are presented. Several entities, su
h as, the servi
e type and 
harging

s
heme, have been omitted.
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Figure 5.1: GUI s
reenshots from a 
lient: pro
edure for (a, b, 
) querying the

u-map server about the best network in a user-de�ned area, (d) 
onne
ting to the

suggested network, (e, f) making a VoIP 
all using Sipdroid, and (g, h) evaluating

the QoE of the 
all, when it is ended.

Figure 5.2: The ER model of the u-map server database.
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Chapter 6

Evaluation

�For this purpose I determined to keep an a

ount of the voyage, and to

write down pun
tually every thing we performed or saw from day to day,

as will hereafter appear.�

� Columbus, Christopher, and Bartolomé de

las Casas, Personal Narrative of the First Voyage of Columbus to Ameri
a: From

a Manus
ript Re
ently Dis
overed in Spain

This se
tion evaluates the u-map, its systems aspe
ts and usability, and its

impa
t on improving the QoE of VoIP 
alls.

The evaluation involves measurements of the power 
onsumption, responsive-

ness, and s
alability of the u-map. For the assessment of the usability, fun
tionality

and servi
es of the u-map, a �eld study with real users was 
ondu
ted. We use the

terms subje
ts, parti
ipants, or volunteers, to refer to these users inter
hangeably

throughout the text. During the �eld study, obje
tive measurements and subje
tive

s
ores were 
olle
ted. Spe
i�
ally, via u-map 
lients, the subje
ts evaluated the QoE

of their VoIP 
alls, and these QoE s
ores, in 
onjun
tion with network measure-

ments, were uploaded to the server. Furthermore, at the start and end of the study,

the parti
ipants provided feedba
k by answering two questionnaires (available on-

line at [53℄). The network measurements, QoE s
ores, and questionnaire responses

were analyzed using various statisti
al analysis and ma
hine learning algorithms.

6.1 Systems performan
e

6.1.1 Power 
onsumption

The power 
onsumption of the u-map, and its main operations, was measured and


ompared with the power 
onsumption of some popular appli
ations. The estima-

35
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tion of the power 
onsumption on smartphones has re
eived 
onsiderable attention

in the literature. Some approa
hes, su
h as [54, 55℄, use external monitoring tools

(e.g., multimeters) to measure the power 
onsumption. However, these approa
hes

are highly intrusive, sin
e they often require to dismantle the Android devi
e in

order to 
onne
t the probes of the monitoring tool at the hardware 
omponents

of interest. Other approa
hes, su
h as [56, 57, 58, 59℄, perform the power mea-

surements internally, using existing fun
tionalities of the hardware of the Android

devi
e. For example, Dong et al. [56℄ estimate the overall power 
onsumption of

the Android, by automati
ally modeling the power 
onsumption through system

statisti
s. PowerTutor [57, 60℄ a

esses usage statisti
s from pro
fs and BatteryStat

to provide appli
ation-spe
i�
 energy information, but this approa
h has several

limitations a�e
ting the a

ura
y. PowerProf [58℄ fo
uses on power modeling rather

than appli
ation energy metering. In this work, we employed AppS
ope [59℄, a non-

intrusive, online power analysis tool that estimates the energy 
onsumption on a

per-pro
ess and per-hardware 
omponent basis.

For the power 
onsumption measurements, we set up a Desktop 
omputer and

an Android smartphone, 
onne
ted through a USB 
able. The smartphone runs

the appli
ations that will be evaluated, and a dynami
 Android kernel module,

whi
h estimates online the power 
onsumption. For ea
h appli
ation, the power


onsumption of the CPU, OLED display, GPS re
eiver, and WiFi interfa
e of the

Android is measured. The kernel module sends the measurements via the USB


able to the Desktop 
omputer, where the analysis is performed.

Using the above testbed, we performed a series of experiments. We de�ned

several s
enarios in whi
h we measured the power 
onsumption of various opera-

tions of the u-map, namely its data uploading, querying, and VoIP 
all. Then, the

power 
onsumption of popular appli
ations, su
h as YouTube, Skype, and Sipdroid

was measured and 
ompared with that of the u-map. Ea
h s
enario was exe
uted

100 times. To a
hieve 
onsisten
y and syn
hronization, we automated the s
enario

exe
ution and measurement pro
ess, using the testing program �UI/Appli
ation

Exer
iser Monkey� [61℄. This testing program emulates the �tapping� of a user on

the s
reen given spe
i�
 
oordinates. During an exe
ution, the power 
onsumption

of ea
h hardware 
omponent, namely CPU, display, GPS, and WiFi of the tested

appli
ation was measured. The energy 
onsumption was sampled with a rate of 1
sample/se
ond.

Table 6.1 reports the median power 
onsumption during the 100 repetitions of

ea
h s
enario (in mW). The largest power 
onsumption of the u-map is observed

during a VoIP 
all (893 mW). The display is the main sour
e for this 
onsump-

tion. Although the u-map runs in the ba
kground, the display is a
tive due to

the Sipdroid appli
ation through whi
h the VoIP 
all is performed. Therefore, the


onsumption due to the u-map in this s
enario is approximately 333 mW. Similarly,

when uploading, the power 
onsumption of the display is the main sour
e of the

overall 
onsumption (567 out of 675 mW). However, when a u-map 
lient uploads

data, it is not ne
essary for the display to be a
tive, thus, the power 
onsumption

due to the u-map 
an be redu
ed (to approximately 108 mW).
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Even during querying, whi
h is the most expensive operation in terms of power


onsumption, the u-map 
onsumes less power than other popular appli
ations,

su
h as Skype (804 mW), YouTube (816 mW), and Sipdroid (780 mW). GPS is

another power greedy 
omponent. When querying and during a VoIP 
all, the


onsumption due to GPS is relatively high (177 and 313 mW, respe
tively). Thus,

a less frequent 
olle
tion of position information 
an further improve the energy

savings. Interestingly, the 
onsumed power due to WiFi is relatively low (11.6 %

of the total 
onsumed power in the uploading s
enario).

6.1.2 Responsiveness

We measured the delay a user experien
es when uploading tra
es or querying. For

that, we set up a testbed (Fig. 6.1) that 
onsists of a 
lient, running on an Android

and 
ommuni
ating with the u-map servi
e via a wireless AP. An external monitor

that runs on a laptop 
aptures all data ex
hanged between the 
lient and AP.

Using this testbed, we performed two experiments: the u-map 
lient a) performs 50

queries, and b) uploads 50 datasets of 500 measurements. We de�ned a sequen
e of

events (Table 6.2) and the following types of delay: a) Server delay: the total time

elapsed between the re
eption of a 
lient request by the server and the transmission

of the response (i.e., T4 − T3). The distan
e estimation in the geospatial queries

and information retrieval are the dominant 
auses of this delay. b) Network delay:

it 
onsists of the time required for the 
lient request to rea
h the server and the


orresponding response from the server to rea
h the 
lient (i.e., T3 −T2+T5−T4).

Note that the timestamps T2, and T5 are re
orded at the external monitor, while the

T3, and T4 are re
orded at the server. Possible asyn
hroni
ities between the 
lo
ks

of the two devi
es do not a�e
t the measured network delay. 
) Android delay:

it 
onsists of the time for the 
lient request generation and display of the server

response on the s
reen (i.e., T2 − T1 + T6 − T5). d) Total delay: it is de�ned as the

sum of the Android, network and server delays (i.e., T6−T1) (Figs. 6.2 (a) & (b)).

The sequen
e of events and de�nition of the various delays are shown in Table 6.2

and Fig. 6.1.

In the 
ase of sending queries, the median Android, network, server, and total

delays are 43 ms, 8 ms, 135 ms, and 187 ms, while on uploading tra
es they are 49

Table 6.1: Median power 
onsumption (mW ).

S
enario CPU Display GPS WiFi Total

u-map: uploading 30 567 0 78 675

u-map: querying 33 563 177 6 779

u-map: VoIP 
all 20 553 313 7 893

YouTube 23 787 0 6 816

Skype 111 639 0 56 806

Sipdroid 33 657 0 90 780
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Figure 6.1: The u-map testbed for the delay measurements.

ms, 397 ms, 159 ms, and 604 ms, respe
tively.

6.1.3 S
alability

To highlight the s
alability of the u-map, we measured the server and total delay as

a fun
tion of the number of 
on
urrent requests. For the experiment, a desktop PC

emulated a number of the u-map 
lients by sending requests in parallel, in a range

of 5 to 50 (step of 5). Ea
h experiment was repeated 20 times. The timestamps T1

and T6 were re
orded at the desktop PC. Fig. 6.3 shows the server and total delay.

Ea
h point 
orresponds to the mean value a
ross all emulated 
lients and runs

of the experiment. The delay in
reases when the number of 
on
urrent requests

be
omes 40 or greater, due to the substantial in
rease in the memory required

for pro
essing. The querying delay is small. A prominent in
rease of the delay

o

urs, when uploading tra
es, espe
ially at a large number of 
on
urrent users

(Fig. 6.3) due to the large amount of tra�
 ex
hanged between a 
lient and the

Table 6.2: Events for the delay measurements.

Time Event Re
orded � By appli
ation

T1 Client triggered to query/upload tra
es 
lient System.
urrentTimeMillis

T2 Client sends query/tra
es monitor T
pdump

T3 Server re
eives the query/tra
es Server PHP mi
rotime

T4 Server responds to the 
lient Server PHP mi
rotime

T5 Client re
eives the response monitor T
pdump

T6 Client displays the result 
lient System.
urrentTimeMillis
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Figure 6.2: Delay for sending queries (a) and uploading tra
es (b).

server. However, the uploading runs in the ba
kground and does not impa
t the

per
eived user experien
e.

To improve the performan
e and a
hieve a higher aggregate I/O throughput,

we are 
urrently exploring the use of the Hadoop Distributed Filesystem (HDFS)

and the HBase. The impa
t of delay, as per
eived by the users, was also assessed

in the 
ontext of the subje
tive �eld study, des
ribed in the following subse
tion.

6.2 User study

6.2.1 Methodology

To evaluate the user experien
e when running the u-map, a �eld study was 
on-

du
ted at the premises of FORTH, for a two-week period, with the parti
ipation of

21 volunteers. Common pra
ti
es and guidelines for performing subje
tive studies

[62, 63℄ were followed. The subje
t population was 
omposed by graduate students

and junior resear
hers from FORTH, ex
luding the u-map development team.

The study en
ompassed the following four phases: (i) A 30-minute tutorial was

given on the �rst day of the study by one of the team developers. The tutorial

introdu
ed the u-map, its fun
tionality, and the 
lient GUI. The users were in-

stru
ted to perform at least 3 VoIP 
alls per day, while at FORTH. For that, they

had to use the Sipdroid VoIP 
lient with the u-map and assign their QoE feedba
k

(s
ore) via the u-map GUI. The s
ore is an integer ranging from 1 to 5 (1 
orre-

sponds to a poor performan
e, while 5 the ex
ellent one). (ii) At the end of the
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Figure 6.3: S
alability of the server.

�rst phase, the subje
ts also answered the �rst questionnaire. This questionnaire

fo
used on the user ba
kground and pro�le (e.g., gender, familiarity with various

te
hnologies, Android usage), preferen
es (e.g., QoE-vs-
ost trade-o�), tra�
 de-

mand (e.g., GSM and VoIP 
all frequen
y), and expe
tations about the u-map.

(iii) For a 2-week period, the parti
ipants used the u-map. (iv) At the end of this

two-week period, the subje
ts answered a se
ond questionnaire to assess the u-map.

They evaluated various fun
tionalities (e.g., GUI, ability to dis
over new networks

and improve the overal QoE) and also provided an overall s
ore. Moreover, par-

ti
ipants indi
ated the signi�
ant fa
tors that a�e
t the performan
e and future

adoption of the u-map. Feedba
k for improving the u-map was also 
olle
ted. Dur-

ing the phases (iii) & (iv), there was no intera
tion between the subje
ts and the

u-map developers.

The study was anonymous. Ea
h parti
ipant was identi�ed by a unique id

generated by the u-map 
lient appli
ation. The submitted questionnaires in
luded

this user id.

6.2.2 Testbed of the user study

The testbed in
ludes a server, 21 
lients, �ve IEEE 802.11 networks, and a monitor.

The server runs on a Linux ma
hine (CPU: 2.66 GHz Core 2 Duo, RAM: 2048 MB)

lo
ated at FORTH. Eleven users installed the u-map 
lient on their own Androids.

The remaining ten users were provided with HTC Nexus One devi
es (part of our

laboratory equipment).

IEEE 802.11 networks: Four WiFi networks have been deployed at FORTH,

namely the forth publi
 a

ess, forth authorized a

ess, eduroam, and netlab-QoS-

test (experimental single-AP network). One obje
tive is the evaluation of the

fun
tionality of the u-map to dis
over a new network that potentially 
an improve
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the QoE of VoIP servi
es. For this, a new WiFi network was deployed with SSID

Publi
WiFi!. This network was 
on�gured to o�er an improved VoIP quality 
om-

pared to the other networks. It used a MAC address �lter to allow only the devi
es

of the parti
ipants to 
onne
t to its APs. The Publi
WiFi! had the same number

of APs and 
overed the same area as the forth publi
 a

ess. To avoid introdu
ing

any bias, we did not indi
ate/mention the name or the presen
e of any network to

the parti
ipants. The monitor was running on a Desktop 
omputer and 
aptured

the network tra�
 of all APs. The 
olle
ted data, along with the answers to the

questionnaires, were analyzed and 
ross-validated.

6.2.3 Data sour
es

The �eld study produ
ed a ri
h dataset that in
ludes (a) network measurements


olle
ted by the monitor and the u-map, (b) users' QoE feedba
k about their 
alls

(
olle
ted by the u-map), and (
) subje
ts' questionnaire responses. A variable


orresponded to a question (in the two questionnaires) and was numeri
al or 
at-

egori
al (with no numeri
al ordering). Most of the numeri
al variables measured

the per
eption of subje
ts (about the quality of a 
ertain aspe
t of the u-map)

using the Likert s
ale from 1 to 5, ranging from �No� to �Yes�. They were en
oded

as dis
rete numeri
al variables. Few numeri
al variables 
orresponded to questions

about the frequen
y of performing an a
tivity. Other multiple-
hoi
e questions

were en
oded as 
ategori
al variables. Finally, three questions required text: two

questions required the names of the networks the subje
ts used, while the other

one the 
hara
terization of the user familiarity with the WiFi 
on�guration.

6.2.4 Data pre-pro
essing

The questionnaires were submitted in paper form. Prior to the analysis, we

sanitized/pre-pro
essed (when ne
essary) and en
oded the questionnaire answers

based on their type (e.g., numeri
al, 
ategori
al, binary, string) and domain (e.g.,

range). An example of pre-pro
essing is for the 
ase of a question about the sig-

ni�
an
e of various fa
tors for the use of the u-map, where subje
ts are asked to

assign a weight to ea
h fa
tor, with the weights summing up to 100. We normalized

these weights when the sum was a di�erent number. In another question where

users had to provide the WiFi network names in a �free�-text form, only obvious

spelling mistakes were 
orre
ted. Regarding the data 
olle
ted by the u-map, 
all

and network statisti
s were retrieved from the geo-database with the proper SQL

queries, and saved in �les for later analysis. The 
olle
ted data were also visually

inspe
ted.

Missing values: Often data 
olle
tion via questionnaires su�ers from missing

values. In general, the methodology for treating the missing values depends on

the spe
i�
 obje
tive and may impa
t the results by introdu
ing bias, leading to

erroneous results. For example, in some 
ases ignoring the missing values or substi-

tuting them with a mean of the 
orresponding variable 
ould be a valid approa
h.
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The k-nearest neighbors imputation 
onsiders the statisti
al dependen
ies between

variables to predi
t the missing values and is used in modeling the user satisfa
tion

(Se
tion 6.2.11). However, the k-nearest neighbors imputation method is not suit-

able when 
ategori
al variables exist in the data. So, in the 
ase of user pro�ling

using 
lustering algorithms (where 
ategori
al variables are present, Se
tion 6.2.10),

the missing values were substituted with the median of the non-missing values of

the respe
tive variable. The treatment of the �I don't know� or �I didn't understand

the question� answers is a related issue; for the general statisti
s of our subje
t pop-

ulation (Se
tion 6.2.6) these answers are 
onsidered valid, while missing values are

ignored.

6.2.5 Statisti
al tests about the independen
e of various fa
tors

To assess the statisti
al (in)dependen
e between various parameters, we employed

three statisti
al tests, namely the χ2
test of independen
e, the Spearman's rank


orrelation 
oe�
ient (for ordinal variables), and a G-test, based on a standard

Monte-Carlo permutation pro
edure [64℄. An advantage of this G-test is its ro-

bustness for small sample sizes.

6.2.6 General statisti
s about the user population

To understand our user population, we 
omputed some general statisti
s based on

their feedba
k from the �rst questionnaire (Fig. 6.4). Most of the subje
ts have

a substantial level of familiarity with Android or are experts (71%). Similarly,

a large per
entage of users 
an 
on�gure their wireless interfa
e without fa
ing

problems (48 %). In the �rst questionnaire, the subje
ts indi
ated their most

frequent a
tivities using smartphones. Most of them send SMS, a

ess lo
al data,

and read e-mails (Fig. 6.5). A large per
entage of parti
ipants browse the Web,

wat
h videos, or play on-line games, while a relatively small per
entage performs


ommer
ial produ
t/servi
e surveys or online booking and shopping.

6.2.7 Signi�
ant fa
tors for the use of the u-map

Subje
ts indi
ated the important fa
tors that a�e
t the use of the u-map (or a

related system) with their answers in the two questionnaires. The questions were

phrased in a slightly di�erent manner. Spe
i�
ally, in the �rst questionnaire, sub-

je
ts indi
ated the fa
tors, spe
ifying also their signi�
an
e level (weight). The

top-3 fa
tors were: �Priva
y�, �Improved QoE of VoIP�, and �Easy & friendly GUI�

(Fig. 6.6 (a)). In the se
ond questionnaire, the subje
ts were asked to 
lassify

these fa
tors in a s
ale from 1 to 5, where 1 means �not signi�
ant� and 5 means

�very signi�
ant�. There, the top-3 fa
tors were: �Priva
y�, �Improved QoE of

VoIP�, and �Battery 
onsumption� (Fig. 6.6 (b)). Interestingly, the subje
ts had


hanged their opinion about the signi�
an
e level of these fa
tors. Spe
i�
ally, the

�Battery 
onsumption� be
ame an even more signi�
ant fa
tor, rea
hing the third
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(a) (b)

(
) (d)

Figure 6.4: User familiarity with (a) Android & (b) WiFi 
on�guration and fre-

quen
y of making (
) GSM & (d) VoIP 
alls from mobile devi
es.

position, while the �Easy & friendly GUI� was downgraded to the �fth position.

The �Priva
y� steadily remained the most signi�
ant fa
tor.

The �Low sear
h time� was not one of the important fa
tors (7th & 11th po-

sition, in Figs. 6.6 (a) & (b), respe
tively). During the �eld study, the load of

the server was low, resulting in small response delays, whi
h did not a�e
t the

user experien
e. This is also 
onsistent with the fa
t that users evaluated the re-

sponsiveness of the u-map positively, regardless of their responsiveness toleran
e

threshold. Subje
ts were asked to indi
ate their delay/responsiveness toleran
e

threshold when using any Internet retrieving-based servi
e/appli
ation at the �rst

questionnaire. We assessed the statisti
al (in)dependen
e between the responsive-

ness of the u-map and the overall responsiveness threshold. The χ2
, the Spearman's


orrelation, and the permutation-based test report p-values of 0.23, 0.11, and 0.25,
respe
tively, indi
ating a statisti
al independen
e.

Interestingly while many parti
ipants indi
ated that they did noti
e an in-


reased battery 
onsumption (question Q2.18 in Appendix B), it seems that this

did not impa
t negatively their overall evaluation. To statisti
ally assess this 
orre-

lation, we performed the above tests. With p-values of 0.55 (χ2
test), 0.33 (Spear-

man's 
orrelation), or 0.51 (permutation-based test), we 
annot reje
t the null
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Figure 6.5: Frequent a
tivities using smartphones.

hypothesis about the independen
e of the observed power 
onsumption and overall

s
ore of the u-map. More spe
i�
ally, there is eviden
e that the two parameters

are independent. We assume that due to the small size, we 
annot 
on
lusively

verify it. We spe
ulate that most of the parti
ipants were able to alleviate the neg-

ative e�e
t of the in
reased power 
onsumption by performing some sort of �power

management� (e.g., dea
tivating the wireless network interfa
e). Unfortunately we

do not have any measurements to analyze su
h a
tions. Note that a typi
al user

may not be able to perform su
h a task, an thus, an automated dynami
 power

management be
omes important.

6.2.8 On dis
overing new networks & improving QoE

The study showed that the u-map 
an assist in the dis
overy of new networks!

When a new network be
omes available in a region, a u-map user 
an eventually

dis
over it and 
onne
t to it. The dis
overy of this new network was manual in our

study but in a more general setting, it 
ould take pla
e through announ
ements or

friends. The measurements and QoE feedba
k 
olle
ted from this (�rst) user were

uploaded to the server, and the name of this new network was then in
luded in the

u-map re
ommendations for that region. From that point on, the entire 
ommunity

of the u-map users was informed about the performan
e of this new network. In

this study, the �rst Sipdroid 
all using the Publi
WiFi! network took pla
e during

the fourth day of the study. Until the end of the study, 6 out of 21 users performed
VoIP 
alls using this network. Figs. 6.7 (left) present the QoE s
ore, pa
ket loss
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Figure 6.6: Important fa
tors that a�e
t the use of the u-map based on data


olle
ted from, (a) the 1st questionnaire (before using the u-map), and (b) the 2nd

questionnaire (at the end of the �eld study).

ratio, and burstiness of pa
ket loss of ea
h VoIP 
all that was made by one of

those users (in a temporal order). Low QoE s
ores are 
orrelated with high pa
ket

loss ratio and burstiness. It is evident that by dis
overing Publi
WiFi!, this user

improved its QoE. Publi
WiFi! performed better than the other networks, as it


an be veri�ed by the 
olle
ted network measurements and QoE statisti
s. Fig. 6.8

shows the 
omplementary CDFs (CCDFs) of the performan
e of all WiFi networks

from whi
h Sipdroid 
alls were made. Due to its light tra�
, the Publi
WiFi!

network 
ould be bene�
ial to all the parti
ipants. However, only some users took

advantage of its presen
e. We asked the users to report (in a related question of

the se
ond questionnaire) whether they noti
ed a di�eren
e in the QoE of their

VoIP 
alls over the di�erent networks. Then, we 
ompared these responses with

the QoE s
ores that the users assigned to their VoIP 
alls (that may have taken

pla
e in di�erent networks). Indeed, the users who indi
ated that they per
eived

a better quality of VoIP when using a spe
i�
 network had also provided higher

s
ores for the QoE of the VoIP 
alls made from Publi
WiFi!, 
ompared to the 
alls

made from forth publi
 a

ess (Fig. 6.9, red solid line vs. blue solid one). Similarly,

the sto
hasti
 di�eren
e between the QoE s
ores assigned to the 
alls performed

through di�erent networks by the users who did not per
eive any di�eren
e on the

QoE of their 
alls is less prominent.

Although several parti
ipants agreed that the improvement of QoE is impor-

tant, they evaluated the �reliable network dis
overy� and �easy network 
on�gu-

ration� as less signi�
ant fa
tors (Fig. 6.6). Users were interested in in
reasing

the quality of their experien
e through the u-map without having to perform the

network dis
overy and 
on�guration themselves. This phenomenon was also 
on-

sistent with what was observed via the u-map tra
es: there were users that despite

their low QoE, did not 
hange network (as the one in Figs. 6.7 (right)). This 
ould

be due to their unwillingness to �navigate� through the network dis
overy and 
on-
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�guration GUI or their priva
y 
on
erns about a new and unknown network (e.g.,

Publi
WiFi! ). This is an example of the trade-o� between priva
y prote
tion and

the automation of the network dis
overy and 
on�guration pro
ess (i.e., redu
ing

the user intervention by making the 
alls an almost "1-
li
k" operation).

6.2.9 GUI evaluation

The evaluation of the GUI fo
used on the fun
tionality, visual 
larity, 
onsisten
y,


ompatibility, informative feedba
k, expli
itness, and �exibility & 
ontrol of the u-

map (Table 6.3). The users evaluated these aspe
ts in the se
ond questionnaire

using the Likert s
ale. The mean overall s
ore for the GUI is 3.90 out of 5, while
the mean s
ore for ea
h aspe
t is shown in Fig. 6.10. Regarding the GUI that

reports errors (question Q2.33 in Appendix B), there was a noti
eable di
hotomy:

there were parti
ipants that assigned high s
ore (4 or 5), while others provided

a low s
ore (2). During the �eld study, we dis
overed some malfun
tions of the

u-map uploading related to the 
on
urren
y of the reading and writing at the lo
al

database. This was 
orre
ted only after the 
ompletion of the �eld study.

6.2.10 User pro�ling

Could we distinguish di�erent groups of users, with respe
t to their ba
kground

(e.g., gender, degree of familiarity with respe
t to various te
hnologies), demand,

expe
tations about the u-map and its servi
es, evaluation of the u-map, QoE re-

quirements (e.g., responsiveness, QoE vs. 
ost)? To answer this question, we

applied a 
lustering algorithm, namely an extended version of the K-means algo-

rithm [65℄, on a data set that 
onsists of tra�
 statisti
s and responses from the

questionnaires. This algorithm handles mixed 
ategori
al and numeri
al datasets.

Table 6.4 des
ribes all used variables, whi
h are ordered based on their signi�
an
e

in the determination of user pro�les (�weight� 
olumn). The impa
t of the overall

evaluation of the u-map and the tra�
 demand are of signi�
ant importan
e. Also,

the preferen
e among QoE and pri
e was not found to be signi�
ant, sin
e all used

WiFi networks were free of 
harge. Under di�erent 
onditions, this fa
tor should

have higher importan
e.

Table 6.3: Metri
s for the evaluation of GUI.

Name Des
ription

Fun
tionality Tools for the u-map servi
es (query, 
all, 
on�gure)

Visual 
larity Information in straightforward, organized, 
lear way

Consisten
y Information always depi
ted in same format/layout

Compatibility Compatibility with user 
onventions and expe
tations

Informative feedba
k About a
tions that result in errors

Expli
itness Information in a 
omplete, 
lear, & stru
tured way

Flexibility & 
ontrol Control and re
overy from erroneous a
tions
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Figure 6.7: QoE s
ore (a & b), pa
ket loss ratio (
 & d), and burstiness of pa
ket

loss (e & f) of the 
alls of two parti
ipants, in temporal order. Figures at the left


orrespond to a parti
ipant that dis
overed the new network (Publi
WiFi! ), while

Figures at the right belong to one who de
ided to remain in the well-known publi


wireless network of FORTH, despite the poor network 
onditions during his/her


alls, whi
h a�e
ted their quality.
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Figure 6.8: Performan
e of WiFi networks, in terms of QoE, pa
ket loss ratio &

burstiness of pa
ket loss ((b) has the same legend as (a)).

1 1.5 2 2.5 3 3.5 4 4.5 5
0

0.2

0.4

0.6

0.8

1

QoE

C
C

D
F

 

 

forth public access
PublicWiFi!

Figure 6.9: The QoE s
ores of VoIP 
alls of all users who indi
ated that they

per
eived a better quality of VoIP when using a spe
i�
 network (solid line) vs. of

the ones who did not observe any di�eren
e (dashed line), in the �Improved QoE

of VoIP� related question, a

ording to the network where these 
alls took pla
e

(forth publi
 a

ess & Publi
WiFi! ).

The 
lustering algorithm reports three 
lusters of 4, 6, and 11, users, respe
-
tively. Table 6.5 shows the 
entroids of the numeri
al attributes in ea
h 
luster,

while Fig. 6.11 shows how users of ea
h 
luster answer various types of questions.

With respe
t to the evaluation of the u-map, users of 
luster 1 give the highest

s
ore (Table 6.5) and are more willing to adopt the u-map 
ompared to users of

other 
lusters (Fig 6.11 (a)). They also give the highest s
ore to the provider se-

le
tion 
apability (Table 6.5). This is in a

ordan
e with the high s
ore for the

u-map, as provider sele
tion is one of the key features of the u-map. Furthermore,
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Figure 6.10: GUI evaluation.

users of 
lusters 1 and 3 expe
t that the u-map will have a positive impa
t on the

quality of VoIP 
alls, while users of 
luster 2 are more skepti
al (Fig. 6.11 (b)).

Users of 
luster 3 evaluate poorly the quality of VoIP 
alls on Android (Table 6.5).

This belief strengthens their motivation to adopt the u-map. On the other hand,

users of 
luster 2 give a relatively high s
ore to the quality of VoIP 
alls on An-

droid. This belief in 
onjun
tion with their expe
tation that the u-map will not

signi�
antly improve the quality of VoIP 
alls explains why they provide the lowest

s
ore for the u-map 
ompared to other 
lusters. Another interesting result for users

of 
luster 2 is that their majority has a higher level of familiarity with Android


ompared to users of other 
lusters (Fig. 6.11 (d)). It seems that users with low

familiarity with Android provide a higher overall s
ore 
ompared to users with high

familiarity. We spe
ulate that the u-map 
an improve the experien
e of users that

are not very familiar with new te
hnologies. Finally, users of 
lusters 1 and 3 have

the highest and lowest levels of tra�
 demand, respe
tively, while users of 
luster

2 are 
hara
terized by a medium level of demand.

6.2.11 Modeling the user satisfa
tion about the u-map

In general, the user satisfa
tion about a system 
an be parameterized by the per
ep-

tion of the user about the quality of its servi
es and fun
tionalities, given his/her

requirements. Requirements exist with respe
t to the battery 
onsumption, re-

sponsiveness, GUI, se
urity, fault-toleran
e, and s
alability. In this work, we fo
us

on the battery 
onsumption, responsiveness and GUI. In the se
ond questionnaire,

the parti
ipants were asked to assess the u-map servi
es, namely the improvement

in the QoE of VoIP, reliability of network dis
overy, reliability in network re
om-

mendation, and easiness in network 
on�guration. The obje
tive of this work is

to model the user satisfa
tion as a utility fun
tion based on the above parameters

and their signi�
an
e level. The design of these utility fun
tions is still largely
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(a) (b)

(
) (d)

Figure 6.11: Population distribution per 
luster a

ording to the 
ategori
al vari-

ables.

under-explored. To the best of our knowledge, there are no su
h resear
h works

that perform real-world user studies to model the user satisfa
tion.

In the se
ond questionnaire, at the end of the �eld study, the subje
ts assessed

their satisfa
tion about the u-map, providing an overall s
ore and an indi
ation

Table 6.4: User pro�le parameters and their weight.

Weight Parameters of user pro�le

0.6234 Overall s
ore for u-map

0.5738 Expe
tation about the e�e
t of u-map on VOIP quality

0.5698 Signi�
an
e of provider sele
tion 
apability

0.5502 Frequen
y of VOIP 
alls from mobile devi
e

0.5212

Total 
all duration

0.5132 Toleran
e threshold on response delay

0.5131 Frequen
y of GSM 
alls

0.4910 Usage of re
ommendation systems

0.4907 Evaluation of VOIP quality on Android

0.4686

Median 
all duration

0.4682 Level of familiarity with Android

0.4340 Quality of servi
e vs. 
ost (preferen
e)

0.3846 gender

0.3327 u-map future adoption
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about their intention for future adoption of the u-map (Fig. 6.12).

Following the approa
h of Grigoroudis et al. [66℄, we model the user satisfa
tion

of the u-map as a weighted sum of n 
riteria, based on user feedba
k. These 
riteria,

with their respe
tive s
ore and signi�
an
e weight, are presented in Fig. 6.13 and

Fig. 6.6 (b), respe
tively. Fig. 6.13 shows the mean opinion s
ore of users, per


riterion. Spe
i�
ally, the mean user satisfa
tion about the u-map is de�ned as a

utility estimator U(u),

U(u) =
n∑

i=1

wi(u)si(u) (6.1)

where

∑
n

i=1
wi(u) = 1, and wi(u) and si(u) indi
ate the weight of the i-th 
riterion

and its s
ore, normalized in the interval [1, 5], respe
tively. Fig. 6.14 illustrates the
user utility fun
tion. 33 questions are involved in the generation of the utility: 20

of them evaluate the GUI, 6 of them the remaining 
riteria, and 7 others provide

the 
riteria weights. For the evaluation of the GUI and the assessment of the user

satisfa
tion, the missing values needed to be �lled, and the k-nearest neighbors im-

putation method was used. The predi
ted user satisfa
tion of the u-map (a

ording

to Eq. 6.1) is 
onsistent with the overall s
ore provided by users. The mean user

satisfa
tion is 3.65 (out of 5) 
ompared to the mean overall s
ore of 3.58. The

proposed model a

urately predi
ts the overall s
ore: for 10 out of 21 users, the

model estimates the exa
t s
ore, while for 7 other users the absolute error is 1 (in

a range from 1 to 5). There were 4 users that did not provide any overall s
ore.

Table 6.5: The mean of ea
h numeri
al parameter per 
luster.

Des
ription Cluster 1 Cluster 2 Cluster 3

Overall s
ore for the u-map 3.75 3.50 3.73

Signi�
an
e of provider sele
tion 
apability 4.25 3.83 3.73

Total 
all duration (se
) 2868.2 1632.5 560.2

Evaluation of VoIP quality on Android 3.25 3.50 1.45

Median 
all duration (se
) 59.63 54.83 31.55

Signi�
an
e of QoS 47.50 50 48.18

Signi�
an
e of pri
e 52.50 50 51.82
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Figure 6.12: Overall evaluation of the u-map (a), and future adoption of the u-map

(b).
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Chapter 7

The evolution of the u-map

�All men 
an see the ta
ti
s whereby I 
onquer, but what none 
an see is

the strategy out of whi
h vi
tory is evolved.�

� Sun Tzu, The Art of War

This Chapter presents the improvements and extensions of the u-map system,

that followed the evaluation of Chapter 6. Also, it presents how the u-map has been

applied on di�erent domains, namely on water distribution networks and medi
al

appli
ations, demonstrating its generality.

7.1 Prototype re�nement

Following the dire
tions for improvement highlighted by the performan
e analysis

and the user study, we have re�ned the implementation of the u-map system.

One-
li
k operation: In the u-map version of Chapter 5, the user had to spe
ify

a polygon, before submitting a query. Then, the presentation of the query response

showed a list of networks and the respe
tive s
ores, together with four i
ons that

laun
hed the 
ellular, and WiFi network settings, as well as to the Phone, and

Sipdroid appli
ations. The e�ort required by the user for the exe
ution of a query

and the 
onne
tion to a re
ommended network has been minimized. The user 
an

submit a query without spe
ifying a polygon. In this 
ase, the area of the map

that is 
urrently shown on s
reen is 
onsidered for the polygon parameter of the

query (Fig. 7.1 (b)). The GUI that presents the query results has been improved,

too. Ea
h network in
luded in the query result is represented by a list line, that

in
ludes its name, its s
ore (using a graphi
al element with 5 stars), and an i
on

(Fig. 7.1 (b)). The i
on indi
ates the network type and status. The network type


an be WiFi, GSM, or 3G. The 
olor of the i
on represents the status: green i
ons

53
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��� ��� ��� ���

Figure 7.1: GUI s
reenshots from the re�ned the u-map 
lient: (a) main s
reen,

presentation of a query result 
onsidering (b) the 
urrently shown area and (
) a


ity name, as well as (d) tra�
 demand history 
hart.

depi
t networks 
urrently 
onne
ted at, yellow i
ons depi
t networks for whi
h

the u-map server has QoS or QoE evaluations in the spe
i�ed area, blue i
ons

depi
t networks for whi
h the server has not any data in the spe
i�ed area (newly

dis
overed networks), and gray i
ons depi
t networks that are in
luded in the query

response, yet are not available 
urrently (e.g., the network has been shutdown, or

the devi
e is out of range). Cli
king on a line on the network list 
onne
ts the devi
e

on the spe
i�
 network and laun
hes either the Phone or the Sipdroid appli
ation,

depending on the network type. This new implementation of the querying GUI

allows the user to query the server with a single 
li
k, and 
onne
t to one of the

re
ommended networks with one more 
li
k.

Automati
 network 
onne
tion: To 
ompletely relieve the user from the burden

of querying the server and sele
ting a network, we have fully automated the network

sele
tion pro
ess. If this feature is enabled by the u-map settings, when the Sipdroid

appli
ation is laun
hed, a query is automati
ally sent to the u-map server, and the

devi
e is 
onne
ted to the best available WiFi or 
ellular network, based on the

server-provided re
ommendations.

Querying by 
ity names: Another extension of the querying me
hanism is the

ability to de�ne areas by their name. Geo-
oding web servi
es (i.e., the Google

geo-
oding API and the Wikimapia API) are employed to resolve area names (e.g.,


ity names) into polygons that de�ne the querying area pre
isely (Fig. 7.1 (
)).

Resolved area names are 
a
hed, to answer faster subsequent queries regarding

these areas.

Pre-
a
hed queries: Evaluating 
omplex queries with spatial parameters on a

large database 
an take a while. Ensuring an e�
ient database s
hema, optimizing

the SQL queries, as well as de�ning proper indexes on the database 
an improve

redu
e the query evaluation delay. To further improve the responsiveness of the u-

map server, regarding the responses to queries from 
lients, a pre-
a
hing approa
h
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has been implemented. Queries are pre-evaluated on spe
i�
 areas and the results

are stored in memory, using the mem
a
hed servi
e. Then, when a 
lient queries

the server, the result 
an be retrieved from the 
a
he, instead of being 
omputed

at the database.

Tra�
 demand estimation: The tra�
 demand estimator is a module imple-

mented after the user study. It monitors the tra�
 demand of the user, using di�er-

ent 
ounters for outgoing (possibly 
harged) tra�
 to every distin
t provider. The

u-map 
lient illustrates the tra�
 demand history using GUI 
harts (Fig. 7.1 (d)).

Tra�
 demand statisti
s are used for the user pro�ling. Also, monitoring the traf-

�
 demand allows to pre
isely estimate the 
ost of tele
ommuni
ation servi
es,

provided that the pri
ing information (e.g., tari� plans) is available. Cost-based

queries 
an then be implemented, providing re
ommendations for the most 
ost-

e�
ient networks/servi
es.

Integration with the VoIP servi
e: Registering for a VoIP servi
e and 
on�guring

the Sipdroid appli
ation requires some e�ort. To fa
ilitate this pro
edure, we are

hosting a VoIP server that is 
ooperating with the u-map: When the u-map 
lient

is installed, it 
he
ks whether the Sipdroid appli
ation is installed. If not, the u-

map 
lient requests permission from the user to download and install our Sipdroid

edition. When the Sipdroid is installed and laun
hed, it automati
ally retrieves

the VoIP a

ount 
on�guration from the u-map 
lient, through Android IPC. The

VoIP a

ount is 
reated when the u-map 
lient is registered to the u-map server.

RTP measurements: The network delay signi�
antly impa
ts the per
eived

quality of a VoIP 
all [43℄. We have improved the performan
e estimator module

that we have implemented inside Sipdroid, so as to measure the RTP-pa
ket delay.

A

ess 
ontrol: The a

ess 
ontrol module has been designed. Providing a

robust implementation with a low footprint on query evaluation delay is an ongoing

e�ort.

Analyti
s: Our approa
h for analyzing the 
olle
ted data has been des
ribed

in Chapter 3. The team has implemented the analyti
s module in Matlab and the

dataset 
olle
ted during the �eld study has been analyzed [67℄. The integration

of the analyti
s module with the PHP appli
ation of the u-map server is another

ongoing task of the team.

7.2 Conne
tion with other appli
ations

Fun
tionality or 
omponents of the u-map system have been used on other sys-

tems. The su

essful reuse of the u-map on di�erent appli
ation domains provides

an insight about the modularity of the system and the generality of the u-map

paradigm. The following paragraphs des
ribe how the u-map has been applied at

ea
h of these domains.
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7.2.1 u-plan

U-plan is another system that the team has developed. The u-plan system em-

powers users with tari� plan re
ommendations, based on the user pro�le and tari�

plan 
ost. Spe
i�
ally, the u-plan server models the tari� plans with whi
h the

providers 
harge their 
ustomers for the o�ered tele
ommuni
ation servi
es. The

u-plan server in
ludes a database that 
ontains the tari� plans available in the

wireless market (e.g., tari� plans o�ered by providers). The u-plan 
lient shares

the tra�
 demand estimator module of the u-map. By applying various tari� plans

on the tra�
 demand history of the user, u-plan 
al
ulates the 
ost that the user

would pay by 
hoosing it.

7.2.2 Water distribution networks

Water management is another appli
ation domain in whi
h the me
hanisms of the

u-map and CoRLAB 
ould be applied. Fresh water resour
es are threatened by

overexploitation, poor management, e
ologi
al degradation, and pollution. Water

distribution networks should maintain mi
robial quality and prevent the growth of

pathogeni
 organisms. In urban environments, su
h water distribution networks

require prevention and monitoring, planning, and management systems to maintain

drinking water within a

eptable standards.

Sensors measuring the water quality in terms of mineral 
on
entration, 
hlori-

nation level, and bio-agent (e.g., protozoa, E. 
oli, and salmonella) and noxious-

substan
e (e.g., pharma
euti
als) 
ontamination 
ould be installed on various parts

of the network (e.g., tanks, large transmission pipe water networks, distribution

water networks, and home water networks). Apart from pla
ing sensors and mon-

itoring devi
es at various points along the path from the main water distribution

network to the end-users, the u-map 
an empower end-users by enabling them to

provide real-time feedba
k about a wide range of fa
tors, su
h as subje
tive opin-

ion s
ores about the quality of water (e.g., unpleasant odor or taste, presen
e of

impurities). This is analogous to our approa
h on the tele
ommuni
ation markets,

sin
e it enables users to 
olle
t network measurements and provide feedba
k/opin-

ion s
ores. These measurements would be uploaded on a 
entral server, building a

geo-database with 
ombined obje
tive and subje
tive quality indi
ators. The aim

is to inform users about the water quality in spe
i�
 regions in order to make op-

timized de
isions about water usage and 
apa
ity planning in their infrastru
ture.

Su
h information 
an be either automati
ally transmitted to user smartphones or

upon request.

The interested parties (e.g., health 
enters, hospitals, water distribution opera-

tors, and governmental/
onsumer prote
tion bodies) may also build a pro�le based

on their demand and requirements in order to re
eive personalized noti�
ations.

For example, depending on the type of environment (e.g., a residential area, hos-

pital, industrial environment, or farm) and user a
tivity, the quality, demand, and

availability requirements may 
hange 
onsiderably. Furthermore, di�erent a

ess
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poli
ies 
an be applied a

ording to ea
h pro�le.

The proposed system provides the 
apability to aggregate measurements about

water quality and demand in large spatio-temporal databases, as well as to utilize

and 
orrelate a set of multi-sour
ed data by employing data mining te
hniques.

Based on these data analyti
s, the u-map 
ould provide 
ustomized re
ommen-

dations to users, predi
tions or early-warnings to various interested parties (e.g.,

health 
enters, hospitals, water distribution operators, and governmental/
onsumer

prote
tion bodies) and trigger various adaptation me
hanisms and events (e.g.,


hange the sampling rate, repla
e �lters).

The team has extended the fun
tionality of the u-map for water distribution

networks and 
ondu
ted a preliminary analysis [21℄. The proof-of-
on
ept imple-

mentation has demonstrated the generality of the u-map.

We foresee that adopting the u-map for water management purposes may o�er

great opportunities for early problem identi�
ation and alleviation, improving the

performan
e and possibly preventing unne
essary maintenan
e.

7.2.3 Medi
al appli
ations

The team (not in
luding the author) has developed mMamee [68℄, a platform that

monitors and assesses the exposure of pregnant women on environmental risks.

The platform integrates sensing data with the des
riptive input on maternal daily

habits. The mMammee system adopts the design prin
iples of the u-map.

7.2.4 Forthnet

The Forthnet Group is the largest privately owned group that provides broadband

and pay TV servi
es in Gree
e. At the time of writing this thesis, a 
ontra
t has

been signed between FORTH and Forthnet Group, for the appli
ation of the u-

map paradigm on a video streaming servi
e that the Forthnet Group o�ers. This


ollaboration provides the 
ontext for extending the u-map for more servi
es, and

an opportunity to apply the resear
h produ
ed by this thesis at the industry.
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Chapter 8

Con
lusions and Future Work

�I tell my students, `When you get these jobs that you have been so bril-

liantly trained for, just remember that your real job is that if you are free,

you need to free somebody else. If you have some power, then your job is

to empower somebody else. This is not just a grab-bag 
andy game.'�

� Toni Morrison

8.1 Con
lusions

This thesis presents the u-map and an extensive evaluation of its performan
e.

The u-map is a review and re
ommendation system that follows the 
lient-server

ar
hite
ture. A u-map 
lient running on a smartphone uploads in regular basis

information about the user pro�le (e.g., servi
e requirements, devi
e 
apabilities),

QoE feedba
k about servi
es (as indi
ated expli
itly by the user), tra�
 demand

statisti
s, network/spe
trum 
onditions, and position of the devi
e. This informa-

tion is stored in a spatio-temporal geo-database, atta
hed to a u-map server. A

u-map 
lient may query this database to obtain information about servi
e providers

and their 
ustomers' satisfa
tion. In that way, a user 
an make an edu
ated sele
-

tion of the appropriate provider, when visiting a new area. The term appropriate

denotes the provider that best mat
hes the user's 
riteria (e.g., it is the best in

term of a 
ertain QoS metri
, or in QoE, in that area, or it supports spe
i�
 fea-

tures). Moreover, given that a smartphone may have a

ess to several network

interfa
es simultaneously, a u-map 
lient may sele
t the appropriate wireless or


ellular operator and network interfa
e for o�oading its tra�
.

The analysis demonstrates that the u-map has low response delay and power


onsumption. The display is the main drain of power 
onsumption. Energy sav-
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ings 
an be a
hieved by less frequent position estimations and more e�
ient GUI

navigation. The out
ome of the �eld study is also en
ouraging. Most of the parti
i-

pants indi
ated that the u-map 
an improve their experien
e, helps in the dis
overy

of networks that o�er improved QoS. During the study, 30% of users dis
overed

the best available network, improving substantially their experien
e. Users were

also satis�ed with the GUI of the u-map. The presen
e of users that despite the

low QoE of their 
alls did not 
hange network motivates us to jointly 
onsider the

problem of improving the automation of the network dis
overy and 
on�guration

pro
ess, addressing the priva
y 
on
ern in joining a new network. Finally, the

users evaluated positively the overall performan
e as well as spe
i�
 features of the

u-map. Based on user feedba
k, we modeled the user satisfa
tion about the u-map

as a utility fun
tion. The model 
an predi
t the overall s
ore of the user satisfa
-

tion about the u-map a

urately. Finally, we applied the u-map in other domains,

su
h as water distribution networks and medi
al appli
ations, demonstrating its

generality.

8.2 Future work

From a signal-pro
essing perspe
tive, the monitoring me
hanism of the u-map sys-

tem in
ludes a number of the u-map 
lients that sample the QoS and QoE at

various lo
ations and feed the server with multi-dimensional data. Experimenting

with signal pro
essing algorithms for real-time analysis of multi-dimensional time-

series is part of our future work plan. Related to this is the estimation of data

un
ertainty (e.g., 
on�den
e level), possibly by 
onsidering the 
ross-
orrelation

between the sampled parameters. Also, anomaly dete
tion algorithms 
ould dis-

tin
t faults (or bad performan
e) at the infrastru
ture from faults at monitoring

nodes (e.g., smartphones, sensor nodes) and ina

urate/mistaken user feedba
k.

The dete
tion of mali
ious users is also an interesting problem.

Deploying the u-map as a 
loud servi
e is another dire
tion for future work.

Clusters of 
ommodity ma
hines as units of s
aling allow a servi
e to s
ale up

while maintaining a high performan
e/
ost ratio. This allows to upgrade the servi
e

infrastru
ture without having to throw out the 
urrent ma
hine and repla
e it with

a larger one. Instead, new 
ommodity building blo
ks are added to the 
luster.

Also, 
lusters have natural redundan
y due to the independen
e of nodes, ensuring

stability and robustness. In this 
ontext, we plan to design the u-map with a

layered ar
hite
ture that in
ludes load balan
ing ma
hines, front-end instan
es that

serve in
oming requests from the u-map 
lients, and ba
k-end workers that provide

the storage and 
omputational resour
es for running analysis algorithms. Worker

instan
es should host a software sta
k providing them with a distributed �le system,

a fault tolerant, distributed database 
apable of storing large quantities of spatial,

sparse data, and a way of pro
essing large data sets with parallel, distributed

algorithms. The Apa
he Hadoop software sta
k, with the Hadoop Distributed

Filesystem (HDFS) and the HBase database 
ould be integrated with the 
urrent
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implementation of the u-map.

Crowdsour
ing systems be
ome useful only after a
hieving a 
riti
al mass of

parti
ipating members. Sensing on smartphones 
onsumes battery, whi
h might

dis
ourage user parti
ipation in some s
enarios. Similarly, the priva
y requirements


ould also prevent users from parti
ipating. Part of our future resear
h plan is the

development of energy-e�
ient monitoring, e�e
tive in
entive me
hanisms that


an attra
t more user parti
ipation. User reputation or altruism, as well as the

improved QoE in servi
es 
ould be some in
entives for using the u-map. Mi
ro-

payments (e.g., free SMS, 
alls) 
ould further motivate users to parti
ipate.

Developing an e�
ient a

ess 
ontrol me
hanism that allows users to de�ne

various a

ess 
ontrol rules without signi�
ant redu
tion on the responsiveness of

the system is an ongoing e�ort.

A strong point of the u-map is its generality: The 
on
ept of 
ross-
orrelating

obje
tive QoS measurements with subje
tive QoE feedba
k from the users 
an be

applied in a plethora of domains. The u-map fun
tionality has su

essfully been

extended for water distribution networks and medi
al appli
ations. We plan to

experiment with applying the u-map paradigm on various domains.
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Appendix A

List of Abbreviations

AC Alternating Current

AP A

ess Point

API Appli
ation Program Interfa
e

BEREC Body of European Regulators for Ele
troni
 Communi
ations

BS Base Station

BSSID Basi
 Servi
e Set Identi�er

CA Certi�
ate Authority

CPU Central Pro
essing Unit

CDF Cumulative Distribution Fun
tion

CCDF Complementary Cumulative Distribution Fun
tion

CLI Command Line Interfa
e

DNS Domain Name System

FCC Federal Communi
ations Commission

GPRS General pa
ket radio servi
e

GPS Global Positioning System

GSM Global System for Mobile Communi
ations

GUI Graphi
al User Interfa
e

HDFS Hadoop Distributed Filesystem

HSPA High Speed Pa
ket A

ess
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HTTP Hypertext Transfer Proto
ol

IP Internet Proto
ol

IPC Inter-Pro
ess Communi
ation

JSON JavaS
ript Obje
t Notation

LAN Lo
al Area Network

LTE Long-Term Evolution

ML Ma
hine Learning

MNO Mobile Network Operator

MVNO Mobile Virtual Network Operator

NRDBP National Referen
e Database for Portability

OLED Organi
 Light-Emitting Diode

ORM Obje
t-Relational Mapping

OS Operating System

PC Personal Computer

QoE Quality of Experien
e

QoS Quality of Servi
e

RAM Random-A

ess Memory

RDBMS Relational Database Management System

RSSI Re
eived Signal Strength Indi
ation

RTP Real-time Transport Proto
ol

RTT Round-Trip Time

SIM Subs
riber Identity Module

SIP Session Initiation Proto
ol

SMS Short Message Servi
e

SQL Stru
tured Query Language

SSID Servi
e Set Identi�er

TCP Transmission Control Proto
ol
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TDMA Time Division Multiple A

ess

TLS Transport Layer Se
urity

UDP User Datagram Proto
ol

UE User Equipment

USB Universal Serial Bus

VoIP Voi
e over IP

WiFi Wireless Fidelity
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Appendix B

Questionnaires

B.1 Questionnaire 1

User ID: ..........

Gender: ..........

Age: ..........

Have you studied at CSD-UoC or a relevant Department of Computer S
ien
e? ..........

B.1.1 Experien
e on Android devi
es

Q1.1 How often do you use Android devi
es in your everyday life?

• Never before this study.

• Rarely until this study.

• In daily basis, for the last .......... months.

Q1.2 Evaluate your experien
e and familiarity with the use of Android smart-

phones.

• Minimum familiarity: the interfa
e seems strange and I feel un
omfortable.

I use rarely Android smartphones.

• Moderate familiarity: I use the Android smartphone mainly for phone 
alls.

• High familiarity: I use the Android smartphone for many appli
ations.

• Expert: I use the Android smartphone for many appli
ations, and I am

developing Android appli
ations.

• None of the above. (Spe
ify ................................)

B.1.2 Use of Android devi
e and relevant appli
ations

Q1.3 How often do you use your mobile phone for phone 
alls (re
eive/perform)

via GSM in your everyday life?
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• Never.

• I make less than 10 
alls per week.

• I make less than 10 
alls every day (on average).

• I make about 10 
alls every day (on average).

• I make more than 10 
alls every day (on average).

Q1.4 How often do you use VoIP, (e.g., Skype or other VoIP appli
ation) from

mobile phone in your everyday life?

• Never.

• I make less than 10 
alls per week.

• I make less than 10 
alls every day (on average).

• I make more than 10 
alls every day (on average).

Q1.5 When do you prefer the use of the following devi
es/appli
ations for your

phone 
alls, given that you have all these three 
hoi
es available?

• Skype or relevant VoIP appli
ation from your mobile phone? ........

• GSM from your mobile phone? ........

• Landline phone? ........

• I do not understand the question.

Q1.6 Choose your most frequent a
tivities with smartphones (Android or other

platforms). You must have performed an a
tivity more than 3 times in order to


hoose it. You may sele
t multiple options.

• A

ess to information stored lo
ally in the devi
e

• Sending messages

• Retrieving information from the Internet (e.g., web browsing)

• So
ial networks (e.g. Fa
ebook, Twitter)

• Email

• Read newspapers/news sites

• Wat
hing videos (e.g., a

ess to YouTube)

• Games

• Banking

• Sear
hing for produ
ts and servi
es

• Buying produ
ts, reservation

• Camera

• Alarm 
lo
k
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• Other

• Just as mobile phone

Q1.7 When sending a query to retrieve/�nd information from the Internet (e.g. a

Web page while browsing), how mu
h time are you willing to wait for the response?

Choose one of the following:

• 2 se
onds or less

• 3 se
onds

• 4 se
onds

• 5 se
onds

• 6 se
onds or more

Q1.8Whi
h wireless Internet 
onne
tion te
hnologies do you use from your mobile

phone? (You must have used a te
hnology more that 3 times in order to 
hoose it.

You 
an 
hoose multiple answers.)

• 3G

• 4G

• WiFi

• I do not know

• I do not have wireless 
onne
tion

Q1.9 Evaluate your experien
e and familiarity in 
on�guring the WiFi of your

smartphone, when visiting a new pla
e (e.g., 
afe, shop) and wanting to 
onne
t

to the Internet. Choose one of the following:

• I do it often. I fa
e problems with the WiFi settings rarely, even in pla
es

that I visit for �rst time.

• I do it often, but sometimes I fa
e problems with the WiFi settings in pla
es

that I visit for �rst time.

• I have done it a few times, I often fa
e problems with the WiFi settings, and

I ask for help.

• I have not tried it yet.

• I have not tried it yet and I am not willing to try.

• I do not know/understand the question.

• Other: ......................................

Q1.10 Comment on your use of online re
ommendation systems (e.g. booking.
om,

imdb.
om) from mobile phones.

• I haven't used any re
ommendation systems, neither from my mobile phone

nor my 
omputer.
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• I have used them only from my 
omputer.

• I have used some of them from my mobile phone, but not systemati
ally.

• I systemati
ally use them from my mobile phone.

• I do not know what online re
ommendation systems are.

Q1.11 Whi
h is your overall experien
e on the quality of VoIP 
alls performed

using Android smartphones until now (before this user study)?

• (Una

eptable) 1 2 3 4 5 (Ex
ellent)

• I do not remember

• I do not have used VoIP appli
ations on Android

Q1.12 How mu
h do you expe
t to 
hange your overall experien
e on the 
all

quality via VoIP appli
ations at ICS-FORTH, be
ause of the use of u-map?

• Worse No improvement Least Per
eivable Great

• I do not know

Q1.13 Whi
h parameters do you 
onsider as the most important for the use of a

system like u-map? Classify the following parameters in an order from the most

to the least signi�
ant one, and assign them a weight in the range from 0 to 100,

where the sum of all weights equals to 100.

A. Easy and friendly GUI environment

B. Improved quality of VoIP 
alls

C. Reliable information about the presen
e of new networks and providers

D. Reliable information about the performan
e of networks and providers in a

region

E. Small delay on the sear
h of the appropriate wireless network

F. Easy 
on�guration for the appropriate wireless network, for the 
ondu
tion

of a 
all

G. Priva
y

H. Battery 
onsumption

I. Cost of the servi
e and in
entives (i.e., free 
alls or extra servi
es) for using

the system

J. Other

B.2 Questionnaire 2

User ID: ..........

Q2.1 Evaluate the quality of the u-map servi
e in general.

• (NOT USEFUL) 1 2 3 4 5 (VERY USEFUL)
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B.2.1 Servi
e evaluation of u-map

Future adoption of u-map

Q2.2 Suppose that you are visiting a new area and you are interested in �nding

the most appropriate WiFi provider for your phone 
alls. Would you use u-map

for �nding the appropriate WiFi provider for your phone 
alls?

• Yes, surely.

• Yes, sometimes.

• Maybe.

• No.

• I do not know.

Q2.3 Classify the following fa
tors in the range of NOT IMPORTANT (1) to

VERY IMPORTANT (5).

A. Easy and friendly GUI environment

B. Improved quality of VoIP 
alls

C. Reliable information about the presen
e of new networks and providers

D. Reliable information about the performan
e of networks and providers in a

region

E. Small delay on the sear
h of the appropriate wireless network

F. Easy 
on�guration for the appropriate wireless network, for the 
ondu
tion

of a 
all

G. Priva
y

H. Battery 
onsumption

I. Cost of the servi
e and in
entives (i.e., free 
alls or extra servi
es) for using

the system

J. Reliable information about provider evaluations from 
olo
ated users

K. Reliable information about provider evaluations from friends and 
olleagues

1. (NOT IMPORTANT): ..........

2. ..........

3. ..........

4. ..........

5. (VERY IMPORTANT): ..........

Q2.4 How important is for you the 
apability of being able to 
hoose, before a 
all,

the provider you will use?
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• (NOT AT ALL) 1 2 3 4 5 (VERY IMPORTANT)

Q2.5 Assign a signi�
an
e weight to ea
h of the following two 
all parameters

(should sum up to 100).

• Call quality ..........

• Call 
ost ..........

Q2.6 Did you en
ounter problems in performing 
alls during the study? Fill in for

ea
h problem a number from 1 to 5, where �1� 
orresponds to �no problem� and

�5� to �many problems�.

• The u-map appli
ation was not working properly on my devi
e ..........

• The sipdroid appli
ation was not working properly on my devi
e ..........

• My friends were usually o�ine and i 
ould not 
all them ..........

• Other, spe
ify ..............................

Q2.7 Evaluate Sipdroid.

• (NOT USEFUL) 1 2 3 4 5 (VERY USEFUL)

Use of u-map during the 
urrent study

Q2.8 How did the use of Sipdroid a�e
t your experien
e regarding the use of u-

map?

• (VERY NEGATIVE) 1 2 3 4 5 (VERY POSITIVE)

Q2.9 How easy is the WiFi network sele
tion for VoIP 
alls using u-map?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.10 Do you �nd the results of your u-map queries reliable (i.e., 
onsistent with

your view of these networks)?

• (NO) 1 2 3 4 5 (YES)

• I did not send a query.

• I do not know/ I do not understand the question.

Q2.11 On average, how good was the quality of the 
alls that you made?

• (BAD) 1 2 3 4 5 (GOOD)

• I do not remember.

• I do not understand the question.
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Q2.12 How many times have you 
hanged the WiFi network for your phone 
alls

during the study?

• Never.

• On
e.

• Between 2 to 5 times.

• More than 5 times.

• I do not remember.

• I do not know/ I do not understand the question.

Q2.13 For whi
h reasons did you 
hoose a WiFi network for your phone 
alls?

• It was free.

• The 
all quality was better using WiFi than GSM.

• It was re
ommended by u-map.

• It was already 
on�gured in the settings of the phone.

• I had to do so be
ause of study.

• I 
hose it randomly.

• I do not remember doing something relevant!

• Oops... I did not realize that i had to 
hoose a WiFi network.

Q2.14 Evaluate the system's responsiveness during the provider sele
tion pro
ess.

• The response delay was low.

• The response delay was tolerable most times.

• The response delay was long most times.

• I stopped using the system be
ause of the long response delay.

• I did not realize something relevant to the response delay.

• I do not know/ I do not understand the question.

Q2.15 Did you noti
e the presen
e of di�erent WiFi networks through u-map?

• Yes, I usually used ..........

• Yes, through u-map I was informed about ..........

• No, I did not noti
e that there were di�erent WiFi networks during the study.

• I do not know what you mean by di�erent WiFi networks.

Q2.16 Did you noti
e di�eren
es in 
overage/quality of WiFi networks that were

available at FORTH?
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• Yes. The .......... has/have larger 
overage than the .......... in the region of

..........

• No, I did not noti
e anything.

• I do not know/ I do not understand the question.

Q2.17 Did you noti
e any 
hange in the 
all quality when using di�erent WiFi

networks? Choose one of the following senten
es that better des
ribes your expe-

rien
e.

• There was a WiFi that has 
onsiderably better quality performan
e during

the 
all, systemati
ally for at most 
alls that I made.

• The most of the times I used the same WiFi network, be
ause .......... (
hoose

only one of the following)

◦ I already knew it.

◦ I was bored to 
hange it.

◦ It was 
ompli
ated to 
hange it.

• I did not noti
e a WiFi network that had better performan
e systemati
ally,

during the most of the 
alls I made.

• I did not noti
e any di�eren
e between WiFi networks.

• I do not know/ I do not understand the question.

Q2.18 Did you noti
e any signi�
ant redu
tion in battery lifetime while using u-

map?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

B.2.2 Evaluation of u-map GUI

Fun
tionality

Q2.19 Does u-map satisfy your needs and requirements, while performing tasks?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.20 Does u-map simplify the dis
overy of a WiFi network?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I did not use this a
tion.
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• I do not know/ I do not understand the question.

Q2.21 Is the 
on�guration/
onne
tion on a WiFi network easy?

• (NO) 1 2 3 4 5 (YES)

• I did not use the Android settings for a WiFi network.

• I do not remember.

• I do not know/ I do not understand the question.

Q2.22 Does the system give the appropriate feedba
k, in order to fa
ilitate the


ondu
tion of a 
all?

• (NO) 1 2 3 4 5 (YES)

• I did not 
ondu
t any 
all.

• I do not remember.

• I do not know/ I do not understand the question.

Q2.23 Does the system give the appropriate feedba
k for the general appli
ation

settings of u-map?

• (NO) 1 2 3 4 5 (YES)

• I did not use the general appli
ation settings of u-map.

• I do not remember.

• I do not know/ I do not understand the question.

Q2.24 Does the �Help� se
tion represent the a
tual use of u-map? Is it helpful?

• (NO) 1 2 3 4 5 (YES)

• I did not use the �Help� se
tion.

• I do not remember.

• I do not know/ I do not understand the question.

Visual Clarity

Q2.25 Is the displayed information straightforward, organized, and 
lear?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.26 Is the important information presented emphati
ally?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.
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Consisten
y

Q2.27 Is the same type of information presented (i.e., instru
tions, menu, mes-

sages, titles) everywhere at the same lo
ation using the same layout?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Compatibility

Q2.28 Does u-map follow your 
onventions and preferen
es?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.29 Does the u-map graphi
al representation follow the ordinary 
onventions?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.30 Are you familiar with the terminology used by u-map in the GUI?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Informative Feedba
k

Q2.31 Do the instru
tions indi
ate 
learly what you 
an do?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.32 Does u-map 
learly inform you when an a
tion is 
omplete?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.33 Do the error messages 
learly explain the error type and what 
aused them?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.
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Expli
itness

Q2.34 Is it 
lear what you have to do to 
omplete an a
tion?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Flexibility & 
ontrol

Q2.35 Is the interfa
e fairly well stru
tured, in order to give you the feeling that

you 
ontrol the system?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.36 Do you feel that you 
an easily �undo� an a
tion?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.37 Are the irreversible a
tions, that 
an be 
aused by mistake, double
on-

�rmed?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.

Q2.38 Is navigating ba
k to the main appli
ation menu easy from anywhere in the

system?

• (NO) 1 2 3 4 5 (YES)

• I do not remember.

• I do not know/ I do not understand the question.
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