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Acquisition of the Shared Knowledge Required

in Telecommunications Management Networks

Costas V� Stathopoulos

M�Sc� Thesis

University of Crete

Department of Computer Science

Abstract

The Telecommunications Management Network 5TMN7 has been recommended by the

International Telecommunication Union �ITU� and is a distributed environment+ It conC

sists of a large number of interconnected processes that cooperate in order to manage an

underlying telecommunications network+ These processes are responsible for collecting and

processing many kinds of information regarding the resources and services of the managed

network+ Hence# the TMN interfaces to the managed network in many points so that the

required information is obtained by the former and the appropriate management operations

are sent to the latter+

This thesis deals with one of the basic problems in this environment# namely the acquiC

sition of the knowledge that must be shared among the TMN processes in order to answer

such questions as) Given a resource of the managed network# which is the process that keeps

speci[c information 6 e+g+ the performance statistics 6 for that resource\ How is that inforC

mation presentedB in other words# what information model does the process support\ Which

is the address where the process is awaiting for requests regarding the information that it

keeps\

All the above questions are related to the soCcalled Shared Management Knowledge

5SMK7 which consists of the information that the TMN processes require in order to comC

municate and cooperate# not only inside the same TMN but also between seperate TMNs+

This information may change during the lifetime of a TMN 5e+g+ a process might migrate to

iv



a new address due to an internal TMN failure7+ Hence# not only SMK should be stored and

available to the processes but also it must be updated whenever it changes+

The Directory Service 5aka X+%FF7 which is recommended by both the ITU and the In�

ternational Standards Organization �ISO� provides a distributed information base as well as

the architecture and protocols that support certain mechanisms for accessing this informaC

tion base+ This base 6 referred to as the _Directory` 6 is suitable for keeping information

concerning a large number and variety of objects 5e+g+ people# network resources# processes7

that are registered in a hierarchical fashion 5per country# organization# geographical locality

etc+7+ Due to this hierarchical registration paradigm# every object acquires a unique name

that is simply the identi[er of the corresponding entry in the Directory+ The overall DirecC

tory information is distributed in a large number of servers that are called Directory Service

Agents 5DSAs7+ An important characteristic of X+%FF is that is provides the user with the caC

pability of accessing the whole information base via any DSA+ This is accomplished through

the use of a sophisticated protocol that supports communication and information transfer

between the DSAs+

The contribution of this work concerns the determination of the required shared knowlC

edge in a TMN 5i+e+ the SMK7 as well as the enhancement of the model of interaction

between the TMN processes by adding a mechanism for the dynamic acquisition of Shared

Management Knowledge+ This mechanism includes the automatic update of the SMK in

the Directory information base and its search by exploiting the X+%FF protocols+ The main

objects that are registered in the Directory are elements of the managed network 5such as

switches# routers and workstations7# groups of them 5i+e+ subnetworks7 as well as TMN

processes+

Taking advantage of the above mechanism# we show how# given a resource of the manC

aged network# we can identify the TMN process 5or processes7 that contains some inforC

mation concerning the management of the resource+ Additionally# we describe a mechaC

nism that provides location transparency+ Within a TMN# location transparency refers to

a locationCindependent way of communication between processes that# therefore# hides their

exact physical placement in the TMN+

The above were implemented and a signi[cant part of the implementation is included in

the OSIMIS software package which provides the most widelyCknown publicly available platC

v



form for the development of systems 5based on the ISO models and protocols7 for the manC

agement of telecommunication networks+

Supervisor) Costas Courcoubetis

Associate Professor of the Department of Computer Science

of the University of Crete
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person

cn = Jim Beam

country

c = GR

country

c = USA

ROOT

locality

l = Tenessee

organization

o = FORTH

organizationalUnit

ou = ICS ou = IESL

organizationalUnit

directoryObject
cn=management processes

directoryObject
cn = networks

network
cn = switching network

applicationProcess
cn = SwitchX-QA

networkElement

cn = SwitchX cn = SwitchY

networkElementapplicationEntity

cn = QA

&����  +�) 3��1������ ���� ���������� DIB ��� �
� 
������ �
� ���1�-��+

5directory object7+ 4� H��
� �-� �������-� ����
���� ������:�� �
� *1�3

��'�����

��� ,���
���� 5Directory Information Base 6 DIB7 
 �����# ��-�
���1# �����������

��������1 ?��� ���������� ���� ��-� ���� ��� =������  +�+

,1�� �����
�� ����
���� ������
��:���� ��� ��� �
1?�� 2�� ������ ������+ <� �
1?��

���(� ������:��� �� ������
��2��1 5attributes7 �� ����� ������ �� ��(��� 
 �����
��+ ,1��

�
1��������-� ����
���� 5directory object class7 ����(��� (�� H��
� ������-����� ���

(�� H��
� ������������ ������
��2����+ ,1�� ������
��2��� ������ �� 
1	�� ��� �

����D������ ���(� =
����:����� (�� � ����D����� :���1��� ������
��2����C����� ��

����� �����
��� �� �
1��2� ����1��� �
� �

��'����� ��� ,���
����+

0�� �1�� �����
�� ����
���� (�� ������
��2���# �� ����� ��
����� "���&	�����&�


�
����� 5naming attribute7# ��
9���������� ��:� �� �
� ���� ��� ��� �� =
����G� ���

��



�������� �
�+ /��� �� :���1�� ������
��2����C����� �����
�� �� 
������� '�	�&�

���&�&���#�
 ��
�� 5relative distinguished name 6 RDN7 �
� �����
��� ����
������+ 4�

RDN (��� �������� (����� �� ���� ��� ������1'
�� ��� ��� ��������9��� �����
��� 2
�

����
 ����
�� ��� �������� ��'�
����+ �

���# �����-��:�� �������1 �
� �����
�� ��1���

?���(� �� ��� ���� ���(�� 6 2� �(���� �
� DIB 6 ��� �����
�� (�� �(��� ��� �������� �
�+

A 8�(�-��
-� �-� RDN �-� ���	-� 2� �����1�� ��� �
 ��:� ��� �(����� �
� DIB �(���

��� ���	� ��� ����2����� 2
� �� 
��- �����
�� ����
���� ����� 2
� ��
������ (��

�����G�� �������� ����� �� ����� ��
����� ���&�&���#�
 ��
�� 5distinguished name 6

DN7+

&�� =���  +� ������� (�� ���1������ ���� DIB+ ,1�� ���	�� ����2����� ?��� �����
��

����
����+ A ��:� ��� �(����� ��� =������  +� 	��;���� �(�?��� ��������(�
 �
��2�

�����

 8�	�
�:����� ��� ������ ��� ��� ���������� �����
�� 
 ����� ��� (��� �1����

����� �

1 ��
9���������� ��
1 ��� �
 
����� H�����
-� �-� �������-� ����
���� ?

(�� �������� ������ �(����+

&�� =���  +� 
 �
1�2
� ����� ������ �1�� �����
�� ����
���� �����1'���� 2
� �1�-

������ ��� ���	�� ��� ��� �1�- �����1'���� �� RDN �
� �����
���+ O�-� ������'(����#

�1�� �����
�� ����
���� 6 ?��������� ��� ��������9��� �����
��� 6 8���-� ������ ?

����D������ ��� ��� �
1?�� �� ������ ���Q����� ����
(�� ������
��2��1 2
� �����
��

5�+� ��� ���-��2� �
1������� �� ����(��� �� ������
��2��1 ��� ��� (
���� �
�

���J��� 2
� �����
��7+ &�� =���  +� �����1'���� ���� ��� �
1�
 ����� ����� ��� 


��� �������O������� ��� �� ����� �
� �

��'����� ��� ����(��� 
 �����
�� ����
����+ ��9#

� ������;��G(��� ���	�� ����2����� ?��� �����
�� ����
���� 
 ����� ����(���

�

��'���� ��� (�� 2������ ��� �������# ������ 2
� �
1�network$lement# (��� RDN

fcn;SwitchXg ��� �� ���������(�� ����� �
� �����)

fc;GR< o;FORTH< ou;ICS< cn; networks< cn;switching network<

cn;SwitchXg+

<�-� ��� 2
� ������-��
� MIB# ��� 	�9�� �������
�2� =���  +� ����� ��� 
 =(�

�-� �������-� ����

������ ��� �
 =����� ���� �(�2� ������:����� �(����+ ��9# ��

�����
��� �� RDN fcn;SwitchXg ��� fcn;SwitchYg �������O������ 2������ ���

����
��	1������ 2� ���� ������ �� ���������(�� �����)

��!�"��� �� #�������� ��� )�� �����=� ���� ��������� ������.�� �����	� �� '����"���� ����>�*
���� ��� "�� ���������)��� ��� ��������� <��"�� RDN ������ �� ����������� ��� ����� +��.����
���������)���	*���-� W�� ��.��� ���������
 � X���� ���- �������#��� �� ��� ���E��-$� 

�%



objectClass = top & person
cn = Jim Beam
surname = Beam
name = Jim
description = The man who gave his name to one of the finest bourbons
userPassword = somepassword
acl = owner # write # entry
acl = owner # write # attributes $  userPassword
acl = others # read # entry
acl = others # compare # attributes $ userPassword 
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WITH ATTRIBUTE-SYNTAX
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DistinguishedName,
tMNManagementService

SEQUENCE {
-- DistinguishedName is defined in the standard
OPTIONAL}
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tMNBuildingBlock �
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tMNBuildingBlock
WITH ATTRIBUTE-SYNTAX
SINGLE  VALUE
  

ATTRIBUTE
tMNBlockSyntax

(5)
(6)
(7)

tMNBlockSyntax::=
NE(0), QA(1), MD(2), SL-OS(3), NL-OS(4), NE-OS(5), WS(6)

ENUMERATED {
}
  

(8)
(9)

tMNMS
WITH ATTRIBUTE-SYNTAX
MULTI  VALUE
  

ATTRIBUTE
tMNManagementService

(13)
(14)
(15)

supportedMIB
WITH ATTRIBUTE-SYNTAX
MULTI  VALUE
  

ATTRIBUTE
DistinguishedName

(10)
(11)
(12)

(1)
(2)
(3)
(4)

managementProcess OBJECT-CLASS
SUBCLASS OF applicationProcess

MUST CONTAIN {operationalStatus}
MAY CONTAIN {tMNBuildingBlock, supportedMIB, tMNMS} 

operationalStatus
WITH ATTRIBUTE-SYNTAX
SINGLE  VALUE
  

ATTRIBUTE
operationalStatusSyntax

(16)
(17)
(18)

operationalStatusSyntax::=
enabled(0), disabled(1)

BIT STRING {
}
  

(19)
(20)

&���� �+�) <� ASN+ ���G�� ��� �����
��� ��� �������O������ ���������+

� supportedMIB+ 4� ������
��2��� ���� �

���� ��� MIB ��� ���2
��:�� 
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�����(� ��������� �������� ���� ?��
� ��������2� 6 ��� �� 8�������� ��� ����� ���

�������
�(��� ����� DistinguishedName 5������   7+ < 
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��� �� ���G�� �-� ���'��-� MIB �� ����� ���������(��� ?�����
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� ��
���� ���������� �
� ����� ���(���


 8�������(�
 �������� ����������+ 4� 8�������� ��� ����� ��� �����

tMNManagementService 5������  �7 �� ����� ���2
�� 2� =��� �+ + ���	1������

���|
 �
� �������
�� ��� �������� �� ������ �� ���(��� ����D������ ��� ���

��
����� ����������# �� ������
��2��� ���� ���:���� �� ������ �� 
��	1���

����D������ ��� ��� ���(� 2
� ���� �����
�� 5������  %7+ ����� �� �����������#

������ ��� �������� ������ �� �
� ���(��� �1���� 8�������(�
 ��
���� ����������+

� operationalStatus+ 4� ������
��2��� ���� ����� ������-���� �
� �
1�� ��� �

����

�
� ���12���
� ���������# �

��� �� ����� ������ 5enabled7 � ��� 5disabled7+ ����

��� �������� ���� 5������  �7 
 ����� ����� ��� ��� ��� ��� �����(� ���(� ���

8��������� operationalStatusSyntax 5�����(�  $C�F7+

A �

��'���� ��� �� ���1 ��@��� �������� ����� ������ 5enabled7 � ��� ��� ���

���=�

?2� ���
������� ��'1
���+ < ;���� ��� �
 ��
9��������� ����� 	�9�1

��� �� ������
������ �
 ��������� ��
�(�-�� ��� ����
���� ���1 ��� �������G� �
�


���������� ���� ���������+ <���������� ��� �������� �������:��# ���� ��

�����1|���� ��� �����
��� ��� ����
���� ��� =���:����� �� �����# �

1:���� ��
1

�
� ���� ��� ������
��2���� operationalStatus ����

������� ��� �������G� �
� ���

����������� �� ���� ��� ����� ����������� �

��'���� ��� ����
���� =����1 ��

�����+ ��9# �� �
����G�� ��� ������1|��� 2� ���
������� ��'1
��� �
(�����

�1����� �
� ���� ��� ������
��2���� �����+

&�� =��� �+� '�������� �� ���G�� ?ASN+ ��� ��� �����
��� ����
���� �� ������

����2������ ?SMAE+ 3�� 8�������(��# ���:����� ����� �
1?�� �������-� �� ��� ��� ���

������ 5�����(�  FC �7 ���:����� �� 
�����(���� 2� �Org$%� ��� �����
��� �������
�(���

�
1?�� �������-� ��� ����
����+ ������ 2
� �
����
���� ���2
��:���� ��� �
1?��

���(� �� ��
��@��� �
� �

��'���� ��� ����
��	1����� ?�1�� ������
��2��� ����+

&��� �����(�  C� ��� =������ �+� ���:���� 
 �
1�managementEntity �� ����
1��
�

�������
�(�
� applicationEntity+ &�
� ��
������ ������� �
�� �� �����
��� ��� ����
����

�� ������ ����2������ ?�����
��� �'������� 5application entities7 ��� 8����� ��� ��

�����
��� �'������� ��� �
 ���������82
�1�-� 5systems management application

entities 6 SMAE7+ ����
(�� �� SMAE ������� 2
� �
1�managementEntity 
 �����

��(��� ��� ������-���1 ������
��2��1+ 4� ����� ����� �� operationalStatus ��� ���'(�����

2
� ���12���
� SMAE 5������ � ��������7+ ��9�
����1# �� ������
��2��� ����
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managementRole
WITH ATTRIBUTE-SYNTAX
SINGLE  VALUE
  

ATTRIBUTE
managementRoleSyntax

(4)
(5)
(6)

(1)
(2)
(3)

managementEntity OBJECT-CLASS
SUBCLASS OF applicationEntity

  managementRole}
MUST CONTAIN {operationalStatus,

managementRoleSyntax::=
agent(0), manager(1)

BIT STRING {
}
  

(7)
(8)

  (9)
(10)
(11)

cMISE OBJECT-CLASS
SUBCLASS OF applicationEntity
MUST CONTAIN {supportedCmipVersion,

  supportedCmipProfiles,
  supportedCmisFunctionalUnits}

(12)
(13)
(14)
(15)

sMASE OBJECT-CLASS
SUBCLASS OF applicationEntity
MUST CONTAIN {supportedSmaseFunctionalUnits}
MAY CONTAIN {mitMoList,

  supportsMKMglobalNames} 

-- the following are from ISO-10164-16. The detailed ASN.1 definitions exist therein.

&���� �+�) <� ASN+ ���G�� ��� �����
��� ��� �������O������ SMAE+
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��� 5
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� �
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4� ������� ������
��2��� �
� �
1�� managementEntity ����1:���� managementRole+ A

���� ��� ������ �� �1��� ��� ��� ��� ��� ���(� ��� ���:����� 2�� �����(� !C� ��� =������

�+� ��� �

���� ��� ��
� 2�� ����� ������� ��� SMAE+

&��� �����(� $C % ���:����� �� �
1?�� cMISE ��� sMASE+ <�-� ������'(����# �� �
1?��

���(� ���:����� 2
� �������
�ISOC F ��C �+ 4� ������
��2��1 �
� �
1�� cMISE �����

���� ��� ����� ������-���1+ 3���(���� �

��'����� =����(� �� ��� �������
��� ��� �
�

(������� CMIS.CMIP ��� ���(��� ��� SMAE+ /� ���������@��� ��� 
 �����1�-

�

��'���� =���:���� �� �� CMISE 5common management information service element7 ��

����� ����� �� 2������ ��
����� �'������� 5application service element7 �� �����

����2����� 2� CMIS.CMIP+ ��� ��(��� �� ����-��� ��� 2
� ������(������� OSIMIS

�� ���(� �-� ������
��2���� �
� �
1�� cMISE ����� 8�������(��� ��� ����� ��� �1��

SMAE ��� ������D����+ 3���D����� ��� �� OSIMIS �� ���'(����� 2
� ������
 ����
��

��� �������� ��'�
����+

4� ������
��2��1 �
� �
1�� sMASE ����� ����+ <
� =���:����� �� �� 2������ ��
�����

�'������� SMASE 5systems management application service element7 �� ����� ���'(�����

2
� �

��'���� ��� ���������� �(O�
� SMAE ��� 2�� ��1'���� ���������
��� �
�

�

��'����� �����+ 4� ������
��2��� supportedSmaseFunctionalUnits ����� ������-����

��� ���'(����� 2�� 
���������� ��� ���2
��:�� �� SMASE ���� SMAE+ 4� H��
� �
-� �-�

������� ����� 
���������� ����(����� �� ����� ���G(�� ��� ������
�� ��� �1�� SMAE 
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 �������-��� �� ��� SMAE 


����� ����(��� �1���� 8�������(�� SMASE+ "� ����-��� ��� 
 �

��'���� ��� ���(����

�� ���(� ��� ������
��2���� supportedSmaseFunctionalUnits ����
��	1��� �� ��
� 2��

����� ������� 
 SMAE+ To mitMoList ����� 
 
�2� ��� ��� ��������9��� �����
��� �� ������

�������� ����(� �(O�
� SMAE+ 4(
��# �� supportsMKMglobalNames ����� (��

������
��2��� �� ����� �

���� �� 
 8�������(�
 SMAE ������ �� �����2�� ����
��1

������� ��� ��� ��������9��� �����
��� � ���+ <� �����(� ���(� ����� ���) true � false+

&�
� �������
����
�# �� ������
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������� �
1�� ��� ��
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�
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2�� ����� ������� ��� SMAE ����(��� ��� ����
(�� �

��'���� 
 ����� ��� ��
9����������

2
� �������
����
���� OSIMIS ��-� �� 
���������� ���������� ��� �����
�� ���

SMAE+

&�����1 �� �
� �

��'���� ��� ������
��2���� mitMoList# ���� ������� ����-� ��� �
�

���� ��� ������
��2���� supportedMIB �
� ����������
� �����
���+ ������ 2��

��1����?� �
�����?�� ������9�� ����(����� �� ��
� ��� SMAE ?��
� �����������

������������ ��� ���� 
 SMAE �� �1��� ����� ��� �

 �
� MIB ��� ����(��� 
 ��������+

4� �
���(��
�� ��� ��� ����� 
 ������� ������
��2���� supportedMIB ����� ��� 
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���� ��� ����1:���� ��
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��'���� ��� ��� SMAE 
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���+ ��9# �� ������
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9����������+
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� �
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���

CMIS.CMIP 5�
� ������������� ��� ������ ������1|��� 2� ���
������� ��'1
���7 ��� ��

����� ����� ���1������ ���� �'������� 
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To OSIMIS 5OSI� Management Information Service7 �PMBK$%� ����� (�� ���(�� 
���G����

�� ����� ��������
�� 2� ������2���� University College of London+ < ;���� ��� OSIMIS

��� ����� �� ���1=�� �1���� 8�������(�� 8��
� ��� 
���������� ���������� ��� OSI �
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��'���� ���������� �����-� ��� 82
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� �
��9� 
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5objectCoriented paradigm7+ H 	�	
�����
 ���� ������ �� ��
9�����
��� ��� �
� �
����
�

�2��� �������"���� �� OSI 0Open Systems Interconnection1 ����� �� .����� ����"�� ��� ISO )� �����
,�=+����� ��� ���.����� ������� ���������� .�� �� ���(���#��� ����������� ')������ ���� ����	
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2
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