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Abstract

A foundational issue underlying many overlay network applications ranging from
routing to peer-to-peer file sharing is that of connectivitymanagement,ie , fold-
ing new arrivals into an existing overlay, and re-wiring to cope with changing
network conditions. Previous work has considered the problem from two per-
spectives: devising practical heuristics for specific applications designed to work
well in real deployments, and providing abstractions for the underlying problem
that are analytically tractable, especially via game-theoretic analysis. In this work,
we unify these two thrusts by using insights gleaned from novel, realistic theoretic
models in the design ofegoist– a distributed overlay routing system that we im-
plemented, deployed, and evaluated on PlanetLab. Using extensive measurements
of paths between nodes, we demonstrate thategoist’sneighbor selection primi-
tives significantly outperform existing heuristics on a variety of performance met-
rics, including delay, available bandwidth, and node utilization. Moreover, we
demonstrate thategoistis competitive with an optimal, but unscalable full-mesh
approach, remains highly effective under significant churn, is robust to cheating,
and incurs minimal overhead. Finally, we use a multiplayer peer-to-peer game to
demonstrate the value ofegoistto end-user applications.
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Περίληψη

Στις μέρες μας συναντάμε τα δίκτυα επικάλυψης σε μία πληθώρα εφαρμογών
που εκτείνεται από την δρομολόγης ως εφαρμογές για τον διαμοιρασμό αρχείων.
Μία πολύ βασική υποκείμενη δομή που συναντάτε στο μεγαλύτερο πλήθος των
εφαρμογών των δικτύων επικάλυψης, είναι η διαχείρηση της διασυνδεσιμότητας.
Με άλλα λόγια πώς η εφαρμογή διαχειρίζεται την είσοδο νέων γειτόνων καθώς
επίσης πώς αναδιοργανώνει τις συνδέσεις της με σκοπό να ανταπεξέλθει στις
συνεχείς αλλαγές της κατάστασης του δικτύου.
Η έρευνα που έχει γίνει έως τώρα στο ζήτημα αυτό ομαδοποιείται γύρω απο

δύο βασικούς πυλώνες. Πρώτον, την χρήση ευριστικών μεθόδων, σχεδιασμένων
ειδικά για πολύ συγκεκριμένες εφαρμογές με κύριο στόχο την ομαλή λειτουργία
της εφαρμογής κατά τη χρήση της. Ο δευτερος πυλώνας, έχει να κάνει με
την χρησιμοποιήση μοντέλων βασισμένων στη θεωρία παιγνίων με σκοπό την
αναλυτική προσσέγιση του προβλήματος.
Στην εργασία αυτή προσπαθούμε να ενώσουμε αυτές τις δύο προσεγγίσεις.

Στόχος μας είναι η χρήση παρατηρήσεων που προκύπτουν από ρεαλιστικά μον-
τέλα της θεωρίας παιγνίων στο σχεδιασμό ενός προτότυπου δικτύου επικάλυψης
για δρομολόγηση. Στα πλαίσια της εργασίας αναπτύχθηκε και αναλύθηκε εν-
δελεχώς το κατανεμημένο σύστημα για δρομολόγηση Egoist .
Η διαδικασία της αξιολόγησης έγινε με την χρήση μετρήσεων και πειραμάτων

στο Planetlab. Δείχνουμε ότι το Egoist ξεπερνά σε απόδοση πρακτικές
συνδεσιμότητας που στηρίζονται σε ευριστικές λύσεις. Την ίδια στιγμή πλη-
σιάζει σε απόδοση τοπολγίες full mesh με πλεονέκτημα όμως να μπορεί να
υποστηρίξει δίκτυα μεγαλύτερου μεγέθους. Επίσης μελετήσαμε τη συμπερι-
φορά του Egoist σε δίκτυο με υψηλούς ρυθμούς αποχωρήσεων και εισόδων
(node churn) κόμβων και διαπιστώσαμε ότι η ποιότητα του παραγώμενου γρά-
φου διασύνδεσης παραμένει ικανοποιητική. Επιπροσθέτως μελετήσαμε το κατα
πόσο το Egoist παραμένει εύρωστο σε περιπτώσεις που κόμβοι ανακοινώνουν
ψευδείς πληροφορίες για την ποιότητα των συνδέσεων που διαχειρίζονται. Στη
συνέχεια ελέγξαμε το λειτουργικό κόστος που το σύστημα μας εισάγει τόσο
στο δίκτυο όσο και τους πόρους που καταναλώνονται σε ένα κόμβο που συμ-
μετέχει σε αυτό. Τέλος, με σκοπό να ελέγξουμε το πόσο καλή είναι η ποιότητα
των παραγώμενων συνδέσεων με τη χρήση του Egoist, πειραματιστίκαμε με
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δικτυακή κίνηση από όμοτιμα παιχνίδια που αυτή τη στιγμή είναι πολύ δημοφιλή
στο διαδύκτιο
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1
Introduction

1.1 Motivation

Overlay networks are used for a variety of applications including routing [3], con-

tent distribution [16, 45], peer-to-peer file sharing, data-center applications [23],

and online multiplayer games [7]. A foundational issue underlying many such

overlay network applications is that of connectivity management. Connectivity

management is called upon when having to wire a newcomer intothe existing

mesh of nodes (bootstrapping), or when having to rewire the links between over-

lay nodes to deal with churn and changing network conditions. Connectivity man-

agement is particularly challenging for overlay networks because overlays often

consist of nodes that are distributed across multiple administrative domains, in

which auditing or enforcing global behavior can be difficultor impossible. As

1



2 CHAPTER 1. INTRODUCTION

such, these nodes may act selfishly to maximize the benefit they receive from the

network, as exemplified in studies relating to selfish (source) routing [32] and free

riding [18] in P2P file-sharing networks.

Selfish behavior has many implications for connectivity management. In par-

ticular, it creates additional incentives for nodes to rewire, not only for operational

purposes (bootstrapping and substituting nodes that went off-line), but also for

seizing opportunities to incrementally maximize the localconnection quality to

the overlay. While much attention has been paid to the harmful downsides of self-

ish behavior, the impact of adopting selfish connectivity management techniques

in real overlay networks has received very little attention. In ourwork, we dwell

not on the negatives, but instead focus on the potential benefits from such selfish

behavior, which include the obvious benefits to selfish nodes, but more surpris-

ingly, to the network as a whole. Indeed, we confirm that selfishness is not the

problem, so much as inaction, indifference, or naive reaction: all of which in-

cur high social costs. Our work addresses these issues by providing a methodical

evaluation of the design space for connectivity managementin overlay networks,

including the demonstration of the implications and promise from adopting a self-

ish approach to neighbor selection in real network overlays.

1.2 Selfish Neighbor Selection

In a typical overlay network, a node must select a fixed number(k) of immediate

overlay neighbors for routing traffic or queries for files.1 Previous work has con-

sidered this problem from two perspectives: (1) devisingpractical heuristicsfor

specific applications in real deployments, such as bootstrapping by choosing thek

closest links, or by choosingk random links in a P2P file-sharing system; and (2)

providing abstractions of the underlying fundamental neighbor selection problem,

which are amenable to theoretical formulation and analysisas exemplified in the

1Hard constraints on the number of first hop neighbors are imposed in most peer-to-peer systems to address scalability

issues, up-link and down-link fragmentation, and CPU consumption due to contention.
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recent work on Selfish Neighbor Selection (SNS) [22, 24]. This SNS formula-

tion focused on characterizing the emergent overlay topology when overlay nodes

behave selfishly and employ “Best-Response” (BR) neighbor selection strategies.

Using BR a node chooses the bestk neighbors that optimize its connection qual-

ity to the overlay, granted knowledge of how other nodes haveconnected among

themselves.

This prior work demonstrates that selfish players can selectneighbors so as

to efficiently reach near-equilibria in the Nash sense, while also providing good

global performance. One implication from that prior work isthat shortest-path

overlay routing performs much better over SNS topologies than over random and

myopic ones. Left unanswered in this prior work, though, is whether it is practical

to build SNS-inspired overlays, how to incorporate additional metrics other than

delay,e.g., bandwidth, whether such overlays would be robust against network

dynamics and whether they would scale.

1.3 Thesis Scope and Contributions

In this thesis we address the questions mentioned above and describe the design,

implementation, and evaluation of EGOIST: an SNS-inspired prototypeoverlay

routing networkfor PlanetLab. EGOIST serves as a building block for the con-

struction of efficient and scalable overlay applications consisting of (potentially)

selfish nodes.

Our contributions can be summarized as follows. We first demonstrate through

real measurements on PlanetLab that overlay routing atop EGOIST is significantly

more efficient than systems utilizing common heuristic neighbor selection strate-

gies under multiple performance metrics, including delay,system load and avail-

able bandwidth. Second, we demonstrate that the performance of EGOIST ap-

proaches that of a (theoretically-optimal) full-mesh topology, while achieving su-

perior scalability, requiring link announcements proportional tonk compared to

n2 for a full mesh topology. We also demonstrate that the computational, memory
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and traffic overhead to create and operate EGOIST is minimal. Third, to accom-

modate high-churn environments, we introduce a hybrid extension of the “Best-

Response” (BR) neighbor selection strategy, in which nodes“donate” a portion of

theirk links to the system to assure connectivity, leaving the remaining links to be

chosen selfishly by the node. Our experiments show that such an extension is war-

ranted, especially when the churn rate is high relative to the size of the network.

Fourth, we consider the impact of cheaters – nodes that announce false informa-

tion in order to benefit themselves, or harm the network. While such behavior can

be identified and eliminated through the use of appropriate mechanisms, we show

that EGOIST remains robust even without the use of such mechanisms.

1.4 Thesis Outline

The rest of this thesis is organized as follows. Chapter 2 presents background

information and definitions about SNS-network games. Chapter 3 summarizes

the related work while chapter 4 illustrates the design behind the EGOIST overlay

routing system. In Chapter??we evaluate EGOIST ’s performance under different

metrics and we compare it with three other heuristic wiring strategies. In the

following, chapter 6 discusses how EGOIST can provide a redirection stepping-

stone for the benefit of end-user applications including filetransfer, multiplayer

peer-to-peer games, and VoIP traffic. Finally in chapters 7 8we present the future

work and conclusions that have been arisen from this work respectively.



2
Background

2.1 Basic Definitions

Let V = {v1, v2, . . . , vn} denote a set of overlay routing nodes. Nodevi estab-

lishes awiring si = {vi1, vi2 , . . . , vik} by creating links tok other nodes (we

will use the terms link, wire, and edge interchangeably). Edges aredirectedand

weighted, thuse = (vi, vj) can only be crossed in the direction fromvi to vj , and

has costdij (in general,dji 6= dij). Let S = {s1, s2, . . . , sn} denote aglobal

wiring between the nodes ofV and letdS(vi, vj) denote the cost of a shortest

directed path1 betweenvi and vj over this global wiring;dS(vi, vj) = M ≫

maxi,j dij , if there is no directed path connecting the two nodes. For the overlay

networks discussed here, the above definition of cost amounts to the incurred end-

1In our implementation, we computed shortest path using Dijkstra’s algorithm. Given than the graph is sparse, we used

the most efficient implementation of the algorithm using Fibonacci heap that requiresO(|E|+|V | log |V |) amortized time,

where|E| is the number of edges in the graph.

5



6 CHAPTER 2. BACKGROUND

to-end delay when performing shortest-path routing along the overlay topologyS,

whose direct links have weights that capture the delay of theunderlying IP path

connecting one end of the overlay link to the other. LetCi(S) denote the cost ofvi

under the global wiringS, defined as a weighted summation of its distances to all

other nodes,i.e., Ci(S) =
∑n

j=1,j 6=i pij · dS(vi, vj), where the weightpij denotes

“preference”e.g., the percentage ofvi’s traffic that is destined to nodevj.

Definition 1 Best-Response (BR) Given a residual wiringS−i = S −{si}, a best

response for nodevi is a wiringsi ∈ Si such thatCi(S−i+{si}) ≤ Ci(S−i+{s′i}),

∀s′i 6= si, whereSi is the set of all possible wirings forvi.

TheSelfish Neighbor Selection(SNS) game was introduced in [24] as a strate-

gic game where nodes are the players, wirings are the strategies, andCi’s are the

cost functions. It was shown that under hop-count distance,obtaining the BR of

vi requires solving an asymmetrick-median problem on the residual wiringS−i

and is, therefore, NP-hard. To overcome the computational obstacle, we applied

the local search heuristic [4] that provides a solution in a polynomial number of it-

erations. Experimental results showed that the performance of the above heuristic

is within 5% of the optimal [24].



3
Related Work

Our work is inspired by the SNS game [22, 24]. While these works presented
basic theoretic and experimental results, they did not consider any of the prac-

tical systems issues that are covered in this paper, such as dealing with churn

in realistic network conditions or achieving high global performance without the

computational and control message overheads required by theoretical formula-

tions. Network Creation Games that predate SNS [11, 13, 17, 31] have consid-

ered settings in which nodes may buy as many links (neighbors) as they like and

thus differ fundamentally from our work, in which constraints on the number of

neighbors play a central role.Also, fundamentally different is the work on Selfish

Routing [32, 36], in which the network topology is part of theinput to the game,

and selfish source routing is the outcome. In a way, this is theinverse of our work,

in which network-based (shortest-path) routing is an inputof the game, and topol-

ogy is the outcome. Selfish Routing is also based on source routing which is either

7



8 CHAPTER 3. RELATED WORK

not provided in most system implementations, or it is difficult to perform well in

systems with high churn like peer-to-peer systems.

A number of routing overlay systems have been recently proposed [3, 21, 27–

29,37–39,47,48]. Most of these have been proposed as ways ofcoping with some

of the inefficiencies of native IP routing. The basic design pattern is more or less

the same: overlay nodes monitor the characteristics of the overlay links between

them (overlay topology may differ among systems) and employa full-fledged or

simpler [21] routing protocol to route at the overlay layer.Some overlay rout-

ing systems optimize route hop count [27,38,39], others optimize for application

delay [3, 21, 28, 29, 32, 37, 47], and others optimize for available bandwidth [48].

These works assume that either all overlay nodes are under central control and

thus obediently follow simple empirical neighbor selection strategies as discussed

earlier, or bypass the issue altogether by assuming that some fixed overlay design

is already in place. With reference to the employed metric, in our work, we pro-

vide mechanisms to support optimization ofall aforementioned metrics and leave

it up to the application designers to choose the most suitable one.

Selfish behavior has been studied in the context of providingincentives for

nodes to route traffic for others [8].1Such works are complementary to ours since

we assume that an external mechanism exists for incentivizing forwarding for

other nodes. Chawathe et al. [10] proposed mechanisms for dealing with selfish

nodes that lie about their capacities to avoid receiving queries. While we visit

some of these issues in this thesis, we note that this prior work did not focus on

neighbor selection nor did it impose any constraints on nodedegrees.

In structured DHTs, proximity neighbor selection has been proposed to make

the overlay topology match the underlying IP topology as much as possible [20,

33] in order to achieve faster lookups: Nodes can choose the physically closest

nodes from a set of candidate nodes. While this approach gives to nodes some

flexibility in choosing neighbors selfishly, the set of nodesfrom which the choice

can be made is constrained by node ID and thus tuning it at willbecomes im-

possible [44]. Undoubtedly, DHTs are able to provide the best possible indexing

1The use of incentives has also been studied in other contextsthat are fundamentally different from ours,e.g., P2P file

sharing [12, 18].
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of objects in a network. On the other hand, routing of traffic on DHTs has been

shown to be sub-optimal due to local forwarding [22, 30]. EGOIST can be in-

tegrated as a different layer in DHTs; when an object is mapped onto a node,

EGOIST is responsible to optimally route the content.



10 CHAPTER 3. RELATED WORK



4
The EGOIST Overlay System

4.1 Basic Design of EGOIST

EGOIST is a distributed system that allows the creation and maintenance of an

overlay network (evaluated on PlanetLab), in which every node selects and contin-

uously updates itsk overlay neighbors in a selfish manner—namely to minimize

its (weighted) sum of distances to all destinations under shortest-path routing. For

ease of presentation, we will assume thatdelayis used to reflect the cost of a path,

noting that other metrics – which we will discuss later in thepaper and which

are incorporated in EGOIST’s implementation – could well be used to account for

cost, including bandwidth and node utilization.

In EGOIST, anewcomeroverlay nodevi connects to the system by querying a

bootstrapnode, from which it receives a list ofpotentialoverlay neighbors. The

11



12 CHAPTER 4. THE EGOIST OVERLAY SYSTEM

newcomer connects to at least one of these nodes, enabling itto participate in the

link-state routing protocol running at the overlay layer. As a result, after some

time, vi obtains the full residual graphG−i of the overlay. By finding all short-

est paths to the rest of the overlay nodes onG−i, using Dijkstra’s algorithm, the

newcomer is able to obtain the pair-wise distance (delay) function dG
−i

. In ad-

dition to this information, the newcomer estimatesdij, the weight of a potential

direct overlay link from itself to nodevj , for all vj ∈ V−i. Using the values ofdij

anddG
−i

, the newcomer connects toG−i using one of a number of wiring policies

(discussed in Section 4.2). In our implementation, each node listens to all the con-

trol messages of the link state protocol and propagates themonly to its immediate

neighbors. In order to reduce system’s control traffic, eachnode propagates only

unique messages by dropping messages that have been received more than once

or have been superseded. There are also two periodic functionalities, one for esti-

matingdij, and one responsible for estimating the new wiring and propagating the

wiring to the immediate neighbors. In order to minimize the load in the system, a

node propagates its wiring to its immediate neighbors only if this changes.

Clearly, obtainingdij for all n nodes requiresO(n2) measurements.1 How-

ever, we note that theseO(n2) measurements do not have to be announced or be

continuously monitored. In particular, each node needs to monitor and send up-

dates only for thek links that it chooses to establish, withO(n) measurements

to all nodes in the overlay done much less frequently – namelyonce perwiring

epoch, which is defined as the periodT between two successive evaluations by

a node of its set of candidate links and possible adoption of anew wiring (i.e.,

re-wiring) based on such evaluation. Since re-wiring is much less frequent than

monitoring of the establishedk links, the load imposed by the link-state protocol

is onlyO(nk) and notO(n2).

1Notice thatdij can be obtained through active or passive measurements depending on the metric of interest (see

Section 5.1 for details).
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4.2 Neighbor Selection Policies in EGOIST

As its namesake suggests, the default neighbor selection policy in EGOIST is the

Best-Response (BR) strategy described in Section 2.1, and detailed in [24]. Using

BR, a node selects all itsk neighbors so as to minimize a local cost function,

which could be expressed in terms of some performance metric(e.g., average

delay to all destinations, maximum aggregate throughput toall destinations, etc).

Since obtaining an exact BR is computational expensive under both delay [24] and

throughput, in Section 5.1, we employ fast approximate versions based on local

search (that was introduced in Section 2.1) to reduce computational costs and

enhance scalability. In addition to BR, we have also implemented the following

neighbor selection policies in order to perform a comparative evaluation.

k-Random: Each node selectsk neighbors randomly. If the resulting graph is not

connected, we re-wire some links to enforce a cycle upon it.

k-Closest: Each node selects itsk neighbors to be the nodes with the minimum

link cost (e.g., minimum delay from it, maximum bandwidth,etc.). Again, if the

graph is not connected, we enforce a cycle.

k-Regular: In this case, all nodes follow the same wiring pattern dictated by a

common offset vectoro = {o1, o2, . . . , ok}, used as follows: nodei connects to

nodesi+oj mod n, j = 1, . . . , k. In our system, we setoj = 1+(j−1)· n−1
k+1

.One

way to visualize this is to consider that all nodes are placedon a ring according to

their ids (as with a DHT). Thus, an offset vector makes each node use itsk links

to connect to other nodes so as to equally divide the periphery of the ring.

4.3 Dealing with Churn in EGOIST

EGOIST’s BR neighbor selection strategy assumes that existing nodes never leave

the overlay. Therefore, even in an extreme case in which somenodes are reach-

able through only a unique path, a node can count on this path always being in

place (re-wirings by other nodes will not tear it down as thiswould also disconnect
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them [22]). Overlay routing networks (e.g., RON [3]) are not inherently prone to

churn to the extent that file-sharing P2P-networks [19,34] are. Nonetheless, nodes

may occasionally go down, or network problems may cause transient disconnec-

tions until successive re-wirings establish new paths. Onecould re-formulate the

BR objective function used by a node to take into account the churning behav-

ior of other nodes. This, however, requires modeling of the churn characteristics

of various nodes in an overlay, which may not be feasible, particularly for large

networks [46].

In EGOIST we follow a different approach reminiscent of howk-Random and

k-Closest policies ensure overlay connectivity. We introduce a hybrid wiring strat-

egy (HybridBR), in which each node usesk1 of its k links to selfishly optimize

its performance using BR, and “donates” the remainingk2 = k − k1 links to the

system to be used for assuring basic connectivity under churn. We call this wiring

“hybrid” because, in effect, two wiring strategies are in play – a selfish BR strat-

egy that aims to maximize local performance and a selfless strategy that aims to

maintain global connectivity by providing redundant routes.

There are several ways in which a system can use thek2 donated links of

each node to build a connectivity backbone. Young et al. [47]proposed the use

of k Minimum Spanning Trees (k-MST). Usingk-MST (a centralized construc-

tion) to maintain connectivity is problematic, as it must always be updated (due to

churn and to changes in edge weights over time), not to mention the overhead and

complexities involved in establishing(k2/2)-MSTs. To avoid these complexities,

EGOIST uses a simpler solution that formsk2/2 bidirectional cycles. Consider

the simplest casek2 = 2, which allows for the creation of a single bidirectional

cycle. To accommodate a new nodevn+1, nodevn will disconnect from nodev1

and connect tovn+1, whereas the latter will connect tov1 to close the cycle. For

higherk2/2, the system decidesk2/2 offsetsand then each node connects to the

nodes taken by adding (modulon) its id to each offset. Ifk2 is small (e.g., 2)

then the nodes will need to monitor (e.g., ping) the backbone links closely so as to

quickly identify and restore disconnections. With higherk2 the monitoring can be

more relaxed due to the existence of alternative routes through other cycles. Com-
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puting BR usingk1 links grantedthe existence of thek2 links can be achieved by

restricting the set candidate candidate immediate neighbors for swapping.

We have implemented HybridBR in EGOIST. As hinted above, donated links

are monitored aggressively so as to recover promptly from any disconnections in

the connectivity backbone through the use of frequent heartbeat signaling. On the

other hand, the monitoring and upkeep of the remaining BR links could be done

lazily, namely by measuring link costs, and recomputing BR wirings at a pace

that is convenient to the node—a pace that reduces probing and computational

overheads without risking global connectivity.

To differentiate between these two types of link monitoringstrategies (aggres-

sive versus lazy), in EGOIST we allow re-wiring of a dropped link to be performed

in one of two different modes:immediateanddelayed. In immediate mode, re-

wiring is done as soon as it is determined that the link is dropped, whereas in de-

layed mode re-wiring is only performed (if necessary) at thepresetwiring epoch

T . Unless otherwise specified, we assume a delayed re-wiring mode is in use.

4.4 Dealing with Cheaters in EGOIST

In this paper the selfishness in the selection of neighbors has the game theoretic

meaning of local optimization and does not imply any anti-social behavior that

needs to be mitigated. In this section, we briefly examine such harmful ways in

which a node may “cheat” its way through, as well as possible countermeasures.

The most blatant form of cheating isfree-riding, i.e., using the system to route

one’s own traffic but denying routing to any incoming traffic from other nodes.

Dealing with such behavior has been the subject of a number ofstudies, including

the works in [8, 9] which propose the adoption of reputation and repudiation or

punishment mechanisms that act as incentives for nodes to route, and/or expel

misbehaving nodes from the system. These studies are orthogonal to and thus

complement our work.

A more elaborate way for a node to cheat is to announce false information

via the link-state protocol to discourage others from picking it as an upstream
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neighbor. For example, a node can cheat by falsely announcing larger-than-actual

delays for its potential outgoing links. One could add mechanisms to detect this

type of cheating. If the construction of the overlay is basedon passive measure-

ments obtained from a virtual coordinate system (as discussed in Section 5.1),

then nodes could periodically select a random subset of remote nodes and “audit

them” by querying the coordinate system for the delays of theoutgoing links of

the audited nodes and comparing them to the actual values that the audited nodes

declare on the link-state routing protocol. Similar auditscan be designed using

active probing by sending traffic and measuring its delay andcomparing it to the

expected delay based on the delays that nodes on the end-to-end path declare. In

Section 5.4.1, we evaluate the impact of broadcasting falseinformation to cheat

the system: we show that even without the use of the aforementioned audit mech-

anisms, EGOIST is robust to this form of cheating.

4.5 Egoist Implementation

We have already discussed the basic design of EGOIST system above. In this

section we provide the reader with information regarding the actual implementa-

tion details of our prototype.

EGOIST consists of the following components: 1) the EGOIST peer which is

the main entity of the system and takes part in the SNS-game, and 2) the bootstrap

node which is a special purpose node which provides bootstrapping information to

the EGOIST peers and keeps track of all the changes of the topology that are per-

formed during the SNS-game. Note that peers are able to gain this bootstrapping

information from any other peer in the EGOIST network given that they know in

advance the IP address and the listening port of the proxy peer. Apart from these

two main components, there are another two very important parts of source code

that are necessary. These are: the implementation of the Dijkstra algorithm as

well as the processing of network messages.

EGOIST is implemented in the Python programming language. We have im-

plemented the whole system twice. The first version was developed during March-
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June 2008 for the needs of the [43] submission. The Python version of this im-

plementation was 2.5.1 and we used the event-driven programming paradigm to

implement our system. The total amount of source code for thefirst version was

13.134 lines (including the code needed for the implementation of the wiring poli-

cies described in Section 4.2). The data structure which we used to implement

Dijkstra’s algorithm was a Fibonacci heap. We selected Fibonacci heaps because

they offer O(|E|+|V|log|V|) running time for the shortest path algorithm. Both

the Dikstra and data structure implementations were based on the pseudocode de-

scribed in [14].

After building an initial working prototype, to make the system more robust

we re-implemented EGOIST from scrach during April-May 2009. In the second

version, the implementation of the module handling networkcommunication was

done using Twisted [2]. Twisted is an event-driven networking engine written

in Python and licensed under the MIT license. Besides the networking module,

we also changed the implementation of Dijkstra algorithm and its underlying data

structure. This time we chose a more ’Pythonic’ road. The implementation of the

priority queue needed by Dijkstra was implemented through asmall modification

of Python’s built-in dictionary data structure. Priority dictionary acts almost like

a dictionary with two modifications. First, D.smallest() returns the value x min-

imizing D[x] (where D is the whole dictionary). For this to work correctly, all

values D[x] stored in the dictionary must be comparable. Second, iterating “for

x in D” finds and removes the items from D in sorted order. Each item is not

removed until the next item is requested, so D[x] will still return a useful value

until the next iteration of the for-loop. This data structure emulates a priority

queue needed in applications such as Dijkstra’s algorithm.Instead of a Fibonacci

heap, the new implementation uses a binary heap, which also has an amortized

logarithmic running time.
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5
Experimental Evaluation

5.1 Cost Metrics

As alluded earlier, a number of metrics can be used to measurethe “cost” of

traversing an overlay link. Clearly, the choice of an appropriate one depends

largely on the application at hand. In this section, we review the various met-

rics we have incorporated in EGOIST .

Link and Path Delays: Delays are natural cost metrics for many applications, es-

pecially those involving interactive communication. To obtain the delay cost met-

ric, a node needs to obtain estimates for its own delay to potential neighbors, and

for the delay between pairs of overlay nodes already in the network. In EGOIST

we estimate directed (one-way) link delays using two different methods: an active

method based onping, and a passive method using thepyxida virtual coordi-

nate system [26]. Usingping, one-way delay is estimated to be one half of the

19
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FIGURE 5.1: PlanetLab baseline experiments showing the individual costs for vari-

ous neighbor selection policies (normalized with respect to BR costs) as a function of

number of neighborsk for a 50-node EGOIST overlay: Cost metric isping delays (top-

left), pyxida delays (top-right), node CPU load (bottom-left), and available bandwidth

(bottom-right).

measuredping round-trip-times (RTT) averaged over enough samples. Clearly,

a node is able to measure such a value for all of its direct (overlay) neighbors,

and is also able to relay such information to any other nodes through the overlay

link-state routing protocol. To estimate the distance to nodes that were configured

not to reply toping, we used application layerping. Usingpyxida, delay

estimates are available through a simple query to thepyxida system.

Node Load: For many overlay applications, it may be the case that the primary

determinant of the cost of a path is the performance of the nodes along that path—

e.g., if traversal of nodes along the path incur significant overhead due to (say)

context switching and frequent crossing of user/kernel spaces. Thus, in EGOIST
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we allow the use of a variation of the delay metric in which alloutgoing links from

a node are assigned the same cost, which is set to be equal to the measured load

of the node. When applicable, the estimation of such a metricis straightforward

as it requires only local measurements. In EGOIST we did this by querying the

CPU load of the local PlanetLab node, and computing an exponentially-weighted

moving average of that load calculated over a given interval(taken to be1 minute

in our experiments querying theloadavg reports).

Available Bandwidth: Another important cost metric, especially for content-

delivery applications, is the available bandwidth on overlay links. Different avail-

able bandwidth estimation tools have been proposed in the literature [40]. In

EGOIST , we usedpathChirp [35], a light-weight, fast and accurate tool, which

fits well with PlanetLab-specific constraints, namely: it does not impose a high

load on PlanetLab nodes since it does not require the transmission of long se-

quences of packet trains, and it does not exceed the max-burst limits of Planetlab.

pathChirp is an end-to-end active probing tool, which requires the installa-

tion of sender and receiverpathChirp functionality in each EGOIST node. The

available bandwidth between a pair of nodesv, u ∈ V−i is given by:
AvailBW (v, u) = max

p∈P (v,u)
AvailBW (p),

where the available bandwidth for a pathp is given by:

AvailBW (p) = min
e∈p

AvailBW (e),

andP (v, u) denotes the set of paths that connectsv to u. Thus, findingP ∗(v, u)

that maximizes the available bandwidth betweenv andu, and the bottleneck edge,

is a “Maximum Bottleneck Bandwidth” [15] problem which can be solved using

a simple modification of Dijkstra’s algorithm provided in [41].

Using the available bandwidth as cost metric requires us to modify also the

local objective function for computing BR wirings. In particular, the best response

for vi may be based on a wiringsi that maximizes the aggregate bandwidth out of

a node given by
∑

vj∈V
−i

max
w∈s

min (AvailBW (e(vi, w)), AvailBW (w, vj))

The above objective calls for the maximization of the average of the bottleneck

bandwidths to all destinations. In [41] we show that finding alocal wiring si that
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maximizes this objective function is an NP-hard problem. Thus in our implemen-

tation we used a fast local-search heuristic that we verifiedto be within 5% of

optimal in the tested scenarios.1 Notice that it is straightforward to use the above

definitions to produce alternative formulations,e.g., consider the maximization of

theminimumof the bottleneck bandwidths to all destinations [42].

5.2 Baseline Experimental Results

In this section, we present performance results obtained through measurement

of EGOIST . These results allow us to make comparisons between the various

neighbor selection policies described in Section 4.2 for the various cost metrics

described above. All the results in this section assume thatnode churn is not an

issue –i.e., once it joins the overlay, a node does not leave. Results showing the

impact of node churn on EGOIST performance are presented in Section 5.5.

Experimental Setting: We deployed EGOIST on n = 50 PlanetLab nodes (30

in North America, 11 in Europe, 7 in Asia, 1 in South America, and 1 in Ocea-

nia) each one located in a different AS. Each of these nodes isconfigured to re-

compute its wiring every wiring epochT = 60 seconds. EGOIST nodes are not

synchronized, thus on average a re-wiring by some EGOIST node occurs every

T/n = 1.2 seconds. Whether a node ends up re-wiring or not depends on the

neighbor selection policy. Fork-Random andk-Regular policies, and since our

baseline experiments do not feature any node churn, it follows that these policies

will not exhibit any re-wiring. Fork-Closest, re-wiring would only be the result of

dynamic changes in PlanetLab that result in changes to the cost metric in use (and

hence what constitutes the closest set of neighbors). For BR, a node may rewire

due to changes in PlanetLab conditions, but may also rewire simply as a result of

another node’s re-wiring. While in theory [22, 24], BR strategies (under certain

conditions) converge to some equilibrium in the Nash sense,we note that this is

not likely to be the case for real systems such as EGOIST , since dynamic changes

of the underlying system (changes in link delays, bandwidth, and node load) are

1We also added a high penalty when a node is not reachable to guarantee connectivity.
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FIGURE 5.2: PlanetLab experiments showing the total number of re-wirings per epoch

in the system (left), and the relationship between individual cost and total number of re-

wirings per epoch in the system with exact best response and an approximate best response

with ǫ = 10% (center and right respectively), as a function of the numberof neighborsk

in our EGOIST overlay.

likely to result in perpetual re-wiring by EGOIST nodes. Setting the wiring epoch

T in EGOIST has the effect of controlling the timescale of, and consequently the

overhead incurred by, BR re-wiring.

Each experiment presented in this section reflects the results obtained by run-

ning EGOIST for at least 10 hours on PlanetLab on January 5th, January 15th,

September 15th, October 3rd 2007, and April-June 2008.

Performance Metric: To be able to compare the impact of neighbor selection

on the quality of the resulting overlay, throughout this paper we use therouting

cost(for an individual node or averaged over all nodes) as the main performance

metric. For each experiment, an individual cost metric is calculated for every one

of then = 50 nodes in the system. The individual cost metric for a node reflects

the cost of routing from that node to all other 49 nodes in the system, assuming a

uniform routing preference over all destinations.

To facilitate comparisons between various neighbor selection strategies, we

often report thenormalized routing cost(and the95th-percentile confidence in-

terval), which is the ratio of the cost achievable using a given strategy to that

achievable using BR.

Control Variables: In our first set of experiments, our aim is to identify for the
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three metrics of interest the payoff (if any) from adopting aselfish neighbor se-

lection strategy,i.e., using a BR policy in EGOIST . This payoff will depend on

many variables. While some of these variables arenotwithin our control (e.g., the

dynamic nature of the Internet as reflected by variability inobserved PlanetLab

conditions), others are within our control,e.g., n, T , and the various settings for

our active measurement techniques.

In order to neutralize the effect of extrinsic variables that are not within our

control, experiments reporting on different neighbor selection policies were con-

ductedconcurrently. To do so, we deploy concurrent EGOIST agents on each of

then = 50 PlanetLab nodes we use in our experiments, with each agent using a

different selection strategy. In effect, each experiment compares the performance

of a setof concurrently deployed EGOIST overlay networks, each resulting from

the use of a particular neighbor selection policy.

One control variable that is particularly important is thenumber of direct

neighbors, k, that an EGOIST node is allowed to have. In many ways,k puts

a premium on the significance of making a judicious choice of neighbors. For

small values ofk, choosing the right set of neighbors has the potential of making

a bigger impact on performance, when compared to the impact for larger values

of k. Thus, in all the results we present in this section, we show the performance

of the various policies over a range ofk values.

Overview of Performance Results:Before presenting specific performance re-

sults, we make two broad observations: first, in all of our experiments, using a BR

policy in EGOIST consistently yields the best performance. While such an out-

come was anticipated by virtue of findings reported in [24] for a static setting, the

results we present here are significant because they underscore the payoff in areal

deployment, where the modeling assumptions made in prior work do not hold.

Second, in all of our experiments, with the exception of BR, no single neighbor

selection policy was consistently better than all others across all metrics. In other

words, while the performance of a given policy may approach that of BR for one

metric while dominating all other policies, such policy dominance does not hold

across all the metrics we considered.
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Results for Delay Metric: Fig. 5.1 shows the performance of the various neigh-

bor selection policies in EGOIST normalized with respect to that achievable using

BR when the metric of interest is the overlay link/path delayover a range of val-

ues fork (with link delays measured usingping in the top-left plot, and using

pyxida in the top-right plot). These results show that BR outperforms all the

other wiring policies, especially whenk is small, as anticipated in our discussion

of the significance ofk as a control variable. For example, fork = 2, the average

delay experienced by an individual node could be anywhere between 200% and

400%higher than that achievable using BR. The performance advantage ofBR

in terms of routing delay stands, even for a moderate number of neighbors. For

example, fork = 5, BR cuts the routing delay almost by half.

These results confirm the superiority of BR relative to otherpolicies, but do

not give us a feel for how close is the performance of EGOIST using BR wiring

to the “best possible” performance. To do so, we note that by allowing nodes to

connect to all other nodes in the overlay, we would be creating a complete overlay

graph withO(n2) overlay links, obviating the need for a neighbor selection pol-

icy. Clearly, the performance of routing over such a rich overlay network gives

us anupper boundon the achievable performance, and a lower bound on the de-

lay metric. Thus, to provide a point of reference for the performance numbers

we presented above, in the top-left plot in Fig. 5.1 we also show the performance

achieved by deploying EGOIST and settingk = n − 1. Here we should note that

this lower bound on delay is what a system such as RON [3] wouldyield, given

that routing in RON is done over shortest paths established over a full mesh, and

assuming that any of theO(n2) overlay links could be used for routing. These re-

sults show that using BR in EGOIST yields a performance that is quite competitive

with RON’s lower bound. As expected, the difference is most pronounced for the

smallestk we considered—namely, the lowest delay achievable using 49overlay

links per node is only 30% lower than that achievable using BRwith 2 overlay

links per node. BR is almost indistinguishable from the lower bound for slightly

larger values ofk (e.g., k = 4).
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With respect to the other heuristics, the results in the top plots in Fig. 5.1 show

thatk-Closest outperformsk-Random whenk is small, but thatk-Random ends

up outperformingk-Closest for slightly larger values ofk. This can be explained

by noting thatk-Random ends up creating graphs with much smaller diameters

than the grid-like graphs resulting from the use ofk-Closest, especially ask gets

larger. In all experiments,k-Regular performed the worst.

Results for Node Load: The bottom-left plot in Fig. 5.1 shows the results we

obtained using the node load metric, where the path cost is the sum of the loads

of all nodes in the path. These results show clear delineations, with BR delivering

the best performance over all values ofk, k-Random delivering the second-best

performance, andk-Closest delivering the worst performance as it fails to predict

anything beyond the immediate neighbor, especially in light of the high variance

in node load on PlanetLab.

Results for Available Bandwidth: The bottom-right plot in Fig. 5.1 shows the

results we obtained using available bandwidth as the cost metric. Recall that, here,

the objective is to get the highest possibleaggregatebandwidth to all destinations

(again, assuming a uniform preference for all destinations) – thus, larger is better.

These results show trends that are quite similar to those obtained for the delay

metric, with BR outperforming all other policies—delivering a two-fold to four-

fold improvement over the other policies, over a wide range of values ofk.

5.3 Measurement and Re-wiring Overheads

In this section we show experimentally that EGOIST introduces a rather small

amount of overhead for maintaining the overlay structure.

Active Measurement Load:As mentioned in Section 5.2, in the absence of node

churn,k-Random andk-Regular do no perform any re-wirings, and thus do not

introduce measurement overheads. Fork-Closest and BR, the active measurement

load is identical.
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When the cost metric is delay viaping, ICMP messages of size320 bits

each (ECHO requests/replies) are exchanged once per wiring epochT . Notice

that for established links, there is no need for active measurements since the cost

metric for a link would be available by virtue of its use. Thus, the overhead is

≈ (n−k−1)·320/T bps per node. Usingpyxida, a single (http) request/reply

to thepyxida server yields the (virtual coordinate space) distances between the

node initiating the request and all other nodes in the overlay. This is clearly more

efficient than usingping, as it injects≈ (320 + 64n)/T bps per node.When the

metric is system load, there is no overhead imposed on the network as the system

load is measured locally at each node. Finally, when the metric is available band-

width, our experimental results showed that the bandwidth needed for accurate

probing of available bandwidth between two nodes in the overlay is less than2%

of the pairwise bandwdith.

Link-State Protocol Load: The overhead (in terms of additional injected traffic)

imposed by the link-state protocol is also low. Each node broadcasts a packet with

its ID, its neighbors’ IDs and the cost of the established links to itsk neighbors

everyTannounce < T . The header and padding of the link-state protocol messages

require a total of64 bits, and the payload per neighbor requires40 bits. Thus, the

overhead in terms of injected traffic on the overlay is≈ (64 + 40 · k)/Tannounce

bps per node. In our experiments we setTannounce=20 secs. The above can be seen

as an upper limit, as only unique link state messages forwarded in the overlay (as

mentioned in Section 4.1). In our implementation, no node spent more than 1

Kbps to maintain the network.

Re-wirings Overhead: Fig. 5.2 (left) shows the total number of re-wirings per

(one minute) epoch for the entire overlay over time. The results suggest that the

re-wiring rate decreases fast as EGOIST reaches a “steady state” and that the re-

wiring rate is minimal for small values ofk. Here we note that ask increases

the re-wiring rate increases, but the improvement (in termsof routing cost) is

marginal, as a small number of outgoing links is sufficient tosignificantly decrease

the cost. This is evident in Fig. 5.2 (center). Finally, we also note that the re-
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FIGURE 5.3: Percentage of CPU and memory consumption, and bandwidth consump-

tion in EGOIST. The metric is delay viaping.

wiring rate can significantly be decreased (with marginal impact on routing cost)

by requiring that re-wiring be performed only if connectingto the “new” set of

neighbors would improve the local cost to the node by more than a given threshold

ǫ. We refer to this modified version of BR as BR(ǫ). Fig. 5.2 (right) confirms this

by showing the number of re-wirings and resulting performance whenǫ = 10%.

We measured also the memory and CPU consumption usingtime of Unix.

The average CPU and memory utilization was close to 0%. In Fig. 5.3 we show

the average CPU and memory utilization, along with the average bandwidth con-

sumption to maintain the overlay per node. CPU and memory consumption is

close to 0%, and the bandwidth consumption per node is negligible. It is worth

mentioning that the in-degree was quite uniform in all our experiments, thus no

node allocated significantly more CPU power, memory, or bandwidth than any

other in the overlay. To improve the scalability even further we have developed a

topology-based biased sampling techniqueand a layered architecture for EGOIST,

both described and evaluated in [41].

5.4 Effect of Churn

In the original SNS formulation [22,24], the graphs resulting from the SNS-game

as well as from the empirical wiring strategies were guaranteed to be connected, so

they could be compared in terms of average or maximum distance. Node churn,

however, can lead to disconnected graphs, therefore we haveto use a different

metric. For that purpose, we choose theEfficiencymetric, where the Efficiency
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FIGURE 5.4: PlanetLab experiments with node churn showing the efficiency of neigh-

bor selection policies (normalized with respect to BR) as a function of the number of

neighborsk (top) and churn (bottom) for a 50-node EGOIST overlay.

ǫij between nodei andj (j 6= i) is inversely proportional to the shortest com-

munication distancedij when i and j are connected. If there is no path in the

graph between nodei andj thenǫij = 0. The Efficiencyǫi of a nodei defined

as:ǫi = 1
n−1

∑

j 6=i

ǫij To evaluate the efficiency of nodes in EGOIST overlays under

churn, we allow each of then = 50 nodes in the overlays to exhibit ON and OFF

periods. During its ON periods, a node “joins” the overlay, performs re-wiring

according to the chosen policy, and fully participates in the link-state routing pro-

tocol. During its OFF periods, a node simply drops out from any activity related

to the overlay. The ON/OFF periods we use in our experiments are derived from

real data sets of the churn observed for PlanetLab nodes [19], with adjustments to

the timescale to control the intensity of churn.

In addition to evaluating the efficiency of various neighborselection policies

we have considered so far, we also evaluate the efficiency of HybridBR (see Sec-
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tion 4.3), which allows a node to donatek2 = 2 of its links to ensure connectivity

(i.e., boost the efficiency of the overlay) while using BR for the remaining links.

The top plot in Fig. 5.4 shows the achievable efficiency of thevarious neighbor

selection policies when churn is present. As before, the efficiency of the various

policies is normalized with respect to that achievable using BR, and is shown as

a function ofk. As with all the metrics we considered so far, BR outperformsall

other policies (including HybridBR), but as EGOIST nodes are allowed to have

more neighbors (i.e., ask increases), the efficiency of the HybridBR approaches

that of BR, with the efficiency ofk-Closest decisively better thank-Random and

k-Regular.

The above results imply that under the level of churn in theseexperiments, it

is not justifiable for BR to donate two of its links simply to ensure connectivity,

especially whenk is small. Notice that BR overlays that get disconnected due to

churn will naturally heal as soon as any of its active nodes decides to rewire. This

is so because the (infinite) cost of reaching the disconnected nodes will act as an

incentive for nodes to choose disconnected nodes as direct neighbors, thus recon-

necting the overlay. As noted earlier, re-wiring occurs every T/n units of time on

average (1.2 seconds under our settings), which implies that the vulnerability of

BR to disconnections due to churn is highest for smaller overlays and if re-wiring

is done infrequently.

Our last question then is whether at much higher churn rates,it is the case

that the use of HybridBR would be justified. To answer this question, we changed

the timescale of the ON/OFF churn processes to emulate more frequent joins and

leaves. The bottom plot in Fig. 5.4 shows the results by plotting the efficiency

metric for the various policies as a function of the churn rate (on the x-axis),

which we define (as in [19]) to be the sum of the fraction of the overlay network

nodes that changed state (ON/OFF), normalized by timeT :

Churn= 1
T

∑

events i

|Ui−1 ⊖ Ui|

max{|Ui−1|, |Ui|}
, whereUi is the new set of nodes in the over-

lay following an eventi that alters the membership in the set of nodes that par-

ticipate in the overlay, and⊖ is the symmetric set difference. Thus, a churn rate

of 0.01 implies that, on average, 1% of the nodes join or leavethe overlay per
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second. For an overlay of sizen = 50, this translates to a join or leave event every

two seconds.

As expected, when churn rate increases significantly to the point where the

average time between churn events approachesT/n, the efficiency of HybridBR

eventually surpasses that of BR. The results also suggest that under such condi-

tions, the efficiency of bothk-Random andk-Regular fall dramatically, whereas

that ofk-Closest remains level with that of BR.

5.4.1 Vulnerability to Cheaters

As we discussed in section 4.4, cheating nodes may attempt togame the system

by declaring false link costs to their neighbors in order to benefit from EGOIST

without contributing their own resources to the overlay. Due to the combinatorial

nature of the optimization problem underlying BR re-wiring, and the out of or-

der rewirings of individual nodes, it is very hard for individual cheaters to derive

the proper costs that will lead to wirings that will be of benefit to them individ-

ually, while harming others. Theoretical results [5] advocate that such behavior

may even lead to worse equilibria for cheaters in routing games. Thus, in this

section, we present results from a series of experiments aimed to assess EGOIST’s

vulnerability to cheaters that misrepresent the cost of their outgoing links (sim-

ply by inflating them), in the hopes of discouraging others from selecting them as

neighbors.

As described in Section 4.4, one could add mechanisms to detect when cheaters

make such false representations. These mechanisms would take the form of pas-

sive or active measurement audits from other nodes. Determining how often nodes

should perform such random audits and what these nodes do when cheating nodes

are identified can be complex. Thus, it would be preferable ifone can show that

the impact from such abuse is minimal. Clearly, an assessment of the impact of

the full spectrum of possible false announcements is beyondthe scope of this pa-

per. Thus, we only consider the impact from inflated delay announcements by a

single node and by a variable fraction of the nodes.
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FIGURE 5.5: PlanetLab experiments with cheater showing the robustnessof neighbor

selection policies (normalized with respect to BR) as a function of the number of neigh-

borsk in the presence of one cheater (top) and many cheaters fork = 2 (bottom) for a

50-node EGOIST overlay.

In Fig. 5.5 (top), we show the impact from a single cheater announcing link

costs that are twice as high as the real ones. The figure shows the individual

cost for both the cheater and for all other normal nodes for different values ofk.

The cost for both types of nodes is very close to the cost without the presence of

the cheater. We also evaluate the robustness of EGOIST in the presence of many

cheaters (up to one-third of the population). These results, shown in Fig. 5.5

(bottom), yield consistent observations even when the number of outgoing links

is very small (k = 2), which is the setting in which the impact of bad re-wirings

is amplified. These results provide evidence that EGOIST is fairly robust to abuse

by cheaters, even without the deployment of auditing mechanisms.

5.5 Towards a Scalability study forEGOIST

In the sections above we have evaluated the performance of EGOIST under dif-

ferent metrics such as delay, CPU utilization, and available bandwidth. Further-

more, we have examined how EGOIST behaves in high churned environments, the

effect of false metric announcements from malicious nodes,and the overhead that

our system imposes on the network and on each hosting peer as well. Although,

we believe that we have covered a broad range of evaluation directions, we have

not examined in detail the scalability properties of our system. To this end, in this
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section we present new experimental results to study the behavior of EGOIST in

overlays with more than 50 nodes.

The cost metrics we have used for this second round of experiments are the

link delays and node load as described in Section 5.1. For these experiments

we have used the newly developed version of EGOIST we described in Section

4.5. This time we deploy EGOIST on n = 250 PlanetLab nodes from over of 150

different PlanetlLab sites. Most of the nodes were located in North America,

Europe, Asia, and the remaining few were in South America andOceania. Each

of these nodes was configured to compute its wiring every T= 60sec. The cost

metric for the case of delay was inferred every 35 sec and the cost metric for the

case of node load was inferred every 2.5 minutes. In additionto the the newer

version of EGOIST we have also re-implemented the agents that perform the other

wiring policies described in 4.2. Experiments in this section assume that node

churn is not an issue and consequently the node population remained constant.

The results were obtained by running EGOIST and the remaining strategy-agents

for at least two hours on PlanetLab in May-June 2009.

Results for Delay Metric: Figure 5.6 illustrates the result of the delay

metric experiment. We randomly chose 8 nodes from our topology and we

examined the performance of every wiring policy. To track the performance gains

of EGOIST more easily, we plot the cost of each of the wiring policies normalized

by the cost of the best response wiring. We observe that for the range of values ofk

used in our experiments, EGOIST outperforms the other policies by at least a factor

of 1.7 which is equivalent to a 70% better wiring in the overlay network. Another

interesting observation is that thek − closest policy is the best of the remaining

policies. We believe that this happens becausek − closest takes into account the

conditions of the underlay network whereask− random andk− regular do not.

Another interesting result is the very poor performance ofk− regular, especially

for small numbers of outgoing links (k between 3-5) whilek − random exhibits

performance between that ofk − closest and that ofk − regular.

Results for the CPU load Metric: Figure 5.7 presents the performance of the

four wiring strategies on 8 randomly chosen nodes from our topology. This figure
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reinforces the fact that the robustness of best response andits ability to be adaptive

to a variety of metrics is the major factor that grants EGOIST performance superior

to that of the others. The figure also shows that no single wiring policy except

best response is consistently better than all the others forthe values ofk used.

We believe that this behavior is due to the inability of the rest wiring policies

to understand the underlying metric that the overlay is built. We find that best

response clearly outperforms the rest of the wiring policies. For small numbers of

outgoing links, best response is more than ten times better while for larger values

of k, best response is at least 6 times better.
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neighbor selection policies (normalized with respect to BRcosts) as a function of number

of neighborsk for a 250-node EGOISToverlay: Cost metric isping delays.
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FIGURE 5.7: PlanetLab baseline experiments showing the individual costs for various

neighbor selection policies (normalized with respect to BRcosts) as a function of number

of neighborsk for a 250-node EGOIST overlay: Cost metric iscpu-load.



6
Discussion and Applications

EGOIST is a general purpose overlay routing system that can be used by ap-

plications to supplement traditional IP routing. The main difference between an

EGOIST overlay and other routing overlays is that by virtue of its BR-wiring strat-

egy, an application contacting its local EGOIST node can be assured that this node

will provide better paths than a node that connects to the overlay non-selfishly,

e.g., using previously-mentioned random or myopic heuristics.Stated otherwise,

the selfish selection of neighbors in EGOIST is just a manifestation of the desire

of local applications to get the best possible service for themselves.

An application can connect to an EGOIST node by using a protocol interface

that the latter exposes. This is an example of an applicationinstance using EGO-

IST as a virtual router to communicate over the overlay with another application

instance getting access to the overlay from a different EGOIST node. In the ar-

37
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FIGURE 6.1: Comparison of update latencies for various neighbor selection poli-

cies.

tifacts section we provide information on how to access our publicly available

implementation which permits using PlanetLab nodes as suchvirtual routers.

A second option is to integrate EGOIST directly into an application through an

API and a corresponding library which we have implemented and made available.

In this case, both the application and its local EGOIST instance run at the same

node. We have evaluated the performance benefits that EGOIST offers to different

kinds of applications, including multi-path file transfer,real-time voice over IP,

and multiplayer P2P games.

6.1 Multiplayer P2P Gaming on top of EGOIST

Recently there has been intense interest [6, 7] for porting online multi-player

games into P2P architectures that scale better and do not require dedicated expen-

sive infrastructure. In this section we demonstrate the potential value of EGOIST

for such applications.

We obtained from [7] a trace containing the movements of 100 players (AI

bots) participating in a game of Quake III. In Quake III, players are located in a

virtual 3D world and interact frequently as they come into contact to fight each

other. Two common events of the game are the creation of a new object (e.g.a

missile), and the update of an existing object (e.g.update of its coordinates). Each

update is about 230 bytes. All these updates have to be delivered to all the players
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that are in the vicinity of the affected object in the virtualworld. This requires for

building a multicast tree rooted at each player that is updating some of its objects.

We distributed the 100 players among our 25 EGOIST nodes on PlanetLab and

used the EGOIST overlay to deliver the updates. We setk = 2 and mapped theL3

distance of playersi andj in the virtual world into the preference weightpij that

defines the preference that the local EGOIST node ofi has for sending messages

to the local EGOIST node ofj. Since the main requirement in this case is for high

interactivity, we employed the delay-based version of BR. With this mapping,

nodes pick as neighbors other nodes that host players that are closer in the virtual

world which implies interaction, and thus requirement for small end-to-end delay.

The valuek = 2 is justified from the fact that due to human perceptual limitations,

players usually pay attention and interact with a small number of other players [7].

6.2 Real-time traffic over IP

Applications that transmit real-time (i.e., delay- and loss-sensitive) traffic can use

the redirection infrastructure of (delay-based) EGOIST to send additional copies of

the original stream through multiple disjoint paths, thus improving the chance that

at least one copy of every packet will reach its destination before the designated

playout time [25]. Some P2P voice-over-IP (VoIP) applications, likeSkype, are

already in position to implement such schemes as they have achieved a huge user-

base that provides ample opportunities for redirection. EGOIST on the other hand

can assist applications that have not yet achieved high penetration (e.g.high quality

video-conferencing) and thus would otherwise have to rely on delay jitter-prone

single-path delivery. Substantiating this claim requiresmeasuring precise timing

information and making sure that OS introduced delays do notinterfere with the

purpose of the experiment. We leave such elaborate experiments to future work.
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FIGURE 6.2: Source nodevi sending to targetvj through itsk = 3 immediate

EGOIST neighborsv1, v2 and v3. vi takes full advantage of its 2-homed ASi:

vi → v1 andvi → v2 use the maximum allowed bandwidth at the peering point

with ASA (2 Mbps), whereasvi → v3 uses the maximum allowed bandwidth

at the peering point with ASB (1 Mbps). Assuming no bottlenecks exist further

down, this gives an aggregate transmission rate of 3 Mbps, whereas any single-

path scheme (even with parallel connections) would have limited to 1 or 2 Mbps.

6.3 Multipath File Transfer

File transfer applications can take advantage of redirection opportunities offered

by (bandwidth-based) EGOIST to increase their effective end-to-end transmission

rates by performing multipath transfers through first-hop neighbors. The idea

is quite simple: Source nodevi uses EGOIST to establish up tok parallel ses-

sions to a target nodevj , each one redirected through a different first-hop EGOIST

neighborvl ∈ si. Each session requires establishing two virtual channels over

EGOIST: vi → vl (single-hop overlay path) andvl → vj (multi-hop overlay path).

The purpose of redirection through neighbors is to take advantage of potentially

multihomed source and target ASes (henceforth ASi and ASj) and thus alleviate

bottlenecks caused by session-level1 traffic shaping and rate-limiting at AS peer-

ing points [1]. As long as the number of EGOIST neighborsk is sufficiently larger

than|ASi|, the number of ASes to which ASi has a peering relationship, there is

good chance that at least one overlay neighbor is behind eachpeering point. Redi-

recting through this neighbor permitsvi to utilize up to the maximum allowed rate

1A session identified as a (source,target) IP pair.
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tween source nodeui and target nodeuj when the source establishesk parallel

connections and when all the peering points between the aforementioned nodes,

allow multi-path redirection in our 50-node EGOIST overlay.

at that peering point (see Fig. 6.2 for an illustration). If peering points permit a

given maximum rate for each session, the aforementioned multi-path redirection

can increases the maximum total rate out ofvi by up to a multiplicative factor

|ASi| (observe that establishing the same number of parallel connections going

over the same path would not yield the same benefit, since theywill all be part of

a single session, and hence be subject to the same rate limitsat peering points).

Of course, the real end-to-end benefit can be much smaller dueto bottlenecks on

the overlay paths fromvl to vj, especially in the last hops before closing-in on the

targetvj (large|ASj |’s working again in favor of the application). To get a feeling

for the potential benefits on a real topology, we perform the following experiment.

In our 50-node EGOIST overlay, we select a source-target pair and we estimate

the available bandwidth that can be realized if the source establishesk parallel

connections going through its immediate neighbors. Then wecompare this value

with the available bandwidth that is realized when the source routes the traffic us-

ing the unique path to the destination offered by IP. We repeat the experiment for

all source-target pairs and we plot the average along with the95th-percentile con-

fidence intervals in Fig. 6.3. Furthermore, we estimate the theoretically maximum

available bandwidth that can be realized when all peers allow multipath redirec-
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tions for all source-target pairs (i.e., when the total bandwidth becomes equal to a

max-flow fromvi to vj).



7
Future Work

In this chapter we will talk about the main artifacts of the EGOIST project and our

future plans regarding this project.

7.1 EGOIST Artifacts

Our EGOIST prototype is currently deployed on PlanetLab. A live demonstration

of the overlay routing topology maintained by EGOIST and the source code (in

python) can be accessed from the EGOISTproject web site athttp://csr.bu.edu/sns/.

Figure 7.1 illustrates a snapshot of the aforementioned EGOIST overlay that is

currently deployed on PlanetLab. The source code (inpython) and an API to

support a layered deployment of EGOIST that end-users can use to route their

packets are also released. using EGOIST are also released. Traces from all ex-

43
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FIGURE 7.1: A snapshot of EGOIST overlay running on PlanetLab testbed

periments used in this paper (as well as others which we couldnot present due to

space limitations) are also available from the project web site.

7.2 Future Work

There are several possible directions for future work. First, we believe a more

systematic study of the scalability properties of the EGOIST system is necessary.

We hypothesize that the iterative local search heuristic will not permit the current

EGOIST software to scale up to one thousand nodes. To test this hypothesis, we

will deploy and measure the performance of our system on the Emulab testbed.

The metrics of major importance are the CPU and memory consumption of the

individual EGOIST peers. Furthermore, we are very interested in measuring the
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control message overhead imposed by EGOIST on the network. This overhead

includes duplicate link state update messages. The conclusions from this scalabil-

ity study will open up new directions for the further development of the EGOIST

project.

Out ultimate goal is the implementation of a real application and not just a

general purpose overlay for routing. We envision EGOIST to be used as a meta

overlay that provides to the core application information about the quality of pos-

sible paths that either have to be avoided or to be followed. Despite the fact that

the results from the Emulab experiments are not yet available, our intuition from

the evaluation thus far is that the target environment for the possible application

should be a closed network. We believe that in a medium sized overlay with nodes

that exhibit a diverse level of capabilities (in terms of theapplied metric), EGOIST

will able to exploit all the merits of selfish neighbor selection as described in this

thesis.



46 CHAPTER 7. FUTURE WORK



8
Conclusion

In this paper we have shown how recent theoretical results onSelfish Neighbor

Selection could be leveraged for overlay routing applications. Through the devel-

opment and deployment of our EGOIST prototype routing network on PlanetLab,

we have established that Best-Response neighbor selectionstrategies can indeed

be realized in practice, that they provide a substantial performance boost when

compared to currently used heuristics, and that they scale much better than full-

mesh approaches which require intensive monitoring ofO(n2) links. We have

substantiated these benefits under different performance metrics, active and pas-

sive link monitoring strategies, in static and churn-proneenvironments, and in the

presence of truthful and untruthful nodes. We also demonstrated that EGOIST in-

curs minimal overhead and how it can be used as a building block for efficient

routing in overlay applications.

47
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