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Study of the SSL certificates and their revocation
model

Abstract

The information shared over the Internet today is enormous, very personal
and thus it must be secured. Several studies have pointed out the simplicity of
HTTP session hijacking attacks and this stresses the fact that encrypted end to
end communication is not a necessity only for websites with economic transactions.
HTTP over SSL (HTTPS) is evolving and in 2017 it has reached the point where
it is becoming the norm rather than the exception. TLS protocol, the successor
of SSL, has room for improvement and so do the SSL/TLS certificates, which are
used to secure and authenticate trusted entities.

An SSL or PKIX certificate binds a cryptographic key to a certain subject.
It has a predefined validity period, during which it is considered trusted unless it
is revoked. To attest its validity it is issued by a Certification Authority (CA),
which is a trusted third party. One certificate may secure one or many entities,
under a validation process which is performed by the CA. Moreover, to sign this
information, the issuer uses a signature algorithm, that is computed by the browser.

This thesis is a measurement study that aims to shed light on the ecosystem
of SSL certificates so that the reader can have an overall perspective on how they
are adopted. Initially we analyze their basic components and attempt to indicate
correlations and trends, and consequently, we discuss interesting cases within the
data and possible correlations of certificates with high traffic sites’ maintenance
and with known attacks. To this end, Certificate Transparency’s public data set,
along with Alexa’s top sites and Hackmaggedon statistics on cyber attacks are
used.

Additionally, the trust model around different aspects of the SSL certificates is
closely examined. First, after reviewing known weaknesses, we explore cases where
certificates were used as a mean to conceal rogue behavior and last we show where
certification authorities fail to correctly validate secured entities. Furthermore, this
study focuses on revocation and measures the trends around it and emphasizes on
its the importance of revocation, by demonstrating known cases of attacks, which
were due to the negligence of status checking. Additionally, since the main reason
that revocation checking mechanisms fail is due to the related protocols applied, we
take a step further to analyze and compare existing solutions and newly introduced
promising protocols.

As a prime to future work, we contemplate whether the PKIX infrastructure is
suitable to support the vast network of the Internet of Things, which is comprised
of embedded devices with limited computational capabilities. SSL/TLS protocol
proves to be burdensome in its traditional state, so we discuss less demanding
protocols and variations tailored to their infrastructure.






MeAétn TwV PneLaxdy TeTOTONTIXWY
TewToxOAAoL SSL xou Tou LOVIEAOL AVAXANCHC
Toug

ITepiandn

H Srd€owun ninpogoplior 6to dradixtuo €yel auiniel pe tepdotioug puipole T6c0
og 0YX0 OGO X0 OE TOAUTAOXOTNTA ol 1) TAoT ouTr TEOBAENETUL Vo GUVEYLOTEL.
Emunpéoieta, o dioapoipaldueva dedopéva apopolv evaicdnteg mAnpogopieg xo o
ATOTEAEGUA 1) DLUCPAALOT) TOUS Elvol amapalTnTr. 2XT0 Paoind TEMTOXOANO UETUPORACS
unepxeévou Hypertext Transfer Protocol (HTTP) n minpogopia eivor oe popen
AmAOU XEWEVOU XAUTE TNV OVTOAAAYT) UNVUUATWY, PE OTOTEAECUO OTOLOGONTOTE Vo
umopel va Ty unoxkédel. Eniong, moAhomiég ueréteg €youv Bellel Ty suxohio ulag
enieong yia Tov €heyyo pog ouvedploc HTTP. Ou napandve Adyot evtelvouv tny o-
Vay XYoL TNV O N XPUTTOYRAPNUEVNE ETXOWVKOVINS amtd TNV TNYT} GTOV TEOoELoUO
(E2EE: End-to-End Encryption), 6yt uévo og 10t00eNdec oTic omoleg mporypoto-
TOLOVUVTAL OXOVOULXES GUVOAAAYES, ahAd xodohxd. To mpwtéxoro HTTPS (HTTP
over SSL) avantiooetar yio va xahOTTEL TIC TpoavapepVeioes avayxes xat Théov To
2017 éyeL ptdoel oto onuelo Tou yivetar xovovos xou oyt 1 ealpean.

"Evo gnproxd miotonoimntind npwtoxéihou Secure Sockets Layer (SSL) /Transport
Layer Security (TLS) Booiletoan otnv xpuntoypagio dnuociov xiewdiot Public Key
Infrastructure (PKI), dote va cuvdécer évar xpuntoypapnd xAedl pye v ovidtnta
mou dtacaiileton. Exdideton and xdmowa apyr) motonoinone - Certification Author-
ity (CA), nou Yewpeitan «éumioto tpito uépocy, n onola mparyportonotel pio dtadixaocta
emxVpwong. Emnpécdeta, €yet pio mpodryeypauuévn mepiodo oydog, ue ouyxe-
xpWEVN apyn xou TéAog xatd TNV onola Yewpelton €yxupo, extog xan av avaxAnvel.
Téhog, Yo var Ty e€axpifworn Tne YYNoLOTNTAS TOUS OL TANROYORIES AUTES UTOYEAPO-
VTOL UE VALY XQUTTOYEAUPIXO 0AYOpLIUo, TO amotéleopa Tou omolou urohoyiletan and
TO TEOYQPOUUA TEQLAYNOTS.

H petantuylond) auth Siateiy), €xel wg oxomd tng TN OIEPEVVNOT TOU OXOCU-
CTARATOS TWY PNeLaxmdy To TOTONTIXGY TpwToxdAlou SSL, avaiboviag Ti¢ Bacixég
TOUC CUVIO TWOES XAl ETUYELPMVTAC VoL avadelZel GUGYETIONOUC XaL TUCELS TTOL GUVOED-
VTOL UE AUTE, WOTE O AVAYVOCTNG VO ATOXTNOEL Ulal GUVONXT EOVAL TG LIOVETNONG
TOUC. LT1| CUVEYELN, ToEoLCLALOVToL EVOLUPEROVCES TEQLTTWOEL TTOLU TEOXVUTTOUY oo
Ta dedoyéva xou oulntodvtar oe Badoc mbavég cUoYETIOES TOUG UE LOTOOEAIDES UE
peYdhn emoxedotnTa. Emniéov, ehéyyeton n unddeon pag 6Tt oL Lo TOGEADES QUTES
eQopuolouy cLOTNUATXOTERA TG BEATIOTEC TpoxTixée ao@dhetag. o Ty avdhu-
o1 auTy YenowonoloLvTol ta dnuocine dtadéoiua obvola dedouévwy tou Certificate
Transparency, to onolo cToyeVel OTNY SLPAVELXL TNE EEATAWONG TWV PNPLOXY TiL-
cTomoTXOY xowg xou Tou Alexa mou Satneel TN oelpd xaTtdTagng 16 TOCEADWY
Bdoel NG EMOXEPWOTNTAC TOUC XL TWV CTATIOTIXOV Yot XUPepvoemilécels, and To
Hackmaggedon.

Kotomy, e€etdletan to govtélo eumiotooivng Yopw and Tig BLdpOopeES TTUYES TwY
Pnproxedy To ToTonTIXGY TewToxoAou SSL. Opuduevol and yvwo tég aduvoplec Tou



TpwTtoxohhou SSL xou tou dddyouv tou TLS, avapepbuacte o TEPITTWOELS OTOUL
o neLoxd moToTomnTXd Exouv yenotponotniel yior vor xaAbpouy xox6Bouln cuuTe-
ELPOEAL. LUUTANPOUATIXG AVAPEROUACTE O TMEQITTOOELS OTOL OL UPYEC TLOTOTOINONG
atvovTon avemopxelc ot Sdixacior TNG EMXVEMONS TWV OVIOTATWY Yld TIC OToleg
EYYUOVTOL. 2T1 CLUVEYELR, YIVETOL WOLUTEPT) UVEID OTOUC UNYAVIGHOUS OVEXANONG TWVY
TLO TOTOMNTIXGWY, uTtoypoppilovtag 0 onuacia Toug delyvovtag cucyeTioele xou o To-
TIOTE YOpw amd auToNE Xl AvVOPEROVTIS YVWOTEG EMVETEIC ToU ogellovTal GTNY
QUENELL TN OWOTAS EPUOUOYNS TOU EAEYYOU TWV UNyaviou®y outoyv. Koadoe to
(POUUVOUEVO OUTO GUVOEETOL GUECU PE TIC OBUVOHIES TV UTORYOUCKHY AUCEWY YL TOV
ENEYYO TNC XATACTACTG oY VOGS 1) TNV OVEXANCT) TWV TULO TOTONTIXWY, CUYXEIVOUUE Ta
O OLUOEBOUEVA TTEWTOXOAAA X0 XATOIEC TOAAG UTOOYOUEVES, TpdcpuTa TpoTadeioeg
Aooelc.

Yov mpooiplo HEAAOVTIXAS EVAOYOANONG Xl EpELVAS, CUAAOYLLOUUCTE EQV 1) UTO-
dour| Tou dnuoctou xhewdol X.509 elvon xavry va uToc TNEIEEL To EEUEETIXG UEYTAOU
uey€doug BixTUO TWV BLICUVOEDEUEVKDY CUOXELKY oL amoeTilouy To “BlaBixTuo TwWY
npaypudtowy” - Internet of Things (IoT), to onolo amoteleiton and eVoWPATWUEVES
GUOXEVEC UE TIEPLOPLOPEVES UTOAOYICTIXEC OUVATOTNTEC. 'Eyovtoc wg évauouo tny
QUOT, QUTWV TWV CUOXELGY CLUINTAUE ALYOTERO AMOUTNTIXG TEWTOXOAA, %adwS To
mpwt6xoMo SSL/TLS éyer anodewydel enoydéc oty napodootoxt] Tou pop@h xot Teo-
Telvoule TUPUAAAYES YVWOOTWV TEOTOXOM®WY TOU UTORPOLY Vo TEOCUPUOGTOOY GTNY
QEYLTEXTOVIXY| TOUG.

Yuvoilovtag, otny TTuytaxt auTy epyacia avahleTon 1 EEATANMGT TWV PNPLIXWY
TUOTOTOLNTIX®Y ONUOGiou XAEWIOL Xt Twe auTH cuoyeTiletar Ye TNV emoxeuoTn-
To TV L0TOCEMDBWY xou Teg emneedleton and xUBepVoETIECELS XU Y VOO TOTOINCE
YVOOTOV odLVAULGY Tou TewToxoAou.  Alvetan eniong €ugacy oToug UnNyaviouo-
0¢ EAEYYOL AVAXANONE TWV TUCTOTONTIXGMY X0l TWV AOLVAULLY TOU €Y0UV oTuelVel
og ouToNC %o avohbovTaL TEOTEWVOUEVES ADoel o autéc. Ev xatodeldl xadne ol
ocuoxevég Tou ToT elvon Yon apxetd SladedouEves Ywplg Vo €xouy TIg amapaltnTeg TEo-
Umodéoelg yio TNV SLacPIMCT) TNG ACPAROUE ETUXOVWVIAS, AVOPEROUACTE 0T Bactxd
TEOBAAUATE TOUg X TIC A)GELS TTOU UTOEOUY VAl TEOGPEEOLY ToL (JNPLoXd TLO TOTONTL-
%4, UE OXOTO VO TTPOETOWACTEL TO €D0POC Yol LEANOVTIXES EQYUOIES.



Euvyapioticeg

oTny owkoyéved o






Contents

Table of Contents

List of Tables

List of Figures

1 Introduction

1.1

1.2
1.3

1.4

From Secure Sockets Layer (SSL) to Transport Layer Security (TLS)
protocol . . . ..
SSL certificates . . . . . . . . ...
Types of SSL/TLS certificates . . . . . . ... ... ... ......
1.3.1 Distinction based on the number of secured entities

1.3.2 Distinction based on the validation process . . .. ... ..
Related Work . . . . . . . . . . . ...

2 Data analysis

2.1 Certificate Transparency (CT) . . ... ... ... ... ......
2.2 Datasets . . . . ..
2.3 Valid certificates per subject . . . . . . ... o oo
2.4 Certificate Authorities (Certificate Authority (CA)) . . .. .. ..
2.4.1 Focusing on Let’s Encrypt . . . . .. . ... ... ... ...
2.4.2 Quality over quantity . . . . .. ... ... L.
2.4.2.1 The curious case of Google . . . . ... ... ...

2.5 Validity period . . . . . . . ..
2.5.1 Validity period trends based on our data . . . . . . ... ..

2.6 Signature Algorithms . . . . . . . ... ... oL

3 Trust

3.1 Known weaknesses . . . . . .. . ... ..o
3.2 Place of trust in the certificates . . . . . . . . ... ... ... ...
3.21 SSLBlack List . . . . .. ... ... .. ... ...

3.3  When you cannot even trust the trusted . . . . . .. ... .. ...

3.3.1 Beyond CAs . .. . .. ... ..

iii

A= IR TS, G N

o © ©

11
13
13
14
15
16
16
17



4 Certificate revocation
4.1 Revocation statistics . . . . . .. ... L o oo
4.2 Revocation responsibility . . . .. ... ..o
4.3 Association of hacks and revocations . . . . . .. ... ... ...
4.3.1 What is the ranking of hacked sites in Alexa? . . . . . . ..
4.4 Revocation Protocols . . . . . . .. ... oL
4.4.1 Certificate Revocation Lists (CRLs) . ... ... ... ...
4.4.2 Domain Name Server (DNS) based approaches . . . . . ..
443 OCSPand CCSP . . . .. .. .. ... ... .. .......

5 Shift of paradigm and Conclusion
5.1 Why is there a distinction 7 . . . . . . .. ... ...
5.2 Transport layer problems . . . . .. .. ... ... ... ... ..
5.2.1 Security relevant errors . . . ... ...
5.2.2  Securing the Internet of things . . . .. ... .. ... ...

5.3 Solutions
5.4 Conclusion

Bibliography

ii

25
25
28
31
33
34
35
35
36

37
37
38
39
39
40
40

43



List of Tables

2.1
2.2
2.3

3.1

4.1
4.2
4.3

Subjects with more than 1000 certificates in the data set . . . . . . 11
Top ten most common validity periods in dataset . . . . . . . . .. 16
Signature algorithms in CT dataset . . . ... ... ... ..... 18
Common Weaknesses related to certificates . . . . .. ... .. .. 20
Time periods with most revocations and known attacks . ... .. 33
Summarizing table of the comparison results: DANE - DCSP . . . 36

Summarizing table of the comparison results: OCSP variations -
CCSP . . e 36

iii



v



List of Figures

2.1
2.2
2.3
24
2.5

3.1

4.1
4.2

4.3

4.4
4.5

4.6
4.7

4.8
4.9

5.1

CT additional components to TLS certificates . . . . . . .. .. .. 10
Frequency of subjectsindata . . . . . ... ... ... ... .... 12
Top tenissuers . . . . . . . . . . L 14
Issuers in Alexa top 1000 and Alexa top 100000 . . . . . . .. ... 15
Validity periods of certificates measured indays . . . . .. .. ... 17
Chain of trust, provided by Yanpas via Wikimedia Commons . . . 21
Revocations in CT data set in log scale. . . . .. ... ... .... 26
CDF of percentage of revocations after the day of issue of the cer-

tificate measured in days. . . . . ... ... 27
Revocations after the day of issuance and before the day of expira-

tion of the certificate measured in days. . . . .. ... ... .... 28
Top ten issuers of revoked certificates. . . . . . ... .. ... ... 29
Number of revocations after issues within a period of 3 months

divined toweeks . . . .. .. Lo 30
CDF of days of revocation in Alexa top 1000 and in Alexa range

50000 to 51000 . . . . . . ... 31
Certificates’ revocation and significant events from 2011-01 to 2016-09 32
Monthly attacks chart from Hackmageddon . . . . .. ... .. .. 32

Days between the issue and the revocation for the Alexa top 5000
sites certificates which showed correlation with the hacks from Septem-
ber 2015 to August 2016 . . . . . . . ... 34

Comparison of IoT and Web protocol stacks . . . . .. .. ... .. 38



vi



Acronyms

AIC Availability, Integrity and Confidentiality. 3, 40

CA Certificate Authority. 4, 7-9, 12-15, 21-23, 25, 28, 35, 36
CCSP CCSP: a Compressed Certificate Status Protocol. 36

CDN Content Delivery Network. 34, 36

CN Common Name. 5, 6, 23

CRL Certificate Revocation List. 4, 34, 35

CT Certificate Transparency. 9, 10, 13, 14, 17, 22, 23, 25, 30

CWE Common Weakness Enumeration. 19

DANE DNS-based Authentication of Named Entities. 35, 40

DCSP DCSP: Performant Certificate Revocation a DNS-based approach. 35, 36,
40

DDoS Distributed Denial of Service. 10
DNS Domain Name Server. 10, 35
DNSSEC Domain Name System Security Extensions. 35

DV Domain Validation. 7

EFF Electronic Frontier Foundation. 11, 13, 22

EV Extended Validation. 7, 13, 22, 23

HMAC Key-Hashing for Message Authentication Code. 4
HTTP Hypertext Transfer Protocol. 3, 29

HTTPS HTTP over SSL. 3, 7, 8, 11, 14, 19, 29

1



2 Acronyms

IEFT Internet Engineering Task Force. 4

IoT Internet of Things. 3, 37-40

OCSP Oanline Certificate Status Protocol. 4, 34, 35
OV Organization Validation. 7, 13, 23

OWASP Open Web Application Security Project. 7, 38

PKI Public Key Infrastructure. 3, 4, 7, 8, 17, 19, 21, 37, 39

PKIX Public-Key Infrastructure (X.509). 3, 6, 10, 13
RT Revocation Transparency. 35

SAN Subject Alternative Name. 5-7, 27

SCT Signed Certificate Time-stamp. 9

SHA Secure Hash Algorithm. 10, 17

SSL Secure Sockets Layer. 3—-11, 19-22, 25, 29, 31, 35, 37

TLS Transport Layer Security. 3-6, 8, 9, 13, 22, 29, 39

WWW World Wide Web. 3



Chapter 1

Introduction

The Internet started in the 1950s, to serve academic and military sectors and
today, almost after 70 years, 3.8 billion [27] people are connected, with multiple
devices. As a result, the information available at the moment, is enormous and will
continue to increase exponentially. As the needs grow, it is vital that all times the
Availability, Integrity and Confidentiality (AIC) triad, along with security, privacy
and authentication are ensured. Hypertext Transfer Protocol (HTTP), the basic
protocol of communication for the World Wide Web (WWW), is not secure, and
there may be a time when all Internet traffic is transmitted through the SSL/TLS
protocol HTTP over SSL (HTTPS), on the session layer - based on the OSI model,
which offers encrypted communication and protects the privacy and integrity of
the traffic and assures the identity of the entity it secures, with digital certificates.

The aspiration of this work is to emphasize on the importance of HTTPS
adoption and to convince the readers that security is an essential aspect of all the
Internet connections. To this end, we analyze the SSL/TLS certificates ! in the
wild, explain their basic components and offer an overview of the related trends as
well as a helpful and interesting insight into their less known aspects. Furthermore,
the trust model built around the issuing authorities and the certificates’ infrastruc-
ture is challenged by highlighting several problematic cases. Especially, we aim
attention to revocation, which has often been neglected and discuss about well
established and promising, newly proposed protocols. Last, we examine whether
they can be used as a security solution for the emerging Internet of Things (IoT),
which is compiled by embedded devices lacking computational power, so as to
predict how they can be deployed in this shift of paradigm.

In this study we will use the term SSL certificates, despite that currently the TLS protocol, is
in use. Moreover, the term (digital) Public Key Infrastructure (PKI) or Public-Key Infrastructure
(X.509) (PKIX) certificates is also adopted.
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1.1 From SSL to TLS protocol

SSL was adopted by Netscape in 1994, as a mean to establish a secure communica-
tion channel. Through the years, it evolved[71], with patches and fixes to version
3.0, but today all SSL versions are proven to be broken and unsecured [52], [44].
TLS is the successor of SSL, now in version 1.2 [41], and the draft version of
1.3 [37]. It started as an attempt to standardize SSL by Internet Engineering
Task Force (IEFT). Although TLS is not failproof either, it uses the more secure
Key-Hashing for Message Authentication Code (HMAC) to ensure that a record
cannot be altered during transmission and it is better supported. A walk through
to the milestones (supporting initiatives, vulnerabilities, attacks targeted the pro-
tocols and certificate authorities) that shaped the SSL/TLS and PKI ecosystem is
provided by Ivan Ristic [70] and is also discussed in this work.

1.2 SSL certificates

An abstract description of an SSL certificate is that it is a piece of code, that
uses a cryptographic key to authenticate and verify the identity of the secured
entity and to ensure data encryption when communicating with that entity. In
other words, PKI binds SSL certificates to a subject, so as to ensure trust to the
identity of the secured entity. Users know that a certificate is in place by the
indicative green padlock symbol or trust mark. Encryption safeguards that all
sensitive information exchanged via the website cannot be intercepted and read
by anyone other than the intended recipient. Thus, digital certificates enhance
the customer trust for economical transactions and as an aftermath increase the
website’s Google Rankings.

Before we move to the study of SSL certificates’ ecosystem, it is important that
we present the latest structure of a digital certificate. The common fields ? of an
X.509 digital certificate [13] are the following:

e Serial Number: Used to uniquely identify the certificate within a CA’s sys-
tems. In particular this is used to track revocation information.

e Subject: The entity a certificate belongs to: a machine, an individual, or an
organization.

e Issuer: The entity that verified the information and signed the certificate.
e Not Before: The earliest time and date after which the certificate is valid.

e Not After: The time and date past which the certificate is no longer valid.

2X.509 also includes standards for Certificate Revocation List (CRL) implementations and
Online Certificate Status Protocol (OCSP)
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e Key Usage: The valid cryptographic uses of the certificate’s public key. Com-
mon values include digital signature validation, key encipherment, and cer-
tificate signing.

e Extended Key Usage: The applications in which the certificate may be used.
Common values include TLS server authentication, email protection, and
code signing.

e Public Key: A public key belonging to the certificate subject.

e Signature Algorithm: The algorithmic rule used to sign [2] the public key
certificate.

e Signature: A signature of the certificate body by the issuer’s private key.

1.3 Types of SSL/TLS certificates

SSL server certificates are used to secure hosts like a website, a mail server, a
directory server, or any other type of server that needs to be authenticated, or
that wants to send and receive encrypted data. They must be tied to one or
more domains, or subdomains, server names, hostnames, which are specified in the
subject field, by the Common Name (CN) or in some cases the Subject Alternative
Name (SAN). To discuss the different types of SSL certificates this section focuses
on two main aspects; the number of secured entities and the validation process.

1.3.1 Distinction based on the number of secured entities

Based on the number of domain names or subdomains linked to the certificate,
there is a clear distinction to:

Single domain The single domain certificate only covers one specific domain
or subdomain, so if a website owner/admin wants to secure mydomain.com and
mail.mydomain.com, she will have to issue two different certificates, one for each.
Note that, if a CN is for mydomain.com, it does not also secure www.mydomain.com,
but if the CN is for www.mydomain.com, it also covers the case of mydomain.com.

Wildcard (*) A wildcard certificate (*.mydomain.com) is a public key cer-
tificate which secures all first-level subdomains of a single domain name, like
abc.mydomain.com, users.mydomain.com, main.mydomain.com, www.mydomain.com,
etcetera. It does not, however, match a.b.mydomain.com or mydomain.com. Due
to the effortless management of only one certificate for an unlimited number of
prefix names instead of plenty, they are considered a very convenient solution.

For a wildcard certificate to work, all the subdomains need to be sharing the
same private key. This creates some security implications since in the case the
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private key is stolen, then the certificate will have to be revoked, and this will
impact all the servers at the same time. When using distinct certificates per
server, the damage is more contained.

Multi domain Another interesting case of certificates to examine, are ‘Multi
domain’ or SAN certificates. They can contain different base domains, which may
have no connection among them, but cannot include wildcard certificates®. For
this reason, subdomain names must be added as a unique domain name entry in
the certificate. For example a SAN may include:

e mydomain.com
e www.thatdomain.eu
e mydomain.net
e myotherdomain.com
e any-domain.any-tld

The Common Name can only contain up to one entry: either a wildcard or
a single name. On the contrary, the SAN field lets you specify additional host
names (sites, IP addresses, CNs, etcetera.) to be protected by one SSL certifi-
cate, such as a multi domain SAN. However, when decoding a multi domain
certificate one cannot distinguish all the host names by looking at the CN of
the certificate, instead, he sees the group name that contains them, for instance,
snil83291.cloudaressl.com.

It is important to note that in order to add or remove websites, as well as, each
time a change is made, the certificate must be reissued and replaced on all the
websites it protects. As opposed to wildcard certificates, there is a limit to how
many different domain names a SAN can support. This number amounts to 100
sites in most cases. This is quite reasonable as the more sites a certificate covers,
the more time it takes for it to be downloaded.

1.3.2 Distinction based on the validation process

When requesting for a PKIX certificate there are options regarding the validation
process for the secured entity. This validation process refers to how thorough the
research CAs perform during the domain name validation process is and conse-
quently the level of user trust for SSL/TLS negotiations. Based on that, certificates
are divided to:

3There are some hybrid cases of multi domain certificates including a wildstar certificate, but
are quite limited.
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Domain Validation (DV) Domain Validated certificates offer the simplest type
of check for the identification of the secured entity, against the domain registry.
Symantec [20] proposes not to use them for commercial purposes since they do
not provide identifying organizational information, meaning that the certificate
gives no reassurance whether the business/website it secures is legitimate. Hence,
they are considered as high-risk certificates to use on a public website. Section 3.3
mentions several cases where they are used to conceal malicious behavior.

Organization Validation (OV) Organization validated certificates are consid-
ered trusted and therefore can be used to a commercial or public facing website.
Contrary to DV, during OV organizations are strictly authenticated by real agents
against business registry databases hosted by governments to ensure their authen-
ticity and legitimacy.

Extended Validation (EV) The criteria for issuing EV certificates are defined
by the Guidelines for Extended Validation [23], in which the secured entity goes
through a much stricter process than that for OV certificates. Due to their nature,
wildcard certificates do not support Extended Validation Certificate Guidelines.
Open Web Application Security Project (OWASP) has a specific rule about not
using them [10] which states that ‘they violate the principle of least privilege and
ask the user to trust all machines’. In section 3.3, there are additional examples
regarding the security of such certificates [55]. On the contrary, in case of SAN,
Extend Validation Multi-Domain Certificates can be issued.

1.4 Related Work

In the past, there have been notable studies and measurement papers of the SSL
ecosystem. The extensive measurement paper by [51] written in 2011, performs
HTTPS scan to analyze the deployment of the X.509 PKI. Similar to our approach,
it stresses that there are issues with the deployment of the certificates that result
in the insufficiency to meet the requirements of a secure PKI. Indeed, 2011, as it
will be later discussed, was a very bad year for CAs and many fraudulent certifi-
cates were issued at that time. The aftertaste of this analysis is that “the X.509
certification infrastructure is, in great part, in a sorry state”.

Similarly, ‘Measuring HTTPS adoption on the web’ [47], which was a cooper-
ative work by Google, Cisco, and Mozilla, measures the progress of the HTTPS
adoption. This is a very recent publication, made in 2017, so it provides up-to-date
statistics. This work confirms a hypothesis we also make, that server support for
HTTPS follows a long tail distribution, i.e. there are relatively few high traffic
sites on the top and many websites residing in the long-tail. Contrary to the afore-
mentioned studies, white papers from Certificate Authorities, mostly emphasize on
their services but also help us get a better understanding of financial aspects of
digital certificates.
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Consequently, the issue of trust has caused a lot of discussions. TLS protocol
and the infrastructure of certificates have been put under the microscope as there
have been serious vulnerabilities and errors linked to them. Some of the most de-
tailed and impactful works are listed here. ‘Here’s My Cert, So Trust Me, Maybe?’
[28], published in 2013, focuses on TLS errors and warnings and how misconfigu-
rations can cause users to misinterpret a real attack. In the same year, ‘SoK: SSL
and HTTPS’ [40], evaluates certificate trust model enhancements. Likewise to our
study, it ponders upon the attacks to the SSL protocol to challenge the trust to
the certificate and the certification authorities. Moreover, “Certificate Authority”
Trust Model for SSL [72], which was published in 2010, targets the CAs and the
authentication process they use for the entities to be secured.

Furthermore, ‘An End-to-End Measurement of Certificate Revocation in the
Web’s PKI’ [46] analyzes the frequency with which certificates are revoked and
whether the essential checks are in place. This work, published in 2015, was
the motivation for proposing new revocation protocols, which are later discussed,
which attempt to complement existing approaches.

This thesis offers measurements of different aspects of SSL certificates, to give
a better insight into their key elements and also challenges the trust which is
promoted by them. We pay tribute to the often neglected case of revocation, to
highlight how important it is and attempt to compare existing protocols. Con-
cluding after having shown the strengths and weaknesses of the SSL certificates’
infrastructure, we briefly discuss whether they are suitable to secure the ‘Internet
of things’. Following chapters will cite, contemplate and attempt to extend the
aforementioned studies and reports, to offer a holistic view of digital certificates
and the trends related to them. We ponder on the past, to understand the present
and predict the future of the SSL ecosystem.



Chapter 2

Data analysis

In the past, researchers posed questions and struggled to find the data to answer
them. Now, in the era of big data, we have a plethora of data and we attempt to
understand them and to extract the proper queries from them. The basis for this
work is the Certificate Transparency project, which has been correlated with other
public data sets to draw statistics regarding the structural elements of a certificate
and their ecosystem, in an attempt to explain how the Secure Sockets Layer (SSL)
certificates are developing.

2.1 Certificate Transparency (CT)

CT][1] is an open project, initiated in 2013 by Google, under which SSL certificates
are logged as they are issued or observed, so as to promote transparency. At the
moment, it is the responsibility of a certificate owner or a Certificate Authority
(CA) to submit a certificate for logging. Upon submission, the log responds with
a Signed Certificate Time-stamp (SCT) based on its type. If a certificate does
not have a valid SCT Transport Layer Security (TLS) servers must not accept it.
The related Figure 2.1 shows how CT additional components are integrated to the
digital certificates.

These logs are: append-only, cryptographically hashed and publicly available.
Moreover, they use a binary Merkle Hash Tree for efficient auditing. SCT offers a
solution to the issue of rogue or compromised CAs as certificates which are falsely
issued can be rejected, since they will not appear in the logs. Thus, by adding an
extra layer of logging it helps to maintain better monitoring of the overall process
and to reduce the attack surface.

2.2 Data sets

Some of the data sets mentioned here are quite common amongst measurement
studies and academic papers. The basic data set for measurements is provided
by Certificate Transparency [34], counting approximately 25M entries and dates

9
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Figure 2.1: CT additional components to TLS certificates

to September 2016. The earliest record found in CT data set, dates back to May
1998, although CT started keeping logs in June 2013, so all the records from May
1998 to May 2013, which are less than 10% of all data, are observations and may be
inconsequent. CT logs are used for a large-scale analysis of the SSL Certificates.
Next sections discuss the different types of SSL certificates based on the entity
being secured, the distribution of certificates to subjects and figure statistics for
Certificate Authorities and the validity periods of certificates.

Additionally, to attest how high traffic sites perform with regards to certificates
and whether they are frequently attacked, we used Alexa top 1 million, from the
Alexa Top Sites service, which provides traffic rankings for websites. Consequently,
to demonstrate the attack map we used security analytics from Hackmageddon
[3], which is an open platform, based on user-submitted attacks. The attacks may
refer to account Hijacking, known vulnerabilities, Brute-force, Distributed Denial
of Service (DDoS), Defacement, Domain Name Server (DNS) Hijacking, Phishing,
Malvertising, Malware, Targeted Attacks, etcetera and are divided based on the
target.

Last, SSL Blacklist [14] data set, which has Secure Hash Algorithm (SHA)-1
fingerprints of certificates associated with malware or botnet activities, assisted
to point out vulnerabilities and misuse of the Public-Key Infrastructure (X.509)
(PKIX). The oldest record dates from May 2014 and the data we used for our
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measurements contain 1761 unique entries.

2.3 Valid certificates per subject

Not long ago, only commercial sites were adopting HTTP over SSL (HTTPS) to
encrypt their transactions, and in some cases, it was only present at checkout.
Major institutions and companies like Electronic Frontier Foundation (EFF),
Google, Mozilla, Cisco have tried to push the limit for a universal adoption of
HTTPS. The recent study [47] that measures the use of HI'TPS, states that Alexa
Million and generally IPv4 still have little HT'TPS support, while even within the
top websites HTTPS full adoption recently surpassed 50%.

An analysis of our data substantiates that SSL certificates still have a long
way ahead. The majority of subjects' relate to only one certificate and very few
subjects have more than 1000. Specifically, Table 2.1 lists only eight records,
sorted in decreasing order, which have more than 1000 certificates. The first
record which is a subject titled tls.automattic.com, does not refer to a specific
domain. Based on [75], all custom domains on WordPress.com, are secured with a
certificate from the Let’s Encrypt Certificate Authority, under the same Common
Name, tls.automattic.com.

#-certificates Subject name
139732 tls.automattic.com
29736 incapsula.com
11097 meeting.itmatik.ch
6953 firebaseapp.com
2019 *.firebaseapp.com
1816 bentoboxlinux.org
1373 markng.co.uk
1363 luckybeads.de

Table 2.1: Subjects with more than 1000 certificates in the data set

Our understanding of the SSL ecosystem and the measurements carried out
throughout this study, show that only a few sites are actually security aware and
thus better maintained, so it is expected that when we plot the distribution of the
number of certificates each subject has, the curve will be decreasing. One step
further than that, we are also expecting to observe power law as it can be used
to describe phenomena where a small number of items is clustered at the top of
a distribution (or at the bottom), taking up the vast majority of the resources.
In other words, it implies a small amount of occurrences is common, while larger

"When the term subject is used in this study, it refers to the entity being secured. Particularly
a subject may be associated with a base domain, subdomain or a group name.
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occurrences are rare. Indeed, Figure 2.2 shows a strong indication of “piece wise
power law” or “broken power law”. The data can be fitted by curves of the
following form: y = k % (1/(z®)) and when representing them on a log-log scale
there are several straight line segments. The x-axis represents the number of
certificates of each subject and the y-axis the frequency of this value in the data.

Corresponding certificates to subjects

107 — — ‘ ‘ ‘ — : — : —

P j certs to subs

\\ | f(X) = (10%6.8)*(x**(-1)) ——
108 b N ] f(x) = (L0**7.2)*(x**(-2)) ]

f(x) = (10**8.3)*(x**(-3.8))

f(x) = (L0**6)*(x**(-1.6))
f(x) = (10*+10.8)*(x**(-4.4))
f(x) = (10**14.8)*(x**(-6.4))

N

= = =
o o o

w SN ul

T T T

|

(=Y
o
N
T
|

(=Y
o
[=Y
T
I

Frequency of certificates of each subject - logscale

10 102 10° 10* 10° 10°
Certificates of each subject - logscale

=
(@)
=)
(@)
=)

Figure 2.2: Frequency of subjects in data

Based on this plot, almost 50% of subjects appear once in the data, or in
other words, almost half of all the distinct subjects only have one certificate.
Additionally, 80% of certificates relate to subjects which appear once to ten times
in all dataset. Taking into consideration how the issuing authorities have evolved,
which will be further discussed in Section 2.4, and that after October 2016 HTTPS
traffic reached 50%, in 2017 we can finally say the HTTPS has reached the point
where it is becoming the norm rather than the exception [62, 54], this is quite
reasonable.

Next sections which discuss the prominent CAs and the validity period of
a certificate, answer why certain subjects have from 1 to 150 certificates. Also
although the curve is generally decreasing, there is a small range of x-axis values
close to 155, where we observe an increase in the frequency on the y-axis. This
is due to many different certificates issued for distinct Google regional domains
subjects’ in batches. After that range, the curve is once again decreasing.

Regarding the change of the decreasing rate, our hypothesis is that most
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sites/subjects have started using certificates, after 2014, with the initiative of
Google to rank higher the sites using TLS [35], and with the increasing number of
attacks and public announcements of vulnerabilities that drove administrators to
take security into higher consideration. Additionally, as next sections will show,
the establishment of Let’s Encrypt CA is also responsible for a great part of cer-
tificates, which would only be linked to subjects that own few certificates since it
is relatively new.

2.4 Certificate Authorities (CA)

Essentially anyone can issue and sign PKIX certificates, however such self-signed
certificates are not considered trusted, since they are signed by the same entity,
whose identity they certify. To acquire a certificate which is universally accepted,
website administrators turn to CAs, which act as a trusted third party, that
vouches for the identity of the secured subject. The choice of a CA depends
on the needs of a domain and of course what each issuer can provide. The key
elements are the CA’s reputation, whether it can promote trustworthiness, the
services it offers and their price.

At the moment the number of certification authorities that a browser trusts is
enormous [8]. In this section, however, we focus on the most preferred authorities in
the CT dataset, and their correlation to sites with high traffic. Figure 2.3 shows the
10 most preferred certification authorities as organizations and with their Common
Names. We use this distinction of organizations and Common Names, to separate
organizations’ subsidiaries. For instance, COMODO CA Limited has Common
Names related to COMODO, PositiveSSL and EssentialSSL, GeoTrust Inc. has
Geotrust and RapidSSL and GlobalSign has GlobalSign, Cybertrust SureServer
and AlphaSSL.

Top ten CAs organizations cover 93% of all certificates. The remaining certifi-
cates are mainly issued by Starfield Technologies, cPanel, Entrust, Terena, WoSign,
GANDI, etcetera.

2.4.1 Focusing on Let’s Encrypt

Numbers indicate that Let’s Encrypt is the most common certificate issuer owning
about 36% of all certificates in our data set. It was an initiative by EFF, Mozilla
Foundation, The University of Michigan, Akamai Technologies and Cisco Systems
and started as a public beta issuer in December 2015 and by September 30, 2016
it has issued over 12 million certificates[48]. It is a free, automated, and open
Certification Authority, which is one of the main reasons that make it so popular.

Let’s Encrypt certificates are standard Domain Validation certificates and ac-
cording to their policy [7], they do not offer Organization Validation (OV), Ex-
tended Validation (EV), or wildcard certificates however, they support certificates
for multiple domain names (SAN certificates). Moreover, their certificates are in
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Top 10 certificate issuers
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Figure 2.3: Top ten issuers

most cases valid for 90 days, which is the most frequent value noted in our data
set.

2.4.2 Quality over quantity

This section deals with the question whether the CAs that are most noted in the
dataset, are also preferred by high traffic sites. Why are the 10 top CAs that
popular? Is it because they issue certificates to many less known sites, or are they
also popular to high traffic sites? To resolve that, we used Alexa top 1.000 and
Alexa top 100.000 2 sites. To test this correlation, we used domains, instead of
subjects.

The results which again favor the top 10 issuers, as they appear from the
CT measurements, are depicted in Figure 2.4. Both axes show the number of
certificates (in logscale) and CAs are observed in a linear fashion. This means
that we have a power law function of the form y = k % (1/(z?)) .

2running nmap for port 443 to Alexa 100.000 top domains showed that approximately 70%
are using HTTPS and 12% are filtered
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Figure 2.4: Issuers in Alexa top 1000 and Alexa top 100000

2.4.2.1 The curious case of Google

Google domains are both very popular and also own a significant percentage of
certificates. As we tried to determine the correlation of websites to the CAs,
the results showed that Google owned domains ? certificates’ don’t have a single
issuer, but on the contrary, one can observe many different issuers at a regional
level and various services. The majority of the certificates though are issued by
Let’s Encrypt, where Google Chrome is a platinum sponsor.

1. Google regional domains ( www.google...) .
This case only covers www.google.com, www.google.co.uk and www.google.de
which are in Alexa’s top five regional Google domains. It is also worth men-
tioning that even in the same regional domain, issuers change over time.

2. Wildcard certificates (i.e. *.google.com , *.google.com.af, *.google.ws, ...) .
Google also uses wildcards for *.mail.google.com, *.c.docs.google.com,
* chrome.google.com, *.clients.google.com, *.ext.google.com,
* storage.googleapis.com, *.vp.video.l.google.com.

3this is based on wikipedia’s list of Google domains
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2.5 Validity period

The validity period of a certificate starts the earliest time and date on which the
certificate is valid (not before) and ends the time and date past which the certificate
is no longer valid (not after). This, of course, does not include the case of a revoca-
tion. Each issuer has a different policy, and each website owner/administrator has
variant needs. This section will inspect the general trend around validity periods,
the extremes and the common case.

2.5.1 Validity period trends based on our data

Most certificates are valid for a period of approximately 3 months, 6 months, 1
year, 2 years and 3 years based on Table 2.2 which contains the top ten most
common values as a certificate’s validity period.

Days Clustered period Frequency in data

90 Approx 3 months 7680247
365 Approx 1 year 2657517
366 Approx 1 year 1472129
89 Approx 3 months 1177160
1095  Approx 3 years 476 487
368 Approx 1 year 476 307
730 Approx 2 years 425412
185 Approx 6 months 398070
187 Approx 6 months 378971
186 Approx 6 months 376483

Table 2.2: Top ten most common validity periods in dataset

Related statistics:

e The longest period of time is approximately 50 years (18.263 days), which is
probably a misconfigured entry.

e The average period of time is approximately 11 months (330 days).
e The minimum period was less than a day

e The validity period most frequently noticed in data is 90 days, with a fre-
quency of occurrence 7.680.247 which is close to 31% of the data set.

The two corresponding graphs of Figure 2.5 show the CDF distribution of
values based on the validity periods. Figure 2.5a shows the overall validity periods
in the data set, while Figure 2.5b serves as zooming into the most observed validity
periods as stated in Table 2.2. It is evident that almost 90% of all certificates are
valid for less than 3 years.
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Figure 2.5: Validity periods of certificates measured in days

Microsoft best practices [66] suggest based on the Public Key Infrastructure
(PKI) key size, that for key length of 1024 the validity period should not greater
than 6 months to 1 year and for key length of 2048 the validity period should not
exceed 2 years.

2.6 Signature Algorithms

Before moving to the chapter of Trust, we list the signature algorithms observed
in the CT data set. The choice of the signature algorithm is important since many
known attacks are related to the use of weak ciphers. In all the data set there
were only 11 signature algorithms observed in total, which are listed in Table 2.3.
Although the last five are used by very few certificates we list them for comple-
tion. Also, support for MD5 based signatures was removed in early 2012, this
is why we only observe 0,03%. Interestingly although SHAI1 is considered out-
dated, since as computing power has increased, so does the feasibility of breaking
it, shalWithRSAEncryption is on the second place with 20,81%.

Additionally, based on the joined effort of Mozilla Firefox and Google Chrome
engineers, badssl lists outdated and weak Hashing Algorithms and cipher suites
as: CBC, RC4-MD5, MD5, 3DES, NULL.
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Signature algorithm Percentage
sha256WithRSAEncryption 61,93%
shal WithRSAEncryption 20,81%
ecdsa-with-SHA 256 17,19%
sha512WithRSAEncryption 0,04%
md5WithRSAEncryption 0,03%
sha384WithRSAEncryption 0,00%
ecdsa-with-SHA 384 0,00%
dsa-with-SHA 256 0,00%
shal WithRSA 0,00%
md2WithRSAEncryption 0,00%
ripemd160WithRSA 0,00%

Table 2.3: Signature algorithms in CT data set
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Trust

Secure Sockets Layer (SSL) prevents the unauthorized access to data and Pub-
lic Key Infrastructure (PKI) certificates promote trust to the secured entity. The
majority of users are much more likely to share private data to a website with a cer-
tificate without fully understanding how exactly this certificate works, who issued
it and under which validation process. If someone examines them thoroughly, he
will discover several very common problems with their application. Such problems
are known weaknesses, errors and cases of misuse related to the SSL certificates
and also challenges the mechanisms employed by trusted third parties, responsible
for their issuance and status.

Additionally, there has been a serious debate on whether Certification Author-
ities should be regarded as trusted. Bruce Schneier [43] has stated “Who do we
trust, and for what? There’s a risk from an imprecise use of the word trust”, to
emphasize on the trust model gaps of CAs. Steven B. Roosa and Stephen Schultze
[72] have also discussed over their deficiencies and Jeremy Clark [40], has proposed
enhancements to the certificate infrastructure. This chapter discusses the issue of
trust, citing known weaknesses of the standards for the issuance, management,
administration, distribution and maintenance of digital certificates, so that users
become much more cautious and alert.

3.1 Known weaknesses

The HTTP over SSL (HTTPS) protocol is meant for securing end to end traffic.
“Security is a chain; it’s only as strong as the weakest link”. To claim that an
entity is trusted and that the communication with it, is secure, you need to be
able to prove that all security mechanisms and their implementation, are flawless.

Table 3.1, has a list of Common Weakness Enumeration (CWE) [22] related
to the SSL certificates design and implementation to highlight their consequences.
CWE furthermore, informs about the application platform, potential mitigations
and offers examples and a likelihood indicator, which also emphasize the severity
of the weaknesses.

19
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ID:Name Description Consequences
CWE-295: Im- The software does not validate, or in- Bypass  protection
proper Certificate correctly validates, a certificate. mechanism; Gain
Validation privileges / assume
identity
CWE-296: Im- The software does not follow, or incor- Gain privileges /

proper Following
of a Certificate’s
Chain of Trust

CWE-297:
proper Validation
of Certificate with
Host Mismatch

Im-

CWE-298:
proper Validation
of Certificate Ex-
piration

Im-

CWE-299:
proper Check for
Certificate Revo-
cation

Im-

CWE-599: Miss-
ing Validation of
OpenSSL  Certifi-
cate

rectly follows, the chain of trust for a
certificate back to a trusted root certifi-
cate, resulting in incorrect trust of any
resource that is associated with that
certificate.

The software communicates with a host
that provides a certificate, but the soft-
ware does not properly ensure that the
certificate is actually associated with
that host.

A certificate expiration is not validated
or is incorrectly validated, so trust may
be assigned to certificates that have
been abandoned due to age.

The software does not check or incor-
rectly checks the revocation status of a
certificate, which may cause it to use a
certificate that has been compromised.

The software uses OpenSSL and trusts
or uses a certificate without using
the SSL_get_verify result() func-
tion to ensure that the certificate satis-
fies all necessary security requirements.

assume identity; Ex-
ecute unauthorized
code or commands

Gain privileges / as-
sume identity; Trust
based on the expired
certificate may allow
for spoofing or redi-
rection attacks.

The data read from
the system vouched
for by the expired
certificate may be
flawed due to mali-
cious spoofing.

Gain privileges / as-
sume identity; In-
tegrity and Confi-
dentiality of data are
compromised

Gain  privileges /
assume identity;
Bypass  protection
mechanism; Read
application data

Table 3.1: Common Weaknesses related to certificates

3.2 Place of trust in the certificates

Digital certificates can be created by anyone, but to be validated and widely ac-
cepted they need to be part of a chain. Figure 3.1 shows the SSL certificate chain,
which consists of end-user certificates, succeeded by one or more levels of inter-
mediate certificates, and a root certificate at the top level. Root certificates are
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self-signed Certificate Authority (CA) certificates which are the basis of the PKI’s
trust, and in most cases, they are embedded in all major browsers. Intermediate
certificates are the middle links of the chain, and they can vouch for intermediate
CAs . Last, the end-user certificates, cannot sign other certificates and are issued
for email protection, server/client authorization, code signing, etcetera.

End-entity Certificate
Owner's hame

Owner's public key

Issuer's (CA's) reference
name
Issuer's signature Intermediate Certificate
* Owner's (CA's) name
sign :
2 Owner's public key

Issuer's (root CA's) reference

name

Issuer's signature

4 . Root CA's name
sign

Root CA's public key

Root CA's sighature

self-sign

Root Certificate

Figure 3.1: Chain of trust, provided by Yanpas via Wikimedia Commons

CC BY-SA 4.0 (http://creativecommons.org/licenses/by-sa/4.0)

There are cases of misconfigured certificates which are either not accepted by
most browsers or leave the choice to the end user after prompting him with an
error message. https://badssl.com/ lists several cases to which the connection
is not secured with respect to the certificate of the related domain.

Here are some of the most usual:

e expired, the certificate is served after its validity period.

e wrong.host, the SSL certificate used is meant for any other domain on the
server.

e self-signed, the certificate is signed by the same entity whose identity it
certifies.

e untrusted-root, the root of the certificate is not considered trusted.

e pinning-test, when trying to associate a host with their expected X509 cer-
tificate and it fails.
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e revoked, the certificate was revoked, ergo it should not be trusted.

As most browsers do not accept such certificates, we do not consider them as
hazardous. Akhawe et al. [28] however, raise the issue of Transport Layer Security
(TLS) errors on the web and how they affect users. Due to many misconfigurations,
when browsers report TLS errors, there are many false positive, so users may
observe a warning but do not give it the appropriate attention. In another work
by Akhawe in 2013 [29], there are measurements of ’Click-through rates’ (bypassing
malware and phishing warnings), which were up to 33.0% of Mozilla Firefox and
shockingly, up to 70.2% for Google Chrome’s SSL warnings.

3.2.1 SSL Black List

There are many cases of intentionally ’tweaked’ certificates [53] which may look
perfectly legitimate. SSL Blacklist (SSLBL) is a project maintained by https://
sslbl.abuse.ch/, which provides a list of known SSL certificates associated with
malware and botnet activities. In such activities, attackers steal digital certificates
which users trust, to sign malware with a seemingly perfectly legitimate certificate.
Such cases have also been studied by [32].

To record how many of these certificates are still in use or archived, we used
the SSL abuse data set. From May 2014 to September 2016, the results indicated
that 41 records (2.3%), were also found in the Certificate Transparency (CT) data
set, although CT claims to only have valid certificates. CT’s, role to protect users
from bad certificates does not mean that it can prevent them from being issued,
instead, because of the logging system it is based upon, it offers the ability to
check whether a certificate has indeed been issued by a CA.

3.3 When you cannot even trust the trusted

There are numerous fake, fraudulent, or phishing websites, whose names resem-
ble perfectly legitimate ones. Inexperienced users may be victims of scams and
phishing attacks, however, you would expect that a certification authority would
not vouch for it. Certification Authorities do not check the validity of the entity
they secure by default. Verisign issued two certificates for someone claiming to be
a representative of Microsoft in 2001 [15]. These certificates were used to push al-
legedly updates to Microsoft software. Later in 2013, DigiCert issued a certificate
for a company that does not exist which was used to sign a malware sample [74].

Additionally, two years prior that incident, in 2011, Electronic Frontier Founda-
tion (EFF) [68] showed that domains with unqualified ! names are a very common
issue and the issuer that the major issuer of such certificates was GoDaddy. What
is even more alarming is that some Extended Validation (EV) certificates that are
issued to unqualified names. The measurements of this study indicated that the

!The term unqualified (or not fully qualified) refers to names that do not comply with the tree
hierarchy of the DNS and as a result may not be globally unique.
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the most common unqualified names where ‘exchange’ variations and ‘localhost’.
In the CT data set, we measure 1105 records of uqualified Common Names (CNs)
such as “*..7 | .7 40 <00 Ccom’.

On another scope, a vivid example was given by Venafi [55] showing how
phishing attacks can be associated with wildcard certificates. The basic con-
cept is that when “a web server with a wildcard certificate is hosting the domain
https://example.com, anyone with access to the web server can set up a subdo-
main, like https://phishing.example.com, on the web server using the wildcard
certificate”. Thus, it is very important that administrators understand the risks of
a wildcard certificate and follow the recommended best practices [11, 69]. CT data
set has 1.333.591 records of wildcard certificates out of 24.861.297, approximately
5,36% and also out of all revoked certificates, wildcards cover 4,3%.

As a remedy for this behavior, CAs offer the Organization Validation (OV)
and EV certificates. Our findings show that OV and EV cover less than 1% of
the records. Sotirov and Zusman [30] however, have proved that even Extended
Validation is not always enough.

3.3.1 Beyond CAs

2011 was a very unfortunate year for CAs. It was then that hackers compromised
DigiNotar, GlobalSign and Comodo and issued several fraudulent certificates to
major companies, Google amongst them. All that turbulence started discussions
about alternatives to certification authorities. Convergence [67], was the most
promising solution since trust is conveyed to a network notary servers, which may
be operated by public organizations, private companies, or even individuals. The
choice of the trusted entity is based on the majority of the servers, but it is also
up to the user and can be revised at any time. Although convergence has no
(apparent) point of failure, since the notary servers are still limited, they do not
constitute the critical mass that is needed to work.
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Chapter 4

Certificate revocation

Certificates are issued with a pre-determined life span; an explicit issuance and
expiration date. If however, for any reason, the trust to a certificate should be
nullified, then the responsible Certificate Authority (CA) must revoke it. The
most common cases of invalidation are an improperly issued certificate, its private
key compromise, and others can be found at [45].

Our hypothesis is that although revocation could have solved many cases of
mistrust to certificates [31], it is not widely established as the process of sta-
tus checking is considered to have high overhead and thus is often neglected. In
February 2012, Chrome decided to get rid of the checks altogether. The increasing
number of attacks and the reaction of the academic community, however, high-
lighted its importance and new more scalable methods arose. Following sections
will discuss interesting statistics relevant to revocation and consequently the re-
lated protocols’ efficiency.

4.1 Revocation statistics

The analysis of Certificate Transparency (CT) data set indicated that revocations
do not occur often. Specifically, there are 1,3% revocations in our approximately
25M records, data set. Similarly, from the aspect of subjects, about 2,2%, had at
least one of their certificates revoked and only 14% of that 2,2% had more than
one revoked certificate.

Figure 4.1a shows the number of revocations from the earliest date a revocation
was noted in CT data set, to September 2016 and Figure4.1la compares them to
the number of issuances. We will try to explain why some months have such high
revocation rates and whether there is a pattern between attacks and vulnerabilities
related to the Secure Sockets Layer (SSL) protocol and the revocation rates in
following sections.

What are the most common intervals between issuance and revocation?
In terms of days, figure 4.2 shows the percentages of the period from issuance to
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Figure 4.1: Revocations in CT data set in log scale.

revocation in days, in our data set. Evidently, 50% of the revocations happened
within less than 80 days from issuance, and the vast majority, 80% of the revoca-
tions, took place less in less than a year. We note that the statistics for revocation
follow those of the validity period of a certificate as measured in section 2.5.1.
Additionally, figure 4.3 shows the days after issuance and before expiration
with regards to their revocation date, for all revoked certificates. The most com-
mon combination of days after the day of issuance and days before expiration for
revocations is 0 and 90, which applies to 2,5% of revocations. Furthermore, al-
though a logical assumption would be that all revocations happened within the
validity period of the certificate, results reveal that 0,4% actually took place, after
the end of the validity period. In 4.3 this is noted by the negative values in x-axis.

Which are the most revoked certificates? Our measurements showed that
the most frequently revoked certificates are multi domain certificates. As explained
in section 1.3.1, SAN certificates which occupy 18% of the records in the data set,
may secure up to a hundred distinct subjects/domains behind a single group name.
The following list, enumerates the top 15 of the most frequently revoked cer-
tificates and CloudFlare’s multi domain certificates cover 13 out of the 15.

1. incapsula.com

2. ss12988.cloudflare.com
3. ssl4331.cloudflare.com
4. ss13089.cloudflare.com

5. ss12746.cloudflare.com
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Figure 4.2: CDF of percentage of revocations after the day of issue of the certificate
measured in days.

ssl4523.cloudflare.com
ss13103.cloudflare.com

ssl4554.cloudflare.com

© » o

ss13944.cloudflare.com
10. ss13105.cloudflare.com
11. ssl4337.cloudflare.com
12. ssl12741.cloudflare.com
13. ss13952.cloudflare.com
14. ssl4435.cloudflare.com

15. 360in.net

Based on their description, it is very logical that they have such high revocation
rates, as for each change in one of the subjects within the same group, the Subject
Alternative Name (SAN) certificate should be reissued. This, however, also hints
that before new certificates are issued, the old ones are revoked. Section 4.2,
measures how much this phenomenon occurs in the data.
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Figure 4.3: Revocations after the day of issuance and before the day of expiration
of the certificate measured in days.

Which issuers have more revoked certificates? The issuing authorities
which are more prevalent in our data set, do not appear to have the same or-
der when it comes to revocation. For example, although, numbers indicate that
Let’s Encrypt is the major certificate issuer (about 36%), it comes third to revoked
certificates. Also, DigiCert which appears in the top 10 of issuers, has no record
of revocation.

The top ranking of Globalsign and COMODO, is the result of their compromise
in 2011 and for GoDaddy.com, Inc the great number of unqualified names and also
the compromise of GoDaddy windows servers in 2014 [18]. Figure 4.4 shows the top
10 authorities, which have the largest records for revocations. Entrust, Starfield,
In Common, cPanel, QuoVadis and Gandi, which are not in the to 10 of issuers,
are in the top ten of revocations. On the other hand, Startcom, GeoTrust, and
Thawte, are not prevalent to revocations’ top 10.

4.2 Revocation responsibility

As is was very well stated by Liu et al. [46] for the revocation to work both clients
(browsers) and CAs must take action. Additionally, web administrators should be
able to carefully maintain their websites. This section aims to confirm two basic
hypotheses; whether people revoke their old certificates, after issuing new and



4.2. REVOCATION RESPONSIBILITY 29

Top 10 revoking issuers

1x10°
1x10°
8x10* 1
6x10% 1

4x10% |

Number of certificates

2x10* -

0x10° -

Figure 4.4: Top ten issuers of revoked certificates

whether high traffic sites tend to be more attentive to their certificates’ status.

Furthermore, we test whether there is a correlation between revocations and
known attacks against the SSL/Transport Layer Security (TLS) protocol as well as
cyber attacks to evaluate whether web administrators re-evaluate their certificates’
and revoke them if an attack compromises the integrity of their services.

Do people revoke old certificates after issuing new ones? Certificate re-
vocations which can be associated with the issue of new certificates, constitute
approximately 28% of all revocations. Figure 4.5 focuses on a period of 3 months,
to show the number of observed revocations of invalid certificates, which associate
to the issuance of new certificates.

If an attacker manages to steal the private key of a certificate, this certificate
should be nullified via the revocation process. The issuance of a new certificate
for a subject does not suggest that the previous one will be considered invalid, so
the revocation process is not optional but mandatory.

Do high traffic sites have greater revocation rates? By September 2016,
Alexa top 1 million had approximately 14% sites turning from Hypertext Transfer
Protocol (HTTP) to HTTP over SSL (HTTPS) [54]. For a site to be secure though,

a site administrator should not only make sure that a certificate is in place, but
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Figure 4.5: Number of revocations after issues within a period of 3 months divined
to weeks

also that it is revoked when the need arises.

Focusing on the Alexa top 1000, we attempted to test if our hypothesis that
high traffic sites are better maintained were true. Indeed, 223 sites in Alexa
top 1000 were found to have at least one certificate revoked. Furthermore, we
counted the sites which existed in Alexa 50.000 to 51.000, to remove any possible
“noise’‘and had at least one of their certificates revoked, and found them to be 44.

For those two cases, we plotted the days from issuance to revocation in Fig-
ure 4.6. In 4.6a one can observe a very distinct increase close to 200 days, this
is mainly due to many Google domain certificates. Generally 4.6a shows an in-
creasing behavior from 0 to approximately 600 days and 4.6b for 0 to 1200 days
(approximately 3 years) there is increasing behavior which is compliant to the 4.2,
which describes the general trend of revocations in the CT data set.

Furthermore in 4.6a and 4.6b the difference on the percentage of revocations
is quite notable. In Alexa top 1000, there are approximately 23% of certificates
revoked, while in Alexa top 50.000 to 51.000 the percentage barely reaches 4,5%.
This again demonstrates that revocations are much more frequent to high traffic
sites.
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Figure 4.6: CDF of days of revocation in Alexa top 1000 and in Alexa range 50000
to 51000

4.3 Association of hacks and revocations

We use the term hacks in this context, to refer to all malicious acts meant to exploit
weaknesses and vulnerabilities of the SSL protocol to perform an attack and also
the generic web attacks. To test whether there is a correlation of hacks and the
revocations numbers as depicted in Figure 4.1a, we cite information for known SSL
based attacks based on [6]. Figure 4.7 shows the number of revoked certificates,
with accordance to favorable and negative events for the SSL ecosystem that took
place from 2011-01 to 2016-09.

Additionally, the data set regarding the quantity of cyber attacks in 2014, 2015
and 2016, which was provided by Hackmageddon [9], is demonstrated at Figure
4.8. These cyber attacks may refer to various incidents like hacking, poor security,
SQLi, DDOS, leaks, etcetera.

In Table 4.1 we list the top ten months with highest revocation rates. In the
first position, we see April 2014, which is when the Heartbleed vulnerability[42]
was publicly announced and created a big wave of revocations and reissues[4]. It is
also clear that 2016 is the most prevalent year in the top ten, which had the attacks
of SLOTH (Security Losses from Obsolete and Truncated Transcript Hashes) [56],
DROWN][64] and SWEET32[57].

One can observe that not all weakness/vulnerabilities or attacks can be directly
associated with greater revocation rates. However, on the time periods that most
revocations occur, the number of public announcements of vulnerabilities of the
SSL certificate-protocol and generic cyber attacks, is also increased.

Website hacks and revocation of their certificates To further test the cor-
relation of revocations to attacks, we used a data set provided by www.hackmageddon.
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Dates of certificates’ revocation and significant events
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Figure 4.7: Certificates’ revocation and significant events from 2011-01 to 2016-09
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Figure 4.8: Monthly attacks chart from Hackmageddon

http://www.hackmageddon.com/2017/01/19/2016-cyber-attacks-statistics/
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Time period Revocations% SSL based attacks #Cyber attacks

04.2014 20% Heartbleed 74
03.2016 9% DROWN 92
02.2016 6.3% 75
07.2016 5.7% 98
04.2016 5.6% 83
01.2016 5% SLOTH 94
05.2016 4.9% 93
06.2016 4.8% 110
08.2016 4.6% SWEET32 116
12.2015 4.4% 95

Table 4.1: Time periods with most revocations and known attacks

com, which dates from September 2015 to August 2016. Based on the websites that
were in someway hacked, we measured those who had at least one of their certifi-
cates revoked. The two main questions we attempted to answer were:

1. What percentage of the hacked websites had their certificates revoked?

To measure that, we used a threshold of two months period after the day of
the hack of the site and the day of the revocation of its certificate. Out of
836 hacked records, 36 showed correlation with revoked certificates for the
corresponding site, so the percentage is about 4,3%.

2. What percentage of the non-hacked websites had their certificates revoked?
To find the non hacked sites we gathered all valid and revoked certificates of
that time period and extracted the subjects which were not hacked at the
same time. The non hacked sites are 9.191.927 and 181.979 of them were
revoked at that same time period, so in this case, the percentage is less than

2%.

4.3.1 What is the ranking of hacked sites in Alexa?

Throughout this study, we are using Alexa top sites to test whether more popular
sites also have better security measures. To this end, we measured how many sites
from the Alexa top 100, 1000, 5000 and 10000 have been hacked at least once,
based on our prior measurement which indicated that a total of 836 sites being
hacked from September 2015 to August 2016. Alexa top 10000 had approximately
18,2%, top 5000 13%, top 1000 7% and last top 100 had 19 hacked sites which
approximate to 2,3

For the next Figures 4.9, we focus on the Alexa top 5000 correlated hacks.
Assuming that the ranking of hacked sites in Alexa is k1, k2, ,..., kn, plot 4.9a
shows the time period between issue of the related certificate and its revocation
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for sites which have been ranked as k141, k241, ... , kn+1 (case k+1) and 4.9b
for sites which have been ranked as k142, k242, ... , kn+2 (case k+2). The
time period of days between the issue and the revocation is the average for all the
revoked certificates of a site, which are correlated with the hacks.
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16

-
N

14 -

=
o
T

12 -

©
T

10 ¢

Correlation percentage of sites
with revoked certificates and hacks
[ee]

T T T T
Correlation percentage of sites
with revoked certificates and hacks
[=2]

0 L L L L L L L 0 L L L L L
0 100 200 300 400 500 600 700 800 0 100 200 300 400 500 600
Days between issuance and revovation Days between issuance and revovation

(a) Case k+1 (b) Case k+2

Figure 4.9: Days between the issue and the revocation for the Alexa top 5000
sites certificates which showed correlation with the hacks from September 2015 to
August 2016

The first case: k+1 has a slightly larger percentage of correlation of revocations
and hacks than case: k+2. This means that sites which are are very close to Alexa
top sites, present similar behavior. The different time periods between the day of
issuance and revocation, spans on case k+1 to a little less than 800 days due to a
few sites such as adobe.com, avg. com, foxnews.com, while on case k+2, to a little
more than 500 days.

4.4 Revocation Protocols

As it has been stated many times, a certificate is meant to provide trust amongst
those who use it. To ensure that is it not revoked, the most usual methods in
place, are either via Certificate Revocation List (CRL), or Online Certificate Status
Protocol (OCSP) servers. In its traditional mode, OCSP uses a cryptographic
NONCE, which is a measure against replay attacks. An accelerated version is
frequently applied on Content Delivery Networks (CDNs), which do not have the
NONCE and may also lack freshness. Last, OCSP Stapling relies on the supplier
of the Certification Authorities to assure the client that the certificate is valid.
Revocation protocols should ensure privacy, the freshness of information and
do not pose too much overhead, neither for CAs nor for the browsers, otherwise,
they will not be supported. OCSP, for instance, is supported by almost all major
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browsers, apart from Google Chrome which disabled OCSP checks by default in
2012[76]. This section focuses on the aforementioned existing revocation protocols
and two newly proposed protocols; DCSP and CSSP and compares them with
their long-established equivalents.

4.4.1 Certificate Revocation Lists (CRLs)

CRLs contain information about revoked certificates. To prevent such lists from
being tampered a CRL file is signed by the CRL issuer. CAs are responsible for
indicating the revocation status of the certificates that they issue and in most
cases the CA is also the CRL issuer. The main drawback of CRLs is that they
can grow too large in size[16], so most browsers do not download them as often
as they should, resulting in stale certificate status information. An alternative to
downloading the entire list is delta CRLs [45] which serve only the changes, based
on the last owned complete CRL.

Another proposition is CRLsets[59], which are used by Google Chrome and the
Chromium browser, for quickly blocking certificates in emergency situations and
have a limited size of 250KB. If they have the related revocation information, they
have great performance, but if not, they need to resort to an alternative approach.
Additionally, Google has introduced Revocation Transparency (RT) [60], which
follows the concept of Certificate Transparency, but focuses on the revocation
status information and allows deletion. RT has still room for improvement since
it has logarithmic overhead [73].

4.4.2 Domain Name Server (DNS) based approaches

DCSP: Performant Certificate Revocation a DNS-based approach (DCSP) [38],
uses the DNS system to store certificate revocation information. When a web
browser is required to check whether a certificate has been revoked, it queries
the DNS to find revocation information regarding that certificate. To ensure the
authenticity of that information, each CA signs the revocation status of every
certificate it has issued. To remedy the threat of possible replay attacks, DCSP
employs epochs, where the information of each certificate is timestamped before
signed. To mitigate the additional overhead this may impose, and to reduce the
number of signatures that need to be performed in each epoch, we introduce the
notion of collective records.

The DNS-based Authentication of Named Entities (DANE) [50] similar to
DCSP also leverages DNS infrastructure to authenticate SSL certificates. DANE
introduces a new type of DNS record, named TLSA, inside which it stores the
whole certificate of a domain and uses Domain Name System Security Extensions
(DNSSEC) to validate its integrity. According to a 2015 study [77] the adoption
of DANE in the wild is yet far too low; from 485,000 collected signed zones, there
were only 997 TLSA names. It is worth emphasizing, that if adopted, DANE can
replace or highly limit the role of CAs.
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Table 4.2 compares DANE and DCSP. They are very closely related, however,
DCSP resolves to CAs for information regarding the revocation status of certifi-
cates and because it uses collective records this information is delivered very fast.

Method Privacy Low Latency Freshness Trusted Entity
DANE v v v Administrator
DCSP v vV v CA

Table 4.2: Summarizing table of the comparison results: DANE - DCSP

4.4.3 OCSP and CCSP

Let’s assume that Bob wants to visit https://example.com. Since example.com
is using HTTPS it needs to validate the status of the certificate. With Original
OCSP [33] the browser connects to an OCSP responder, and he responds with
the revocation status and a cryptographic nonce or an error message if it cannot
process the request. The connection is secure as nonce can deter replay attacks, but
connecting to a third party, results to partly revealing Bob’s browsing history, to it
and also that the loading time of example.com is increased. If OCSP requests are
served over CDNs the response time is greatly reduced, as the requests are cached
based on request history, but nonce is not used and the response may be stale. In
case of cache misses or OCSP clients that create POST requests, the responses are
slower because it falls back to traditional OCSP. In case of OCSP Stapling [49],
the web server queries the OCSP responder, who replies with the status of the
certificate and a digitally signed time-stamp. When Bob’s web browser connects
to the example.com, the server returns the SSL certificate with its stapled signed
and time-stamped revocation status. The connection is secure, private and faster.

OCSP stapling may be the best alternative so far, but it forfeits freshness.
CCSP: a Compressed Certificate Status Protocol (CCSP) [39], is a complementary
protocol, which uses time and space compression techniques. Furthermore, it offers
preservation of privacy and fast response to the user and due to its design, it
requires a lower number of signatures than its equivalent solutions.

Table 4.3 compares OSCP variations to CCSP. In practice only OCSP stapling
is a close match to CCSP, but in addition CCSP ensures freshness of information.

Method Privacy Fewer signatures Low Latency Freshness
OCSP-CDN - - v ~
OCSP - - - v
OCSP Stapling v ~ v ~
CCSP v vV v v

Table 4.3: Summarizing table of the comparison results: OCSP variations - CCSP
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Shift of paradigm and
Conclusion

To this point, we have analyzed the use of certificates in web and mobile browsers.
However, there is a ‘new’ paradigm for their application. The Internet of Things is
a fast-emerging ecosystem of connected devices. Oxford dictionary formally defines
them as: “A proposed development of the Internet in which everyday objects have
network connectivity, allowing them to send and receive data”.

Due to their limitless applications, Internet of Things (IoT) has become a very
popular trend with an estimated market of approximately 30 billion connected
devices by 2020 according to IEEE Spectrum [65]. Without adequate protection
though, these devices can become a real threat to privacy and security. This
section mentions very briefly Public Key Infrastructure (PKI) and Secure Sockets
Layer (SSL) based solutions to these problems.

5.1 Why is there a distinction ?

Connectivity may be included in home applications as well as critical security
endpoints. In most cases, the information collecting and monitoring take place via
a mobile or web application and is stored at some cloud service. As these devices
become more integrated into our everyday lives, it is imperative to protect end
users from eavesdropping or malicious attacks.

We make this distinction, as embedded devices differ from personal computers
and even mobile devices, like smart phones and tablets, in terms of scale. The
information shared may be much more personal and ergo more sensitive and sig-
nificantly larger in number. Additionally, their computational capabilities are very
limited, - low energy, and limited memory, and as a result the protocols are differ-
ent. Figure 5.1 shows an overview of the IoT and web protocol stacks to indicate
their differences. In essence, both mean to support the same principles, but the
IoT stack supports more lightweight protocols.

37
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loT Stack Web Stack
Application Layer CoAP, MQTT, XMPP, AMQP HTTP, DHCP,DNS, TLS/SSL
Transport Layer UDP, DTLS TCP, UDP

| 1pv6/IP routing |

Internet Layer IPv6, IPv4, IPSEC

| 6LOWPAN |
IEEE 802.15.4 MAC
Network/Link Layer | | Etherr.1et, DSL, |SDN,
[ IEEE802.15.4PHY | Wireless LAN

Figure 5.1: Comparison of IoT and Web protocol stacks

5.2 Transport layer problems

Numerous security experts agree that before IoT’s great deployment, privacy and
security have not been taken into account and as a result, such devices have many
vulnerabilities and potential weaknesses. This is supported by numerous incidents
of cyber security breaches based on such devices. In a research study by Hewlett
Packard in 2015 [21] it was found that 70% of such devices did not encrypt com-
munications to the Internet and local network.

As a future work, this thesis superficially addresses inadequate transport en-
cryption implementation examples.Open Web Application Security Project (OWASP)
[19] states that the most basic issues associated with ‘Lack of Transport Encryption
" on IoT are:

e Unencrypted Services via the Internet
e Unencrypted Services via the Local Network
e Poorly Implemented SSL/TLS

e Misconfigured SSL/TLS
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5.2.1 Security relevant errors

As it has been stated before, although misconfigurations may not affect the opera-
tion of a certificate, they open ways for attacks and thus need to be fixed. In short,
some very usual problems are: (a) Use of insecure protocols or features - all SSL
versions are broken and should neither be used nor supported, the same applies to
broken ciphers like DES-CBC-SHA or RC4-SHA, (b) Insecure certificate checks.
There many tools that check the state of a website’s certificate and point out
misconfigurations. The basic aspects that need to be checked are:

e Ciphersuite

SSL & TLS Version

RSA Key Size

Certificate signature

Vulnerabilities

5.2.2 Securing the Internet of things

Amongst the security mechanisms proposed for IoT are the PKI and the Trans-
port Layer Security (TLS) protocol. However, due to the wide heterogeneity of
connected systems, communication technologies as well as the unbounded number
of interacting entities, existing technologies don’t apply as efficiently as expected.
SSL/TLS protocol proves to be burdensome and on several occasions, it is not cor-
rectly implemented or even used on IoT devices. According to a Symantec research
[61] around 19 percent of all tested mobile applications that are used to control
IoT devices do not use Secure Socket. In the same concept, Google’s transparency
report [25], indicated that mobile devices account for 95% of unencrypted end user
traffic used in their services.

Moreover, millions of embedded devices use the same hard coded SSH crypto-
graphic keys or HT'TPS certificates, something that vastly increases the possibility
that the encrypted data be recovered. According to a study in 2015,[58] the most
common use of their static keys are:

e SSH host keys
e X.509 HTTPS certificates
The issue of trust is also present here and it resides to the basis of the devices’

manufacturing stage. NIST [36] also, gives very detailed recommendation for key
management.
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5.3 Solutions

Succeeding the SSL/TLS architectural model there are solutions that are less de-
manding and more importantly tailored for the Things’ limited computing re-
sources. DTLS [5] which derives from the TLS protocol, provides the same secu-
rity services Availability, Integrity and Confidentiality (AIC) but under the UDP
protocol. Both, however, share known vulnerabilities, such as LUCKY 13. A vari-
ation of the above is GUARD TLS Toolkit [24], which poses minimum memory
footprint and efficient RAM utilization. Additionally, mbed TLS (or as formerly
known PolarSSL) [12] allows developers to include cryptographic and SSL/TLS
capabilities in their (embedded) products.

PKI certificates may not be able to resolve all security problems [17], but in
this context, they offer solutions for such devices [26]. Regarding certification
revocation, NanoSSL [63] is proposed as a lightweight protocol for IoT devices’
encrypted connections. Moreover, since DNS-based Authentication of Named En-
tities (DANE) and DCSP: Performant Certificate Revocation a DNS-based ap-
proach (DCSP) designs are based on simple DNS requests, they could serve as
revocation protocols, with the right adjustments and refinements to their imple-
mentation. There are certainly, alternative solutions to secure the IoT, however
here we favor, tested and well-documented options.

5.4 Conclusion

We move to an only HT'TPS Internet, where PKI certificates are widely used,
but not very well understood. This thesis’ goal was to explain their role, their
general trends and where they fail. With this intention we have analyzed and
measured the basic components and key elements of a certificate like the secured
entities, the issuers and their deployment. Moreover, we attempted to bring to
light correlations to show how they are deployed, by showing the trends amongst
high traffic sites and how they are related to attacks and vulnerabilities.

Additionally, we highlighted several cases where the mechanisms around SSL
certificates are not implemented correctly and that the model of trust has some
fine print, which should be carefully considered. For a malicious attacker, there are
loopholes, such as vulnerabilities, that he can exploit and there is still a lot of work
that should be done for the deficient validation process performed by Certification
Authorities.

Furthermore, although, there are also mechanisms which could help the preven-
tion of attacks, they are neglected. In this work, revocation trends and correlations
are presented and discussed in depth to highlight the importance of status check-
ing. Also, to investigate the main reasons revocation is unheeded, the assets and
liabilities of existing and newly proposed methods are reviewed.

Last, we have superficially discussed how certificates can secure the IoT, which
has several misconfiguration problems similar to Web and Mobile devices, but in
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addition due to the nature of the devices’ architecture it has less computational
power and even more pervasive information. Hence, we placed emphasis on imple-
menting security standards at manufacturing level and pointed that the solutions
should be tailored to their needs and capabilities.
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