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Abstract
Randomness has attracted the attention of scientists the last decades. From
probability theory and pure mathematics, to quantum mechanics and inherently
quantum phenomena, randomness is a fundamental aspect of reality as we know it
nowadays. Recently, with the advent of quantum computers expected to be in the
next decades for commercial use, there is an ever growing need for the generation
of random numbers for cryptography. In other words, we have to invent sequences
of random numbers that are uniform and they can be generated fast, in order to
accommodate cryptographic protocols. This is the reason why random number
generators are so useful.
In this thesis, I will go through some protocols of pseudorandom number generators, i.e. random numbers produced by an algorithm (deterministic), and some
setups that generate random numbers based on a quantum process, i.e quantum
random generators. The first category, pseudorandom number generators, can be
extremely fast. However, due to the fact that they are produced by a computer
which is deterministic, those numbers produced by it cannot be viewed as truly random ones, hence the name pseudorandom. On the other hand, the second category
is the quantum random number generators, which produce truly random numbers
because their process is inherently quantum. The main drawback of these generators is that they are not quite practical yet, since they require an experimental
setup. Also, most quantum random numbers may need some post-processing in
order to deal with correlations or problems of the detector.
The first chapter will include some pseudorandom number generators and their
techniques, the second will focus on the permuted congruential generator, considered
to be one of the best pseudorandom number generators out there, the third will give
an idea about the different types of quantum random number generators and the
fourth will go through qiskit, a Python library developed by IBM for quantum
computing. In the fifth and final chapter, I will have explain how we try to make a
good pseudorandom number generator with a quantum random number generator.
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Chapter 1
Pseudorandom Number
Generators
1.1

Definition

A pseudorandom number generators (PRNG), also known as a deterministic random bit generator (DRBG), is an algorithm for generating a sequence of numbers whose properties approximate the properties of sequences of random numbers.
PRNGs are useful in practice because of their speed in number generation and their
reproducibility.
PRNGs also play a big role in simulations, like Monte-Carlo simulations, and
in cryptography. One of the advantages that they have over other random number
generators is that they do not require an extra piece of hardware for the number
generation.
Despite the advantages that PRNGs have, there are also some drawbacks. These
include:
1. All sequences of PRNGs eventually repeat, i.e. they have a certain period.
The period of the generator is when the first number of the sequence is met
again after some iterations.
2. Due to the fact that the PRNG is completely determined by a seed, i.e. an
initial value, it is not completely random.

1.2
1.2.1

Types of PRNGs
Middle-square Method

This method was invented by John von-Neumann. It is also called von-Neumann’s
square algorithm.
How it works
• Start with an n-digit number and square it to get a 2n-digit number. If the
resulting number has less than 2n digits, then we add zeroes.
• From this 2n-digit number, we take the middle n digits as our next number.
5
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• Since we extract the middle n digits, n must have an even value, otherwise
there will not necessarily be a uniquely defined ’middle n-digits’ to select from.
• For a generator of n-digits, the period’s upper limit is 8n , which is short.
• If the middle digits are zero, then this PRNG outputs zeroes forever.
In general, the sequence that this method follows is
xn+1 = middle four digits of (xn )2

(1.1)

Example
Suppose that the seed, the initial value as it is otherwise called, is the n-digit number
we start with and has a value of 675248. The sequence goes as such

Figure 1.1: Middle-square algorithm
Then, we square our output number 959861 and take the middle 6 digits. We repeat
this process until we get the number we used as seed.

1.2.2 Linear Congruential Generator
The linear congruential generator (LCG) is an algorithm that generates random
numbers through a piecewise linear equation. The generator is defined by the relation
Xn = (aXn−1 + c) mod m
(1.2)
where
• X0 is called the ’seed’, 0 ≤ X0 < m
• m is called the ’modulus’, 0 < m
• a is called the ’multiplier’, 0 < a < m
• c is called the ’increment’, 0 ≤ c < m
6
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LCGs are fast and they require minimal memory. They do not have a wide range of
applications, since their period is short and they are not suitable for cryptography.
Nevertheless, an LCG can be implemented in a video game console.
Here is the LCG when implemented in Python
1

## Linear Conguential Generator with random input values ##

2
3
4
5
6
7
8
9
10
11
12

print ('### INITIAL VALUES ### ')
a = int( input ('a =')
m = int( input ('b ='))
c = int( input ('c ='))
x0 = int(input ('x0 ='))
seed = x0
print ('\ nSeed x0 is: ',x0)
print ('\n')
i = 0
L = []

13
14

## Linear Congruential Sequence ##

15
16
17
18
19
20
21
22

while True:
x1 = (a*seed + c) % m
seed = x1
if x1 not in L:
L. append (x1)
else:
break

23
24
25
26

print ('### MAX AND MIN OF SEQUENCE ### ')
print ('max =',max(L))
print ('\nmin =',min(L))

27
28
29

maximum = int(max(L))
minimum = int(min(L))

30
31
32
33
34
35
36

counter = int ()
M = []
u = int (( maximum + minimum )/2)
print ('\ nRandom separator is :',u)
m = str ()
print ('\n# : Number -> Bit\n')

37
38

## Depending on the random value of u, we get '0' or '1' bit ##

39
40
41
42
43
44
45
46
47

for e in L:
counter +=1
if e >=0 and e<u:
print (f'#{ counter } : {e} -> 0')
M. append ('0')
else:
print (f'#{ counter } : {e} -> 1')
M. append ('1')

48
49
50

k = int ()
l = int ()

51
52
53

for p in M:
if p== '1':

Banoutsos Apostolos
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k+=1
elif p== '0':
l+=1

54
55
56
57

print ('\n# of 0 bits =',l)
print ('\n# of 1 bits =',k)
print (f"\nWe began with {x0}, and"f" have repeated ourselves after
{ counter } steps with {e}")

58
59
60

Listing 1.1: Code for LCG
The best values for this generator are to choose
• a = 6533
• b = 4712
• m = 264
• X0 = 1235
With the above values, we are able to generate a multitude of random numbers,
with a period ∼m/4. This is the reason why we do not use the LCG for cryptography. Even with the best values, the random number generation rate is pretty small
compared to other generators.

1.2.3 Inversive Congruential Generator
It is similar to the LCG, with the difference that instead of multiplying Xi with the
’multiplier’ a, we divide α by Xi , that is
Xi+1 = (aXi−1 + c) mod m

(1.3)

The maximum length of period T that an inversive congruential generator can have
is T = m, for a function modulo m.

1.2.4 Tauworthe Generator
The Tausworhe Generator is given by the formula
Xi+1 = (A1 Xi + A2 Xi−1 + ... + Ak Xi−k+1 ) mod 2

(1.4)

with Xi ,Ai ∈ 0,1
When the characteristic polynomial P (z) = z k − A1 z k−1 − ... − Ak is irreducible
primitive, then the Tausworthe Generator has period 2k − 1. This generator, although it produces random bits, is too slow to be used in every day cryptographic
tasks. Nevertheless, we can try to speed it up by using a trinomial based Tausworthe
Generator, but there are still some statistical defects, so the outputs of two or more
TGs are combined with XOR operations for better results.
8
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1.2.5

Lagged Fibonacci Generator

This generator is an imporovement of the Linear Conguential Generator. It is based
on the Fibonacci sequence, which is given by the expression Sn = Sn−1 + Sn−2 . The
generator is given by the formula
Sn = Sn−j ⋆ Sn−k mod m

,

0<j<k

(1.5)

Usually, m is a power of 2, 232 or 264 . The ⋆ operator is used to denote a
binary operation, such as XOR. When we use the LFG, we have to be careful when
we choose j and k. Due to the generator’s sensitivity to initialization, we cannot
choose random j and k. Thus, the initialization is very complex with output very
sensitive to it. The maximum period of this generator is (2k − 1)2M −1 for ⋆ ≡ ± and
(2k − 1)k for ⋆ ≡ XOR. The mathematical theory behind this generator is complex
and incomplete.

1.2.6

MWC Generator

MWC generator stands for multiply with carry generator. This method produces
a random sequence of random integers based on an initial set from two to many
thousands of randomly chosen seed value. Its main advantage is that it can generate
sequences of random numbers really fast with huge periods, ranging from 260 to
22000000 .
It is essentially a special form of the Linear Congruentual Generator with 0
increment, that is
Xn = bXn−1 mod m
(1.6)
and is given by the followimng relation
Xn = (aXn−1 + cn−1 ) mod b

(1.7)

where

aXn−1 + cn−1
(1.8)
b
The initial seed values are arbitrary but they are not all zero nor the maximum
permitted value X0 = b − 1 , c0 = a − 1. The modulus b is chosen to be 232 or 264 .
cn =

1.2.7

Mersenne Twister

This algorithm was developed to rectify most of the flaws that PRNGs have. Its
name derives from the fact that its period length is chosen to be a Mersenne prime,
that is a prime of the form 2n − 1. The most well-known implementation of this
PRNG is the MT19937, which is based on the Mersenne prime 219937 − 1.
Mersenne Twister has many advantages as well as disadvantages.
Advantages
• Permissively-licenced and patent-free for all different implementations except
CryptMT
• Passes tests like Diehard and most of the TestU01 tests
Banoutsos Apostolos
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• Huge period of 219937 − 1
• k-distributed to 32-bit accuracy for every 1 ≤ k ≤ 623
• Mersenne Twister can geerate 64-floating point random numbers ∼ 20 times
faster than the RDRAND instruction set
Disadvantages
• Large state buffer ∼ 2.5kB
• Average throughput by modern standard
• Not cryptographically secure
• Fails in Crush and BigCrush in the TestU01 test suite.
For a w-bit word, the Mersenne Twister generates integers in the range [0, 2w −1].
The series x is defined by the recurrence relation
xk+n ≡ xk+m ⊕ ((xuk |xlk+1 )A) ,

k = 0, 1, ...

(1.9)

where | is the concatenation of bit vectors, ⊗ is the XOR operation and xuk are the
upper w-r bits of xk , whereas xlk+1 are the lower r bits of xk+1 . A is defined by the
relation
(
)
0
Iw−1
A=
(1.10)
αw−1 (αw−2 , ..., α0 )

1.3 Hardware Random Number Generators
Hardware Random Number Generators (HRNG) or True Random Number Generators (TRNGs) or Physical Random Number Generators (PRNGs) rely on a device
that will generate random number from a physical process. Unlike PRNGs, they do
not generate random numbers from an algorithm, and they use a physical source of
entropy to compute them, e.g. thermal noise. They are based on microscopic phenomena that generate low-level, statistically random ’noise’ signals. Furthermore,
HRNGs require that a certain amount of entropy has already occured before the
random result is returned, thus are slower than PRNGs.
The amount of randomness in a weak source is quantified by the min-entropy,
which is given by the relation
H∞ = − log2 [max PX (x)]
x∈A

(1.11)

where X is the random variable, PX (x) is the probability of getting the outcome x
and A is a discrete set with N possible values for x.
HRNGs are used in cryptography, with plenty of applications in data encryption.
They are preferable to PRNGs in this field, as PRNGs are vulnerable to cryptanalysis
since they require a seed.
HRNGs have some disadvantages. These are:
1. Limited generation rate
10
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2. Adding an extra piece of hardware is incovenient
3. Failures are diﬀicult to detect
4. Diﬀicult to upgrade
5. Expensive

Banoutsos Apostolos
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Chapter 2
Permuted Congruential Generator
2.1 Why most RNGs fail
The PRNGs that I analysed in the previous chapter are not great at producing
random numbers. The problems that they have are the following:
• Not actually random: Most PRNGs fail statistical tests for randomness
like SmallCrush and BigCrush
• Predictable and Insecure: They can be predicted after observing only a
small fraction of their output
• Mediocre Performance: Either slow or require large amount of memory
• Lack useful features
Some PRNGs might not have all these problems. For instance, a generator can be
fast, but fast generators usually are not statistically good. In addition, statistically
good generators are not fast enough. If we have a generator that is both statistically
good and fast, then it will not be remotely secure.
Permuted Congruential Generators are a somewhat new family of generator that
are vastly superior to the other PRNGs. This family combines features that other
PRNGs do not have like:
• Easy to use and flexible
• Very fast and can occupy little space
• Small Code Size
• Excellent performance in statistical tests
• Much less predictable −→ more secure

12
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2.2

TestU01 Statistical Test Suite

In 2007, Pierre L’Ecuyer and Richard Simard proposed a software library in ANSI
C language for empirical testing of random number generators. It is similar to test
suites like Diehard and NIST, but superior. While NIST contains 16 statistical tests,
like frequency test, Linear Complexity test and Random excursion test, TestU01
contains 106 statistical tests, pushing random number generators to their limits.
TestU01 offers four groups of modules for analyzing RNGs:
• Implementing (pre-programmed) RNGs
• Implementing specific statistical tests
• Implementing batteries of statistical tests
• Applying tests to entire families of RNGs
In general, the TestU01 test suite checks:
• Predictability, Repeatability and Security
• Speed
• Period and Output Range
• The effect of period on output range
• Uniformity
• Code size
and includes tests like:
• Birthday spacing
• Random walk
• Permutation
• Weight distribution
When the TestU01 test suite was introduced, the results shook the field of
PRNGs due to the fact that most of the well respected generators did not pass
the tests. The reason why this happened was that the three batteries of tests that
the suite has, SmallCrush, Crush and BigCrush, are demanding, especially the
last one. SmallCrush contains 10 tests and takes about 20 seconds to run, Crush
contains 96 tests and takes about 1 hour to run and BigCrush, which is the ultimate
battery of tests, contains 106 tests and takes 6-8 hours to run.
The tests of TestU01 measure the p-value. The p-value is the probability of obtaining test results at least as extreme as the results observed under the assumption
that the null hypothesis is correct. If the p-value is between [0,1], then the RNG
has passes the test, otherwise it has failed. How some RNGs perform under the 3
batteries of tests can be seen below.
As we see, even when we apply the SmallCrush battery of tests, which is the
easiest to pass, most RNGs have a multitude of failures. Even a generator like
Banoutsos Apostolos
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Figure 2.1: SmallCrush battery

Figure 2.2: BigCrush battery
XorShift, which was considered a good one, fails at SmallCrush when its input is 32
bits.
The biggest surprise comes when we apply the BigCrush battery. Most PRNGs
fail at it, as is shown in Figure 3.2 . Mersenne Twister, which was considered one
of the best PRNGs available and had a great mathematical background, fails at
4 tests. But when we take a look at some LCGs, like LCG96/32 (meaning that
it has a 96-bit input state and a 32-bit output one) and LCG128/64, something
unexpected happens. They pass the BigCrush battery of tests! Even though LCGs
are considered bad PRNGs, they pass the hardest battery of tests that TestU01 has
to offer. For this reason, we will talk about LCGs a little more.

2.3 A further look at Linear Congruential Generators
As stated before, LCGs, although considered bad PRNGs, pass the BigCrush battery of tests. They are also one of the first generators that were proposed for the
generation of random numbers.
LCGs are very space eﬀicient due to the fact that they only need enough space
14
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to store the previous value of the recurrence. If the modulus is m = 2k , then the
maximum period of the LCG variant is 2k . Let’s take a look at the pictures below.

Figure 2.3: 16-bit LCGs versus actual randomness
It is obvious that even a ’good’ 16-bit LCG cannot come close to true randomness. Each picture plots 215 points consuming 216 random numbers. For both LCGs
depicted, the full period has been used. If we use less of the period of the linear
number generator, then we get something like Figure 2.4

Figure 2.4: LCGs with different used period
As we can see, using less of the period of an n-bit LCG makes it much less
obvious, but not entirely random. Thus, a LCG that has poor multipliers or uses
all of the period makes them bad Another problem of LCGs is that when we have
a n-bit one, its period is 2n , but only the high bits are good and the lower order
bits exhibit a clear repeating pattern. We can fix this by using a bigger n-bit LCG
(LCGs pass BigCrush at 88 bits) and outputting less of its period. Even though
LCGs have statistical problems, they can provide properties as seekability, multiple
streams and k-dimensional equidistribution.
For seekability, we can use the formula
Xn+i = (αi Xn +

c(αi − 1)
) mod m
α−1

(2.1)

where we can jump ahead an arbitrary i steps in the random sequence As far as
k-dimensional equidistribution is concerned, we can build a k-dimensionally equidistributed generator out of k LCGs. In terms of code, we write
Banoutsos Apostolos
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x1 = a * x1 + c1
x2 = a * x2 + c2 * (1 + (c1 == 0))
x3 = a * x3 + c3 * (1 + (c2 == 0))

1
2
3

Listing 2.1: Code for k LCGs
This scheme works better than the Mersenne Twister.
If we use only two equally distributed LCGs, then our results are as shown in
Figure 3.5, which means that for such low-quality generators, the structure appears

Figure 2.5: Using two tiny LCGs with 2-dim equidistribution
to be statistically weak

2.4 How Permuted Congruential Generators work
First of all, we have to define how a permutation function works. We want to turn
the PRNG’s internal state into its output. In order to make the output as random as
possible, we remap the output in some way through a uniform scrambling operation.
That is the idea behind a permutation function.
Due to the fact that we do not have to worry about bias when we apply a
permutation function to an ideal random number generator (there is no difference
to its statistical performance), there are three possibilities that it may have on our
non-ideal PRNG:
1. It makes no differnence, thus the statistics of the PRNG remain unchanged
2. There is improvement in the statistics of the PRNG
3. There is deterioration in the statistics of the PRNG
In order to make our generator’s properties less likely to be discovered, then
our output has to be a function of k-to-1 rathen than 1-to-1. Using a function
like this, k possible inputs could have given each output. Thus, it will be much
harder for someone who inverts the function to find the properties of the generator due to the k possibilities that each output has. Fuctions like these are called
uniform hash functions.
16
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Suppose we have two permutation functions, f : A −→ A and g : B −→ B,
and we want a permutation function on the Cartesian product of their domain,
A × B −→ A × B. A function that we can assume is
f g(a, b) = (f (a), g(b))

(2.2)

This function uses the permuatation function on A × B tuples.
A better option is to have a function where we apply it on one side of the tuple, i.e.
f∗ (a, b) = (a, fa (b))

(2.3)

f∗ is a permutation function on A × B since:
1. every element of B is passed to each of the permutation functions in the family
exactly once
2. inversion of f∗ is an option, given that α was passed through unchanged
Furthermore, instead of applying f on the right hand side, we could have used a
function applied on the left hand side.
There are a lot of permutation functions. Some of them are the following
• If f and g are functions, f ◦ g is their composition.
• If n, m ∈ Z2b , n⊕m is their bitwise exclusive (XOR), and n⊗m is multipliction
mod 2b .
• If n ∈ Z2b and 0 < c < b, n � c is the bitwise clockwise rotation of c bits.
• If n ∈ Z2b and 0 < c b, n c ∈ Z2b−c drops the lower c bits. We could define it
as π1 ◦ splitb−c
• If n ∈ Z2b and 0 < c b, n c ∈ Z 2

b+c

adds the c zero bits on the rhs of n

• If n ∈ Z2b and 0 < c < b, n c ∈ Z2c keeps the upper c bits and drops the lower
ones.
• If n ∈ Z2b and 0 < c < b, n c ∈ Z2b−c keeps the upper c bits and drops the
lower ones.
In all situations, we want to permute b bits of the state from the generator into r
bits of state to provide as output from the generator. Thus we will desire a 2b−r -to-1
uniform funcion.
We can drop low order bits using a fixed shift, for example dropping the final 8
bits of a 16-bit generator, or we can drop them using a random shift. This method
is better than the first one.
The best permuted congruential generator available is the so-called PCG-RXSM-XS. This implementation of PCG passes BigCrush at just 36 bits, while common
LCGs pass at 88 bits. Its period is 264 , its state and output is 64 bits and its speed
68.77 Gb/s.

Banoutsos Apostolos
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2.5 Quantum Random Walks-based PRNG
Quantum Random Walks (QRWs) are similar to classical random walks, with the
exception that we are dealing with quantum systems. We can have QRWs with a
system like in Figure 2.6

Figure 2.6: Setup for QRWs
In discrete QRWs, there are two quantum systems, a ”walker” state and a coin
one. In Figure 3.6
1
|ψ⟩0 = √ (|↑⟩ + |↓⟩) ⊗ |Ψx0 ⟩
(2.4)
2
the first term is the coin state and the other the walker one. The way the walker
state behaves is determined by the coin state through a conditional shift operator
∑
(|x + 1, 0⟩⟨x, 0| + |x − 1, 1⟩⟨x, 1|)
(2.5)
Ŝ =
x

The final state we get after iterating the process t times is
∑∑
λx,v |x, v⟩
|ψ⟩t = (Û )t |ψ⟩initial =
x

(2.6)

v

where Û is a random,non-inversible unitary operator given by the relation
Û = Ŝ(Iˆ ⊗ Ĉ)

(2.7)

The probability of measuring the walker state to be at position x after t iterations
is
∑
P (x, t) =
|⟨x, v|(Û )t |ψ⟩initial
(2.8)
v∈(0,1)

The PRNG that Yu-Guang Yang and Qian-Qian Zhao developed is based on onedimensional discrete QRWs on a circle that has N nodes. The state |x⟩ will be
changed to |x mod N⟩. The PRNG works as follows:
1. Choose initial parameters (N, (α, β), r,
probability distribution P1 , which is

p11 p12
 p21 p22

...
P1 = 
 ...
 ...
...
pN 1 pN 2
18

θ) of the QRWs and run it to get a
...
...
...
...
...


... p1N
... p2N 

... ... 

... ... 
... pN N

(2.9)
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where 0 ≤ pij ≤ 1. Then, we insert all the matrix elements into a list like the
following
S1 : [p11 , p12 , ..., p1N , p21 , p22 , ..., p2N , ..., pN 1 , ..., pN N ]

(2.10)

2. Repeat step (1) and insert all lists Si into a tuple k = (S1 , S2 , ..., Sm ).
In the initial conditions (N, (α, β, r, θ)), r is the step number of the QRWs, α, β are
the coeﬀicients of the wavefunction |v⟩ = α|↑⟩ + β|↓⟩, |α|2 + |β|2 = 1, and θ is the
angle from the coin operator Ĉ
(
)
cos θ sin θ
Ĉ =
, θ ∈ (0, 2π)
(2.11)
sin θ − cos θ
With the proper initial conditions, the size of the key space would be ≈ 2266
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Quantum Random Number
Generators
3.1 Definition
A quantum random number generators (QRNG) is an apparatus or an experimental
setup that provides a steam of random bits generated using method based on the laws
of quantum physics. These generators are a particular case of HRNGs (Chapter 2.3),
in which the data are the result of quantum events. They use well-defined inherently
random processes as source of their bits, since true randomness is a fundamental
element of quantum effects. The applications of QRNGs range from simulation to
cryptography.

3.2 Types of QRNGs
3.2.1 QRNGs based on Radioactive Decay
Due to the growing need for random numbers in the 20th century, scientists and
reseachers turned to radioactive decay, an inherently quantum phenomenon, due to
its accessibility. Radioactivity is measured with the help of Geiger-Müller detectors.
When a single particle produces an ionization event, the detector produces a pulse
for each detected particle. The probability of finding m pulses in an observation
period of T seconds is
(λT )m −λT
e
(3.1)
Pm (T ) =
m!
where λ is the mean number of pulses we detect in 1 s from our source. Most
QRNGs that are based on radioactive decay utilize digital counters in order to turn
the pulses from the detector into random digits.
There have been a few implementations of QRNGs based on radioactive decay.
The latest is the HotBits generator, which has been working since 1996. The idea
behind this generator is the following
• Time between two consecutive pulses −→ t1
• Time between the next two pulses −→ t2
The random bits we will receive come from comparing the times t1 and t2
20
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• If t1 > t2 −→ output a 0 bit
• If t1 < t2 −→ output a 1 bit
Limitations:
1. Low bit rate (few 100 kbit/s)
2. Need a highly radioactive source
3. Dead time of detectors of the range ns to ms (minimum time for the GM tub
to recover its full detection capability)
4. Semiconducting detectors suffer damage from radiation

3.2.2

Optical QRNGs

The following generators are based on quantum optics. Because the optical field
can be described at the quantum level in terms of photons, the description of the
quantum states of light in RNGs is given by Fock states and coherent states.
Fock states are described as states |n⟩ (number states), that is they contain n
photons sharing a mode.
Coherent states are used to decribe weak laser light and are defined by the
relation
∞
∑
αn
−|α|2 /2
√
|n⟩
(3.2)
|a⟩ = e
n!
n=0
where |α|2 is the mean number of the state, α ∈ C. An excellent approximation to
a coherent state is the weak laser light.
Time of Arrival Generators
These generators are based on the time at which the photon or the electron arrives
at the detector. Some implementations of these QRNGs measure the differences
between the arrival of consecutive pulses and compare the two time differences t1
and t2 . If t1 > t2 , then we can assign a 0 bit, and if t2 > t1 , we can assign a 1 bit.
Photon Counting Generators
Another large group of generators are those that utilize the number of registered
detections in a fixed time T. The probability of finding n photons in a fixed time
interval T is given by a Poisson distribution
P (n) =

(λT )n −λT
e
n!

(3.3)

One implementation of a photon counting generator is that of Ren et al. (2011).
They took advantage of the photon number distribution randomness of a coherent
light source, given by (3.3). The coherent light source was an attenuated laser
with a constant intensity. The photon detections are mutually independent and
unpredictable due to the fact that we are dealing with a coherent optical field.
Consider the figure below, where n1 is the detecting output of odd clock cycles and
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Figure 3.1: Random number generation scheme based on photon statistics
n2 that of even ones.
For different values of n1 and n2 we have the following: If n1 > n2 −→ ”1” bit,
n1 < n2 −→ ”0” bit and if n1 = n2 then the cycle is abandoned. The generation
rate of this QRNG could reach 2.4 MHz when the system clock was 6.0 MHz, which
corresponds to a random bit generation eﬀiciency close to 40 %.
Another more intriguing idea, comes from Sanguinetti, et al. (2014). This QRNG
is based on the fact that mobile phones nowadays are so advanced that they can sense
light at the few-photon level. The generator is using the effect known as ”quantum
noise” or ”shot noise”, which happens because most light sources emit photons at
random times. The photons that are emitted per unit of time are descibed by a
Poisson distribution.
Furthermore, the standard deviation for an average number of
√
photons n̄ is n. Using the detector model of the figure, we can exploit ”quantum
noise”. In this figure, there is a beam splitter with transmission η and the detector

Figure 3.2: Detector model of the QRNG based on a mobile phone
has 100% eﬀiciency. Then, the electron that is generated by the detector is converted
into a voltage and amplified and then digitized with an ADC converter and sent to
some post-processing.
The authors assumed that the technical noise was known to an adversary, so
they had to rely on the quantum entropy generated by their QRNG to encrypt the
message. The amount of entropy expressed in bits is given by the relation
∞
e−n̄ ∑ n̄m ln (m!)
n̄
[1 − ln (n̄)] +
H(Xq ) =
ln (2)
ln (2) m=0
m!
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which for large values of n̄ can be approximated to
H(Xq ) ≈

ln (2πen̄)
2 ln (2)

(3.5)

The experiment was held for two cameras, a commercial astronomy monochrome
CCD camera (ATIK 383L) and a CMOS sensor in a mobile phone (Nokia N9), a
colour camera, from which they used only the green pixels for the purpose of the
the experiment. The setup of the QRNG is shown in Figure 4.3

Figure 3.3: Experimental setup of the QRNG
The camera is fully and homogeneously illuminated by a LED. The raw binary
representation of pixel values are concatenated and passed through a randomness extractor, which outputs quantum random numbers. In order to measure the linearity
of the camera sensors, the authors measured the Fano factor
F =

Var(c)
ζc

(3.6)

where ζ = ec and c is the digital output code. For the ATIK camera, ζ was found to be
2.3 codes/electron and for the Nokia camera it ws found to be 1.9 codes/electron,
which were the expected values from the devices’ specifications. Plotting F for
various illuminating intensities of the light sensors yielded the following diagrams

Figure 3.4: Detector model of the QRNG based on a mobile phone
It is obvious that the ATIK camera has a wider range of intensities where the
Fano factor is close to 1, meaning in this range the detector is linear. The same
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happens with the Nokia N9 camera, although the range of intensities is not as wide
as that of the ATIK one. This could be happening due to the fact that at around 450
absorbed photons, saturation occurs. Also, CMOS cameras have multiple sources
of noise, such as thermal noise and readout noise. Using equation (4.4), the amount
of quantum entropy per pixel is 8.9 bits and 6.4 bits for each camera respectively,
so the average entropy per output bit is 0.56 for the CCD and 0.64 for the CMOS
sensor. This QRNG generated 1.25 Gbits of random numbers and through some
post-processing passed batteries of tests like Dieharder and NIST.
Generators based on the Phase Noise of Lasers
As was stated before, TRNGs can be realized by quantum mechanical processes,
such as radioactive decay or photon emission, whereas PRNGs can only be realized
by an algorithm or by a deterministic physical process. Some researchers used
chaotic laser in order to produce a random number generation rate of GHz, but
the random numbers that they produced cannot be deemed as quantum due to
the fact that chaotic lasers have a deterministic nature and their signal is mainly
due to the chaotic behaviour of the laser rather than the qm noise. In 2010, Guo,
et al. published a paper in which the random number generation was based on
measurement of the phase noise of a laser. They used a single-mode vertical cavity
surface emitting laser (VCSEL). The experimental setup was the following

Figure 3.5: Schematic setup of the QRNG
APD is the avalanche photodetector. When the delay time is much longer than
the coherence time of the laser (i.e. τ ≫ τcoh ), the phase difference ∆ϕ(t) = ϕ(t) −
ϕ(t + τ ) is a Gaussian random variable and then
⟨E ∗ (t)E(t + τ )⟩ ∝ e−|τ |/τcoh −→ 0

(3.7)

where

1
(3.8)
π∆vlaser
and ∆vlaser is the laser linewidth, which in this case was ∆laser = 200 MHz (τcoh =1.59
ns). As a result, the quantum phase noise of the laser dominates over its classical
amplitude noise. If ∆t >> τ +τcoh , then the resulting amplitudes are not correlated.
Also, if the laser is operated at a low intensity close to the lasing threshold, then
the quantum uncertainty is the primary noise.
To generate the random bits, this QRNG takes the least significant bit of the
voltage measurement or the least significant bit from the difference Vk+1 − Vk between two results if we want to remove biases from the digitization of the voltage
τcoh =
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amplitudes. Thus, the statistical bias is lowered to the magnitude of δ 2 (smaller
than 10−4 ). The final random bit generation rate was 20 Mbit/s with a softwarebased processing. With the 8-bit ADC, the final random bit sequence we get is 1
Gbit. The generator passes statistical test suites like Diehard, NIST and ENT.
Generators based on Amplified Spontaneous Emission
In communication systems, like fiber communication ones, the optical gain is limited
by the amplified spontaneous emission noise. Due to the fact that this noise is of
quantum origin, it can be used to generate random numbers. Williams et al. (2010)
proposed a generator that is based on ASE noise. The experimental system that
they used was

Figure 3.6: Schematic setup of the QRNG
The source of light is a pumped er:yb co-doped fiber with no input that generates
photons by spontaneous emission. The beam is then passed through a bandpass
filter, which limits the signal in the detector to assist it operate correctly. Then
the signal is split into two independent polarization components and sent to two
photodetectors. The resulting signal is then transformed into two different voltages
V1 (ti ) and V2 (ti ). If V1 (ti ) > V2 (ti ), then assign a ’1’ bit. After the measurements
were taken, the team used threshold detection and XOR operation with a 20-bit
delayed copy of the signal, as post-processing, in order to make the sequence seem
more random.

Figure 3.7: Results of the QRNG with and without XOR
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The XORed data set passed all the tests that the NIST test suite has to offer.
The generator had a generation rate of 12.5 Gbit/s.

3.2.3 Nonoptical QRNGS
Nonoptical QRNGs are separated in three families:
1. QRNGs based on radioactive decay
2. QRNGs based on noise
3. QRNGs based on measuring the state of atomic quantum systems
We have already talked about radioactive decay-based QRNGs in 4.2.1. QRNGs
based on noise use Zener diodes in order to produce the noise, which when treated
properly can be taken to be truly quantum, thus generating truly quantum random
numbers. In this section, I will talk about the last family of nonoptical QRNGs,
those based on measuring the atomic quantum system.
An example of such a QRNG is that of Katsoprinakis et al. (2008), which is
based on spin noise. Spin noise is a stochastic process (Uhlenbeck-Ornstein). Spin
noise is a stochastic magnetic moment that appears when we have a lot of atoms.
It is not necessary to have an external magnetic field in order to have spin noise.
In general, spin noise is the quantum fluctuations of the collective atomic spin and
it increases as we have more atoms. The setup used in this experiment is shown in
Figure 4.8.

Figure 3.8: Schematic setup of the QRNG
A probe beam up to 30 mW is produced by the diode laser and is blue-detuned
by 30 GHz from the Rb D1 line. The beam passes through a linear polarizer before
entering the Rb cell. Because the Rb vapor has spin noise, it induces noise in the
Faraday rotation angle of the beam.
Firstly, we take measurements with no magnetic field, so that we can define the
level of background noise and define a threshold. Then, the magnetic field is turned
26
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on and register a ’1’ bit if the signal is bigger than the threshold and ’0’ if it is
smaller. The autocorrelation is e−10 , that is one out of 22000 bits is correlated with
another bit. This QRNG is limited by the relaxation time of the system, thus we
wnat to create a new random state as soon as possible. The generation rate of this
QRNG is ≈ 1kbit/s

Figure 3.9: Different types of QRNGs with their rate and challenges
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Quantum Algorithms for Random
Number Generation
4.1 Working with Qiskit
Qiskit is an open-source development kit for working with Quantum Computers at
the level of circuits. It was designed by IBM, in order to run programs on their
quantum computers. It runs on Python 3, so anyone who knows the basics of
the language can run it on their computer with the an installation of the qiskit
package. It provides tools for creating and manipulating quantum programs, as
well as visualization and results of quantum circuits of quantum algorithms. Is is
similar to Google’s Cirq, with the exception that Google does not provide us with
the opportunity to run our code on actual quantum computer, whereas IBM does
with qiskit.
First of all, we need a Python compiler, such as IDLE, Anaconda or Spyder.
The second and third compilers are preferable due to the fact that they offer us the
chance to not only get our results as text or string, but also to visualize our results
with plots and circuits, something not possible on IDLE.
Qiskit, as said above, is using quantum circuits extensively, which are sequences
of building blocks that carry out elementary computations/ operations. These building blocks are called quantum gates and are essentially operations on a small number
of qubits. The most commonly used quantum gates are the following:
1.Hadamard gate : Is is described by the matrix
1
Ĥ = √
2

(
)
1 1
1 −1

(4.1)

This gate, when acted on a single qubit, makes a superposition state, such that
Ĥ|0⟩ = |+⟩

(4.2)

Ĥ|1⟩ = |−⟩

(4.3)

where, the |0⟩ state and the |1⟩ state are given by the relations
( )
( )
1
0
|0⟩ =
, |1⟩ =
0
1
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and the |±⟩ states by

( )
1
1
|±⟩ = √
2 ±1
When implemented in a quantum circuit, it is displayed as shown below

(4.5)

Figure 4.1: Example of a Hadamard gate in Qiskit.

2.CNOT gate : This gate is described by the matrix


1
0
CN OT = 
0
0

0
1
0
0

0
0
0
1


0
0

1
0

(4.6)

It is a quantum logic gate. The CNOT gate operates on a quantum register
consisting of 2 qubits. Its operation is to flip the second qubit (the target qubit) if
and only if the first qubit (the control qubit) is |1⟩. If we want to use a CNOT gate

Figure 4.2: Example of a CNOT gate on the states |0⟩ and |1⟩.
in qiskit, it is depicted as follows

Figure 4.3: Example of a CNOT gate in Qiskit.
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3.Pauli gates(X,Y,Z): The operations of these three gates are essentially the
three Pauli matrices
(
)
(
)
(
)
0 1
0 −i
1 0
σx =
, σy =
, σz =
(4.7)
1 0
i 0
0 −1
The X-gate switches the amplitudes of the states |0⟩ and |1⟩, e.g.
X|0⟩ = |1⟩

(4.8)

We can think of this as a rotation by π radians around the x-axis of the Bloch sphere.
The X-gate is also often called a NOT-gate, referring to its classical analogue.

Figure 4.4: X-gate acting on a |0⟩ state as depicted on the Bloch sphere.
The Y- and Z-gates also respectively perform rotations by π around the y and zaxis of the Bloch sphere.There are also other useful gates, like the Phase-, CZ- and
SWAP-gates, but they were not used throughout the project, thus I will not expand
further on them.

4.2 How to run Quantum Simulations on a laptop
We can now proceed and get a glimpse of how to simulate quantum effects on a
laptop using Qiskit. Suppose that we have two qubits, q0 and q1 , both in the |0⟩
state for convenience. Furthermore, we add a Hadamard gate for the qubit q0 and
then measuring the outcome, whereas for the qubit q1 we do not apply any quantum
gates and measure it directly.

Figure 4.5: Quantum circuit in Qiskit.
The code in Python for this simulation is the following
from qiskit import * #We import every library from qiskit #

1
2
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from qiskit . tools. visualization import plot_histogram , matplotlib #
With this library we can make plot diagrams and display circuits as
Figure 4.5#

4
5
6

#Main program #

7
8

circuit = QuantumCircuit (2 ,2) # Making a qm circuit with 2 qubits
and 2 classical bits#

9
10

qr = QuantumRegister (2) # Making a qm register of the 2 qubits #

11
12

cr = ClassicalRegister (2) #The same for 2 classical bits#

13
14
15

for i in range (2):
circuit . reset ([i]) #In order to display the \vert {0}\ rangle
state for the 2 qubits #

16
17

circuit .h(0) # Applying a Hadamard gate at the $q_0$ bit#

18
19
20

for i in range (2):
circuit . measure (i,i) # Measuring both qubits #

21
22

circuit .draw( output = 'mpl ') #In order to get Figure 4.5#

23
24
25
26

# Simulation of the measurements on a laptop #
simulator = Aer. get_backend ('qasm_simulator ') # Using the Aer
library to get the backend #

27
28

29
30
31

result = execute (circuit , backend = simulator , shots = 1000) . result
()
counts = result . get_counts ()
print ( counts )
plot_histogram ( counts ) #In order to a diagram #

Listing 4.1: Code for Figure 4.5
The result we get from this program is that of Figure 4.6 .

Figure 4.6: Results of Listing 4.1
As we can see, the |00⟩ state has a slightly bigger probability than the |01⟩ one due
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to the fact that the second qubit outputs only the initial state that it was in before
the measurement, i.e. |0⟩.
Even though simulations like this one do not make use of real quantum computers, they can be really useful if we want to simulate a circuit that has a large
number of qubits, since IBM currently provides quantum computers with up to 5
qubits for public use.

4.3 How to run Quantum Programs on Quantum
Computers using a laptop
It was previously mentioned that we can run quantum programs on real quantum
computers using a laptop. This is possible because IBM allows us to use certain
quantum computers for everyone that would like to experiment with the technology.
In order to get access to an IBM quantum computer, we must have a personal API
token provided by IBM.
Suppose that we have the circuit of Figure 4.5. In order to measure the outputs
of this program using an IBM quantum computer, we utilize Listing 4.1, with the
exception that we can discard the code from line 25 and below. Thus, the following
lines of code are
from qiskit import IBMQ
IBMQ. load_account () # Qiskit is loading our IBM account with our
personal token #

1
2

3

# Measurements from a quantum computer #
provider = IBMQ. get_provider ('ibm -q')
qcomp = provider . get_backend ('ibmq_santiago ') #One of the quantum
computers for public use#
job = execute (circuit , backend = qcomp , shot = 1000)
from qiskit . tools . monitor import job_monitor
job_monitor (job)
result = job. result ()
print ( result . get_counts ( circuit ))
plot_histogram ( result . get_counts ( circuit ))

4
5
6

7
8
9
10
11
12

Listing 4.2: Code for Figure 4.5 with a quantum computer
Usually, when we run quantum programs like this one, our task will take some
time due to the fact that other jobs are running on the same quantum computer.
When our task has finished, we will get the results from the quantum computer. In
our case, they are as displayed in Figure 4.7.
We can see that in addition to the states |00⟩ and |01⟩ we had with the simulation, we now have two more states, |10⟩ and |11⟩. This happens due to the so-called
”quantum errors” we have at this stage of the evolving technology of quantum computers and quantum computing in general. Furthermore, they are errors because
the second qubit is in the state |0⟩, so when we measure it we must get only that
state and not the state |1⟩ we get from Figure 4.7 .
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Figure 4.7: Results of Listing 4.2

4.4

How to use Qiskit for Random Number Generation

I will now demonstrate how we can utilize qiskit for random number generation,
which is the main focus point of this thesis. We can use two different circuits, one
with 5 qubits in order to run the program with the help of a quantum computer,
and one with 16 qubits in order to get random numbers through simulation.
We start with the 5 qubit circuit. The code is the following
1
2
3
4

from qiskit import *
from qiskit import IBMQ
from qiskit . tools. visualization import matplotlib , plot_histogram
IBMQ. load_account ()

5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

circuit = QuantumCircuit (5 ,5)
qr = QuantumRegister (5)
cr = ClassicalRegister (5)
for i in range (5):
circuit .h(i)
circuit . measure (i,i)
circuit .draw( output = 'mpl ')
provider = IBMQ. get_provider ('ibm -q')
qcomp = provider . get_backend ('ibmq_santiago ')
job = execute (circuit , backend = qcomp , shots = 1000)
from qiskit . tools. monitor import job_monitor
job_monitor (job)
result = job. result ()
print ( result . get_counts ( circuit ))
plot_histogram ( result . get_counts ( circuit ))

Listing 4.3: Code for a 5-qubit system
The outputs of the Listing 4.3 are shown in Figures 4.8 and 4.9
Although the bits we get from this program are inherently quantum, the main
problem is that the we get the same output string of bits several times, so at this
stage of quantum computing random number generation through this method is not
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Figure 4.8: Circuit of Listing 4.3

Figure 4.9: Results of Listing 4.3
advised.
The second method we will explore is a circuit with 16 qubits. Due to the number
of qubits, we cannot use an IBM quantum computer, but we can simulation it with
the library Aer. The program is as follows
from qiskit import *

1
2

circuit = QuantumCircuit (16 ,16)
qr = QuantumRegister (16)
cr = ClassicalRegister (16)
for i in range (16):
circuit .h(i)
circuit . measure (i,i)
circuit .draw( output = 'mpl ')

3
4
5
6
7
8
9
10

simulator = Aer. get_backend ('qasm_simulator ')
result = execute (circuit , backend = simulator , shots = 42000) .
result ()
counts = result . get_counts ()

11
12

13
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14

15

measurements = set( counts .keys ()) #In order to get the measurements
only
bits1 = [str(e) for e in measurements ]

16
17

18
19

with open('16- bits.txt ', 'w') as f: # Saving the binary outputs into
a text file
for e in bits1 :
f. write ("%s\n" % e)

Listing 4.4: Code for a 16-qubit system
I have used Hadamard gates for every qubit in the circuit so that there is a
50 percent chance that the measurement is 0 and 50 percent chance that the measurement is 1. The results we get from this circuit are better than the 5-qubit
system, due to the fact that we work with more qubits, so there are more possible
combinations.
I run the NIST test suite for the text file that the contained the results. The
results were the following

Figure 4.10: NIST test suite results of Listing 4.4
It is obvious that our pseudorandom number generator using the quantum simulation provided from qiskit passes all tests of the NIST test suite. This means that
this PRNG has good statistical properties. However. further testing has to be done,
primarily with TestU01, in order to determine the level of randomness is has.
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If we want to have more bits so that we can have a bigger binary string of bits,
then we can make a 64-bit system in qiskit. The program is similar to that of Listing
4.4, but with a few differences.
from qiskit import *
simulator = Aer. get_backend ('qasm_simulator ')

1
2
3

#1st Circuit

4
5

circuit1 = QuantumCircuit (64 ,64)
qr1 = QuantumRegister (64)
cr1 = ClassicalRegister (64)
for i in range (64):
circuit1 .h(i)
circuit1 . measure (i,i)
result1 = execute (circuit1 , backend =simulator , shots =10000) . result ()
counts1 = result1 . get_counts ()
measurements1 = set( counts1 .keys ())
bits1 = [str(e) for e in measurements1 ]

6
7
8
9
10
11
12
13
14
15
16

#2nd Circuit

17
18

circuit2 = QuantumCircuit (64 ,64)
qr2 = QuantumRegister (64)
cr2 = ClassicalRegister (64)
for i in range (64):
circuit2 .h(i)
for i in range (62):
circuit2 .cx(i ,63)
for i in range (64):
circuit2 . measure (i,i)
result2 = execute (circuit2 , backend =simulator , shots = 10000) .
result ()
counts2 = result2 . get_counts ()
measurements2 = set( counts2 .keys ())
bits2 = [str(e) for e in measurement

19
20
21
22
23
24
25
26
27
28

29
30
31
32

#3rd Circuit

33
34

circuit3 = QuantumCircuit (64 ,64)
qr3 = QuantumRegister (64)
cr3 = ClassicalRegister (64)
circuit3 .x(1)
circuit3 .x(4)
circuit3 .x(10)
circuit3 .x(17)
circuit3 .x(29)
circuit3 .x(48)
circuit3 .x(61)
for i in range (62):
circuit3 .cx(i ,63)
for i in range (64):
circuit3 .h(i)
circuit3 . measure (i,i)
result3 = execute (circuit3 , backend =simulator , shots = 10000) .
result ()
counts3 = result3 . get_counts ()
measurements3 = set( counts3 .keys ())

35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

51
52
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53

bits3 = [str(e) for e in measurements3 ]

54
55
56
57
58
59
60
61
62

bits12 = []
for i in range (10000) :
y = int( bits1 [i] ,2) ^ int(bits2 [i] ,2)
bits12 . append ('{0:0{1} b}'. format (y,len( bits1 [i])))
bits123 = []
for i in range (10000) :
y = int( bits12 [i] ,2) ^ int(bits3 [i] ,2)
bits123 . append ('{0:0{1} b}'. format (y,len( bits12 [i])))

63
64
65
66

with open('64- bits.txt ', 'w') as f:
for e in bits123 :
f. write ("%s\n" % e)

Listing 4.5: Code for a 64-qubit system
Using NIST test suite, we get

Figure 4.11: NIST test suite results of Listing 4.4
Thus, our PRNG passes all tests. This happened because I used three different
circuits with different quantum gates. For the first circuit, I used only Hadamard
gates, just like for the 16-qubit system. In the second circuit, I used not only
Hadamard gates, but only CNOT gates and in the final circuit I used the X gate for
some qubits in order to change their state from |0⟩ to |1⟩ and then used CNOT and
Hadamard gates. After that, an XOR operation was performed on the measurements
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from the first circuit and the second and finally between these results with the third
circuit. The results were saved into a text file.
In the case where we had only one circuit with 64-qubits and Hadamard gates
as operations, then that PRNG would fail some tests in the NIST test suite. That
was something unexpected since the PRNG with 16 qubits passed the tests.
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